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U,S, Department of J ustice 



Federal Bureau of Investigation 

Washington, DL. 20!>S:) 

September 6, 2007 


Request No/ 1087793-000 
Subject: NO FLY LIST 


Dear Requester: 

The records that you have requested were previously processed under the provisions of the 
Freedom of Information Act for another requester. 

Enclosed are 248 pages of documents pertaining to your request and a copy of the explanation of 
exemptions. 

You may submit an appeai from any denial contained herein by writing to the Office of Information 
and Privacy. U.S. Department of Justice. 1425 New York Ave., NW, Suite 11050, Washington. D C 20530“ 
0001 . within sixty days from the date of this tetter. The enveiope and the ietter should be clearly marked 
Treedom of Information Appeal" or 'Information Appeal ” Please cite the FOlPA number assigned to your 
request so that it may be easily identified. 


Sincerely yours. 

David M. Hardy 
Section Chief. 
Record/Information 
Dissemination Section 
Records Management Division 


Enclosure(s) 


EXPLANATION OF EXEMPTIONS 


SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 

with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 

records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 

privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 

authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j) (2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 

crime or apprehend criminals; 

(k) (l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 1 8, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 
the release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 


FBI/DOJ 
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From: I 1 , , 

To; Aviation-Field-30 ^ 

Date; Wed, Dec 19, 2001 4:36 PM 

Subject: FBI Response to FAA Name List - NEW PROCEDURES 

Airport Agents - Please ensure that »iis message is forwarded to your supervisors, command post and 
any other personnel who mi ght respond to name list match es at airports. The attached FAA documents 
have also been uploaded to | 

There are two name lists for which the FB I may now have to respo nd, instead of one - «ie "No Fly" list 

(threats to aviation) and the "SeletAee" list j ] The names are »ie same and some 

additional ones from the previous FAA name lists, and they continue to originate from other agencies|_ | 

I ^om the FBI. However, there are new procedures to reduce unnecessary FBI response. The FBI 
and the FAA coordinated these procedures based on feedback from the field about the utility of FBI 
rognnn«tP tn Hr.l«af cni inters tn identify nassenoers when the lists now contain more identifying informatio n, 


NEW PROCEDURES A 


Please read the attached FAA Security Directives (SD 108 - 01 -id and 108 - 01 -zi) for exact 
language. 


I expect questions, so please ask. If something doesn't work as you expected, please let me know. Ml try 
to do an EC as soon as possible, but since tfie list and changes are "out", I wanted you to have them as 
soon as possible. 


SS/«[ 


[ 


|(fax) 


Civil Aviation S^urity Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
'[leo.gov 
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1 500 Southwest 1 st Avenue 


The Honorable Earl Blumenauer 
The Weatherly Building 

516 S.E. Morrison Street , 

Suite 250 

Portland, OR 97214 b6 


Dear Representative Blumenauer; 


This Iftttfir is in response to your request for additional information 
concernin d l and the policies and procedures surrounding the 

Transportation Security Administration's (TSA) watch list. Nationwide policies and 
procedures regarding the TSA watch list are established jointly by the FBI and TSA at 
the headquarters level. Your concerns have been forwarded to FBI Headquarters, 
Counterterrorism Division, and the Office of Public and Congressional Affairs. 


Additionally, on August 12, 2002, this office contacted] jand 

explained, in general terms, the procedures used by the TSA, FBI, and commercial air 
carriers upon discovery of a name list match. 


All INFORMATION CONTAINED j 

HEREIN ISJNCI,^SIF1ED , ^ « \t r / / 

03 BY 1 JL c (9 Q <a n rs is f f\co (j^ L. 

W 03 - 100^ ^ 
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The Honorable Earl Blumenauer 
The Weatherly Building 
516 S.E. Morrison Street 
Box 709 

Portland. OR 97214 

Dear Representative Blumenauer: 

This letter i s in response to 
vour inquiry on behalf ofl 1 

I I ts notaiisiea 

person on the Transportation Security 
Administration's (TSA) watch list. 
However, the watch list does contain a 
person with the same last name. 
Therefore, com mercial air earners are 
required to chec H ~1 

identification against tha known 
identification of th d li sted on the 

TSA watch list. Uruoifunafey, 
commercial a ir carriers cannot confirm 
I Itrue identity until such time 

as nis loentmcation is checked at the 
ticket counter. 


Historically, TSA 
procedures have required that 
identification checks be performed by law 
enforcement officers. Recent changes to 
TSA procedures allow commercial air 
carriers to conduct these checks under 
certain circumstances. This procedure 
must be c ompleted every time Mr. 

I l and all others with the same last 

name, travel via commercial aviation. 


While I fully appreciate Mr. 
frustration, I am sure he can 
"understand the importance of the 
enhanced security requirements. 


Sincerely, 


ALL INFORMATION CONTAINED , 

HEREI^IS UflCUiSSlFIED ^ 1 / r A t 

0 in) ts / A I Charies Mathews. Ill 
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DS-30-2Q02 fl2:26pffl From-SFPD AIRPORT PATROL 


San Francisco Police Department 

b6 -4 


Commanding Officer 
Airport Bureau - Day Watch 

From: 

Airport Bureau - Day Watch 
Date: Friday, May 24, 2002 

Subject: Selectee and No Fly list Names 


VTemorandiinn 
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□ □ 
□ □ 
□ □ 


ISSUE 

Airport Bureau police response to the Transportation Security Administration's 
air-camers No Fly and Selectee names lists. 


DISCUSSION 

On Friday . May 24, 2002, 1 met with 


■b7C -1,3 


(T.S.A) and I spoke with 


(F.B.I.), regarding police procedures when dealing with individuals 
Whose names nave been entered on the Transportation Security Administration’s NO- 
FLY and SELECTEE names lists and the air-carriers reservation data banks. 


b6 -1,3 


b2 -4 
b7E - 
b3 -1 



This new change in procedure, will allow airport officers to minimize the amount 
of fame required to initially detain individuals with names that! 

I^names on federal NO-FLY or SELECTEE lists. ' 


1 

-b2 -4. 
b7E - 


RECOMMENDATION b3 -1 

I recommend that this new change take place to reduce fame spent by officers 
on-scene, when responding to names on federal NO-FLY and SELECTEE lists. 


ALL INFORMATION CONTAINED . . 

cm 03-10 0^ 
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FBI FACSIMILE 
COVER SHEET 




PRECEDENCE 


CLASSIFICATION 


Q Immediate 
D Priority 
Routine 


D Top Secret 
D Secret 
Q Confidentia] 
□ Sensitive 
IS Unclassified 


Time Transmitted: ____ 

Sender's Initials: bsw 

Number of Pages: . 

(including cover sheet) ' 




Name of Office 


Subject: 


Special Handling Instructions; 
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Informsuon ditachcd co the cover shcci is U.S, Government Propeny, If you ure not the intended recipient of tnis * I 
inforrdHtion. clijiclosurc, reproduction, distribution, or use of this informniion Is prohibited (18.USC. § 64 U. Plenjie notify the 
originator or the local P3I Office immediately to arm nee for proper dispoititioii. gySSMAN'S 




AIRPORT SEARCHES 

Airplane ^^adcing or skyjacking escalated dramatically daring and after the 1960s until its 
climax with the a^cks on the World Trade Center biiildings and the Pentagon. Consequently, 
airport security has always been a matter of very serious concern, and presently, it is a matter of 
paramount importance. Once the security of an airplane is oonqtrom^ed, it is very difficult to 
respond efibctivety to die problem. As was so dramatically illustrated by last year’s tragic events, 
the potential for great and immediate harm to the passengers on the airplane and to the public at 
large is tremendous. Additionally, the highjackers are extremely difficult to detect, and in order to 
avoid the extreme danger highjackers can create, the highjacker must be detected before he boards 
the aircraft. The importance of airport/airplane security, the need to detect the highjacker, and the 
need to protect the ptdblic and the airline passengers have been recognized by the courts in 
considering how to analyze police conduct at airports under the Fourth Amendment. 

In 1968, a Task Force was appointed to develop an on-the-ground highjacker detection 
system. This system was adopted by the FAA and continues to be employed today to provide 
security for all air travel. As its most prominent component, the syston employs pre^flight s oeaiin g 
through the use of notices to the public, identification chedcs, application of a highjacker^ ^ffli^T^ 
magnetometers, x-rays, interviews with selected passengers, and frisks or searches of certain 
suspicious passengers. The employment of these measures has been approved by the courts as 
reasonable; however, questions concerning the constitutionality of other searches and seizures at the 
airport continue to arise. This presentation and paper is designed to deal primarily withdiose issues. 

The Fourth Amendment does not prohibit all warrantless searches and seizures; instead, it 
prohibits only unreasonable ones. The reasonableness of warrantless searches and seizures at 
airports or on airplanes will be determined, in part, by balancing the innusion itself against The need 
for security at airports and the difficulty in ferreting out the highjacker from the throngs of monbers 
of the public in airports and boarding the airlines. 

Because the courts have determined that airport screwing procedures are searches, they must 
be justified under an exception to the warrant requirement Five exceptions have been applied by 
the courts: (1) the border search exception; (2) a Terry stop and frisk; (3) the administrative search 
exception; (4) consent; (5) the criticsd zone theory. 

B_qrder Search.Exceptioo Because many airports have both international and domestic 
flights, dififerent standards for searches or seizures may be applicable at the same airport, 
on whether the flights being serviced at domestic or international. For international flights, under 
the border search exc^iCion, routine searches of persons and their effects may be conducted 
die same peraraeters as those searches are conducted at the international borders. Those seeking 
admission to or exit from the United Sutes on an international flight will be subject to a routine 
inspection of his person and his belongings. Any non-routine search (e.g., strip searches) must be 
based on reasonable suspicion. For passengers on domestic flights, the border search exception 
cannot be used to justify the seardi of a person or his belongings. 

ALL INFORMATION CONTAINED , 
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Tenv Stop and Frisk : Application of this exception is discussed in further detail below. 

Administrative Searches: Courts have justifled the airport security screening procedures 
under the administrative search exception. Ihe courts have held that when all passengers are 
subjected to security screening procedures in order to provide greater protection and security to the 
airport and departing aircraft, the routine screening procedures are considered administrative 
searches and not violative of the Fourth Amendment. When these screening procedures are used 
only on selected passengers, they fbll outside the coverage of the administrative search exception. 
When these screening procedures are used improperly to detect die possession of contraband, the 
administrative search exception may not be used to justify the searclL 

Consent : Any search or seiaure can be justified on the basis of a defiuidant’s knowing and 
voluntary consent, ^nsent should be express, rather than implied. Agents should not rely entirely 
upon warnings airlines generally give to passengers that their luggage or person may be searched; 
the court’s have been divided on the issue of whether these general warnings can constitute at least 
implied consent to search. 

Critical Zone : The Fifth and Eleventh Circuits have held that aiipoits are to be considered 
“criticaJ zones” in which special Fourth Amendment considerations a^ply because they consider the 
airport the one channel through which all highjackers must pass tefore being in a position to 
commit their crime and the one point where airport security officials can marshal their resources to 
thwart airplane violence before the lives of an airplane’s passengers are endangered These courts, 
therefore, deem reasonable more intrusive security measures if specifically tailored to increase 
airport security and to detect highjackers. 


The Stop of a Person in the Airport ( prior to presenting himself for boarding;) - ^ k 

The Fourth Amendment applies to an airport stop only when a seizure occursi 

If there is no detention, there is no seizure, and the Fourth Amendmaat is not implicated. 

A person has been seized only if, in view of all of the circumstances surrounding the 
incident, a reasonable person would have believed that he was not fiee to leave. Whether an airport 
encounter between the police and a suspect amount to a seizure requires a review of all relevant 
circumstances, including psychological factors. If a reasonable person would fee free to disregard 
the police and to go about bis business, the encounter is consensual. 

Asking for an individual’ s airline ticket and his identification was permissible and will not be 
considered a sei:ru.re, A5ldT*g roiKme questions concerning the reason for and destination of travel 
does not implicc:.-? iBe rt uiih /> mendment. Generally, there is no seizure when a law enforcement 
agent merely approaches an individual at the airport, and after identifying himself, begins to ask 
routine questions related to the person’s identification, travel plans, and ticket information. A non- 
threatening request to search will not convent the encounter into a seizure. 
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Factors considered in determining whether a semire has occurred include; (1) location of the 
encounter; (2) physical contact with the person; (3) appearance and clothing of the officers; (4) 
number of the ofiicers; (5) display or presence of weapons; (6) demeanor and tone of voice of the 
officers; (7) length of time in wfai^ documents are retained; (8) any advise of ri^ to terminate die 
encounter or refuse consent; (9) information that the person was suspected of criminal activi^; (10) 
the length of the encounter, among others. 

When a narcotics officer identifies himself as such and advises the person that he is 
suspected of transporting narcotics, the courts will likely find that a seizure has occurred. If the 
officer retains the traveler’s identification or travel documents, the encounter may be considered a 
seizure. 

j ' A njpvestigadve detention must be based on reasonable suspicion wdiich must be based on 
facto m tfa^ ja^^ viewed in dieir to^ ity amount to reasonable and articulable suspicion that die 
perso ^tf&^i^^pmpunal A subsequent frisk of the person must be bas^ on voluntary 

the individual might be armed. 

^ An arrest must be based on probable cause. If a suspect is arrested and his luggage or 
personal items are removed with the suspect, those items may be searched only on the basis of 
consent or probable cause, with a warrant 

Air Terminal Security Screening 

As set fordi above, routine airport terminal-entry security screening has been approved by the 
courts as administrative searches because their purpose is to provide security and safety ratherthan 
to detect crime. In order for these procedures to continue to be justifiable as administrative 
searches, the emphasis of the search must continue to be for purposes of determiniiig the presence of 
dangerous persons or articles rather than the presence of contraband or for odier general law 
enforcement purposes. 

Courts have held that the placement of items on the x-ray conveyer belt constitutes at least 
implied consent to a visual and limited hand search of the items if the x-ray examination is 
inconclusive. Absent consent or probable cause, the scope of the hand search must be limited to that 
which will reveal an object that could be used to effect a highjacking or endanger other passengers 
or members ofthe public entering the terminal. (Caveat: this docs not extend to search for money or 
drugs seen on x-ray examination; although a search therefore may be based upon probable cause or 
consent). 

Strip searches must be conducted only on reasonable suspicion. 

Passengers Presenting Themscives for Boarding on the Aircraft 

The Fifth and Eleventh Circuits have held that it is permissible to request a search of 
passenger presenting himself for boarding on an airplane. The officer may indicate that if the 
passenger refuses, he will not be permitted into the gateway or the airplane. If a passenger is 
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ticketed and presents himself for boarding on the airplane, he may be subjected to a searc h on mere 
or unsupported suspicion . Scope of search can be of sufficient scope to reveal any object or 
instrumentality that could reason^ly have been used to effect an act of air piracy. Again, die search 
cannot be one designed merely to detect contraband. 

Checked LuBgagei 

Passengers have a reasonable expectation of privacy in checked luggage. Generally, searches 
of checked luggage can be conducted on with consent or a warrant based on probable cause. 
Where, however, there is evidence diat luggage contains explosives or some other item of a similarly 
dangerous nature, exigent circumstances may justify a warrantless search, but the search must be 
bas^ on probable cause. 

Checked luggage may be x-rayed. A subsequent search can be conducted to dispel 
suspicions of danger, but a genera] search for contraband cannot be conducted absent a warrant or 
consent. 

Because a dog sniff of luggage is not considered a search, luggage may be subjected to a dog 
sniff without any suspicion whatsoever. However, if a dog alerts to die presence of contraband, the 
subsequent search may be conducted only with consent or a warrant A dog’s alert to the presence 
of explosives may provide probable cause for a wairantless search conducted under exigent 
circumstances. (A dog sniff of a person is a search and cannot be conducted) 

If a person disavows ownership of luggage when presented with an opportunity to claim 
ownership of it it will be considered abandoned and can then be searched. 

A person's luggage can be seized for a reasonable period of time on the basis of reasonable 
suspicion. It should not prevent passenger's continuation of travel. Luggage can be seized on the 
basis of probable cause pending Ae issuance of a warrant to search; however, the agents should be 
actively taking steps toward obtaining the warrant. 

Private V frnverninental Searches 


Airport security measures were, in the past largely employed by private security 
companies employed by die airlines or by airline employees themselves. Purely private searches 
are not subject to Fourth Amendmem protections; therefore, inhere these searches or seizures 
were conducted entirely by airliiic personnel without governmental intrusion or prompting, the 
Fourth Amendment was not implicated. However, governmental agencies became increasingly 
involved in airline security, and most of the searches, even where conducted by airline 
employees or security personnel, were instigated by government agents or government agents 
participated in them. In those cases, the Fourth Amendment controlled the appropriateness of 
the conduct. As you know, the law now requites that airport security be provided by the 
government, and the Air Marshal program has been revived; consequently, a Fourth Amendment 
analysis will rarely be avoidable. Nevertheless, when airline employees are acting entirely 
independently, the courts will find that a private search was conducted, and that the Fourth 
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Amendment had no application (e.g., airline employees opening suitcases to deteimine 
ownership and then encountering contraband therein). 
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September 4> 2002 


Mr. Michael D. Robinson 
Associate Under Secretary 
for Aviation Operations 
Transportation Security Administration 
400 Seventh Street, SW 
Washington, DC 20590 

Dear Mr. Robinson: 

Thank you for your June 27th letter, enclosing a copy of TSA's Delegation Order 
concerning the placement of Federal Security Directors at all of the major airports nationwide. 
You asked that the Order be disseminated to each of the FBI's field offices having a need for the 
information. 


Recognizing the FBI's investigative jurisdiction with respect to criminal violations 
set forth in Chapter 465 of Title 49, and all aviation-related criminal violations set forth in 
Title 18 of the U.S. Code, our field offices will be provided copies of TSA's Delegation Order 
dated June 14, 2002, along with the reminder that interagency cooperation and coordination are 
critically important to our respective missions and responsibilities as our agencies continue to 
discuss pertinent jurisdictional considerations. 


Sincerely yours, 


Robert S. Mueller, III 
Director 


1 - Mr. Ashley (5012) - Encs. 

1 - Mr. D’Amuro (5829) - Encs. 

1 - Mr Wainstein (7427) - Encs, 
I (5096) -Encs. 
(7326) -Encs. 
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_K7176) - Encs. 

62F-HQ-1077732 
NOTE: Reply coordinated with Attomey-Advisorl 


b7C 
b6 - 


and Unit Chie^ 
BHM 


, Investigative Law Unit, OGC, 
J Major Theft/Transportation Crimes \jnit, CID. 


All INFORMATION CONTAINED 
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Attachment 1 
June 13, 2002 

Authorities of the Federal Security Directors (PSPs’) 

1. Manage Aviation Security Resources. On a day-to-day basis, msutage and 
provide operational guidance to the aviation security resources of the 
Transportation Security Administration (TSA) scieeners, field agents, and law 
enforcement officers to which they are assigned. 

2. Screen and fospect Passengers. Property and Cargo. 

A. Passenger Aircraft . In accordance with 49 U.S.C. § 1 14(c) and TSA 
regulations, policies and procedures, be responsible for the day-to-day 
Pbderal security soreening operations for passenger air transportation 
and intrastate tdr transportation. In accordance with TSA regulations, 
policies and procedures, provide fw the screening of all passengers 
and propoty, iacludiog United States mail, cargo, catiy-oa end 
checked baggage and o&er articles, that will be carried aboard a 
passenger airctsft Qp^ted by an air carrier or forrign air carrier in air 
transportation or intrastate air transportation, in accordance with 49 
U.S.C. S 44901(a). hi accordance with TSA regulations, policies and 
procedures, provides for seatch md detention of persons or property 
posing a suspected risk to safety and security, in accordance with 49 
U.S.C. 5 44903(b). 

B. Checfeed Baggage. In accordance with 49 U.S.C. § 4490 l(c),(d), and 
(e) and TSA regulations, policies, and procedures, as explosive 
detection equipment becomes available, screen all checked baggage 
throujb such equii»ii«it In those unusual circumstances where 
explosive detectioa equipment is not available, screen every piece of. 
checked baggage through alternative means, hi accordance witti TSA 
regulations, policies and procedures, such alternative means may 
include one or more of the following; 

(1) A bag-match program that ensures that no checked baggage is 
placed aboard an aircraft unless the passenger who checked (he 
baggage is aboard the aircraft. 

(2) Manual search. 

(3) Search by canine explosive detection units in combination with 
other means. 

(4) Other means or technology approved by the Under Secretary. 

C. Cargo Aircraft. Provide forthe screening and inspection of cargo that 
will be canied on all-cargo oircraft, in accordance with 49 U.S.C. § 
4490l(;.') aad ISA regislstioas, policies and procedures. 

3. Assess and Country: Tl>rgats to Aviation . 

A. liaison Functions . Serve as a liaison for aviation security to the local 
intelligence and law enforcement communities. Receive, assess, 
distribute, and ensure utilization of intelligence and law enforcement 
information as appropriate. 
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(1) Memoranda of Understanding Concerning Data . Enter into 
memoranda of understanding with local offices of Federal 
agencies and other local entities, such as state and local law 
enforcement, to share or otherwise cross-check, as necessary, 
data on individuals identified on Federal, State and Local agency 
databases who may pose a risk to transportation or national 
security. 

(2) Notification Procedures Concerning Potential Threats . Establish 
procedures for notifying the Festal Aviation Administration 
(FAA), appropriate State and local law enforcement officials, 
and airport or aircraft operator security officers of the identity of 
individuals known to pose, or suspect^ of posing, a risk of air 
privacy or tenorism or a ttiieat to aircraft op^tor or pass^ger 
safety, in accordance with 49 U.S.C. § 114(h). 

(3) Identification of Indivi<hials Posing a Threat In consultatipn widi 
other appropriate Fcd^ state, and local agencies and air canim, and 
opon notice fiiat an individual may be a security threat, establish 
poUdes and procedures that requite air carriers to notify appropriate 
law 

^orcanoit agencies of tiie individual's identity, prevent the 
individual from boarding an aircraft, ortake other appropriate action 
with respect to that individual. 

(4) Passenger Lists. On a case by case basis, and when warranted by 
specific security considerations, require passm^ air carriers to st^ 
passenger lists with appropriate Fedoal, State, and Local agencies, for 
the purpose of identifying individuals who may pose a threat to 
aviation safety or national security. 

B. Security Counteancasures. Coordinate and implement security 
counteimeasures with impropriate departments, local offices of federal 
agencies, state iud local law enforcernent agencies; airports, and air 
carriers. Work witfi the FAA with respect to any actions or activities 
that may affect aviation or aviation safety or air carrier operations, in 
accordance with 49 U.S.C. § 1 14(0(13). 

C. gear, close or secure airports md related facilities. If a particular 
security threat to a gate, a concourse, a terminal, an airport or related 
facilities.cannot be addressed in a way adequate to ensure, to the extent 
feasible, the safety of passengers, crew, or other individuals, the 
affected facilities may be cleared, closed oc oth^wise secured. After a 
security action has been taken in accordance with 49 U.S.C. §' 
44905(b), provide feedback to the airport operator on t’ve reason far 
the security action. 

D. Cancel, delay, return, or divert flights. If a particular security threat to 
a flight or series of flights, including air piracy (as defined in 49 
U.S.C.§ 46502), cannot be addressed in a way adequate to ensure, to 
the extent feasible, the safety of passeng^ and crew, tiie flight or 
series of flii^ts may be canceled, delayed, letomed to an airport after 
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SUSSMAN-13 


Transportation Security Administration 
(No Fly and Selectee Lists) 

The No Fly and Selectee Lists, both administered by TSA, 
often are confused with the TWL. Currently, the TWL staff is 
working with TSA to develop protocols to facilitate entry and/or 
removal of FBI subjects to/from the No Fly or Selectee Lists. It 
should be noted, TSA is the only agency which actually can make 
the entries or removals. 

The No Flv List is used to prevent individuals from using 
commercial aviation who are deemed by TSA to be a threat to 
aviation, based on information provided by various sources (such 
as the FBI) . If an individual is listed on the No Fly List, that 
individual will not be permitted to board any commercial aircraft ^2 
within the U.S. u ntil such time the individual is removed from 
^the list by TSA. | — — . — ^ 

[ It should be noted, the air carriers 
and/or local airport authorities are responsible for preventing a 
passenger on the No Fly List from boarding an aircraft, not the 
FBI . 


The Selectee List consists of individuals who are f 


These individuals are screened by airport authorities in 
accordance with TSA Security Directives. Following the screening 
procedures, these individuals can use commercial air 
transportation and should not be denied boarding. Again, the 
respective air carrier and/or local airport authorities will make 
the final determination regarding who boards an aircraft. 


b2 

b7E 



W.I INFORMATION CONTMNO ) J 
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NO FLY list - Used to prevent persons from using commercial aviation who are deemed by the FAA 
to be a threat to aviation, based on information received from various sources. Airport police are 


to perform an initial ID check and wili hopefully 


questionable cases. 


ponasamatch. | 

1 Airport police will contact the FBI in 


b2 -4 
b7E -1 


A few peop e have been removed from the list afte r the person convinced the FBI and the FBI 
determined ] [ that they were not a threat to aviation. The 

passenger may not fly until the FAA removes their name from the list. The air carriers, not the FBI, 
prevent the passenger from boarding the flight. The person can travel by other means, but not 
commercial air. The F M removes names from the list based on instructions from the .«;i ihmittinn 
agency or a document 

~| indicating that the person is not considered to be a threat to aviation. 


indicating 


b2 -4 
b7E -1 








b7C -1 
b6 -1 


• \ ».^ 4 — • W C. I I Vw L--- I 'xJ Ci ' ( <fc/ w • O 
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i-j: 




and SELECTEE lists 


o;:dAI 


b2 -4 
b7E -1 


SELECTEE List -These persons arfll 

L Passengers determined to b e the person on the list. 

~l to the air carrier for any 

screening wnich the carrier needs to conduct in accordance with the TSA Security Directive prior 
to flight boarding. These persons can use commercial air transportation - they need not be denied 
boarding. 

Responsibilities of FBI office in HQ citv of air carrieri | 

b2 -4 
b7E -1 


Possible Match Passenger at the Ticket Counter : When a passenger with a possible name match 
presents themselves at a ticket counter, the air ca rrier is suppo sed to first con tact the airport LEO 
for an initial ID check. I 


b2 -4 
b7E -i 


b2 -4 
b7E -1 


Passengers who know their name is on a list requiring identification by the police can potentially 
arrange with the airport police before they get to the airport that day to alert the police they have a 
flight and v\^en they pla n on being at the aiiport. Thus, the police can be there or at least be nearby. b2 - 4 

further reducing delays. I I b7E -i 
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b2 -1 
b7C -1 
b6 -i 


January 22, 2003 
From: 


OGC/ILU, Exd 


b7C -1 
b6 -1 


To: 


b7C -3 
b6 -3 


Enclosed is your copy of a draft MOU I received ftonj a policy official in TSA. 

Not sure why he faxed it to me but, in any event, it addresses respective roles in providing input 
to and using the TSA’s No-Fly and Selectee lists. 

I am not sure who in CTD has this for action but it’s got to be one of you three so here it is. 


Anyway, if you need us on this any more, let me know 


b5 -1,2 


ALL INFORMATi'C?! CONTAINED 
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j- Re: TSA & Local LEO inquiry of PC for detention of No Fly List inciividuals Page1 

b7C 


From; 

To: I 

Date: 6/27/02 7:32PM 

Subject: Re: TSA & Local LEO inquiry of PC for Detention of No Fly List individuals 

Not being a lawyer. I'm treading on common sense ground here, but I believe that "investigative 
detention"** is the basis for the local LEO holding individuals until the FBI shows up, same as it is for 
non-terrorist criminal matters, such as potential Crime Aboard Aircraft violations. After you arrive, 
however, if there is nothing in NCIC, such as an INS status problem or any amest warrant for the person 
and they want to leave, they can leave, unless you find something for which to arrest them. As a 
reminder, OGC also advises that the field use the 265 TURK classification for each interview conducted 
related to the lists. 

(**A lot of LEO’S don't seem to like using that surrogate authority, which is why we had all those 
deputation issues over the last couple of years.) 


»> 





6/27/02 12:40:36 PM »> 


b7C 


TSA and local LEO are inquiring as to 
Fly or Selectee list with more than the 
detention. They need to know the PC 
to interview the individual. 


stance 



the PC for detaining individuals that have been identified on the No 

name match. They are concerned about the legality of the 

for which they are detaining the individuals until the FBI shows up h7c 


CC: ARTHUR M. CUMMINGS; 





1, 

1 


b2 

b7C 


All INFORMAL '0*^ CONTAINED 


NtRtlJ 

wt! 


SIFIEl 

.BY, 


NTMNED I J 

'^PiLUOo ibo ^)cs/R<if ca L 
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b7C -1 
b6 -1 


Fi£ Lists 


From: 

To: 

Date: 

Subject: 


Art, 


AKIHUHM. CUMMINGSr 
5/28/02 1 :43:30 PM ^ 
Issue; TSA and No Fly Lists 


b7C -1 
b6 -i 


b5 


Here’s some background, if you have the patience to read it: 


Since 10/2001 , when the TSA No Fly and Selectee lists came into beina (aftermath of the FBI Watrhii<! 

nA\/0 naan aHamntinn i »i ^ 


have been attempting to make the updated lists available to the field agentsi . r 

a timely basis, i.e., when they are issued, because TSA has made the agenls rsspOhSible tor respondinq 
to possible name matches. The agents need these lists in order to have background and ID info. 


TSA issues these lists to the air carriers and tha aimnit ^»nli>^o^ 


i), I b7E 


on 



occasion) to coordinate with us when they tell the carriers whom to contact 
(the FBI) or when they change the Security Directives concerning response which affects FBI offices. 

Despite my best efforts, the TSA just motors along and I and the agents are being whipped around the ^ 
flagpole trying to do the right thing. a hf 



Exan^ - today List 51 was issued; Lists 49 and 50 were issued on Friday. I believe I was here, but no 
mail from TSA, and I check every hour. I have raised this issue with people in TSA and here, and told the 
agents that getting the lists from me is now a luxury instead of a certainty. 


I have tried to arrange a meeting withf 


1 TSA. hut that has nnt wnritoH 




b5 -1 
b6 -3 
b7C - 


Again, please try to give me some time so we can meet and decide how we want to proceed. 
Thankd I 


SSAl 


](fax) 


Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 


b2 -1,2 
b7C -1 
b6 -1 


pieo.Qov 


ALL INFORMATION CONTAINED 
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L 





b7C 


iss'A TS^. Guir!ar!cc-Seiec:ec anc: No Fiv Lists 


*^age 


iO\ (SV'icttOr: riSiO 

Date: 5 / 2 S /02 5 ; 0£:13 PM 

Subject: New TSA Guidance-Selectee and No Fly Lists 


More to follow as I get ad.ditional information. 

SSA I "If faxl 

Civil Aviation Security Program, Room 1 1 795 
Domestic Terrorism Counterterrorism Planning Section 
Counterter rorism Division 
lleo.gov 


b2 -4 
b7E -1 

b2 -1,2 
b7C -1 
b6 -1 


CC: ARTHUR M. CUMMINQS; Aviation-CIRG&Training; Avia... 






Mts/ 


OiC 
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Re: No Fly and Selectee Lists 


Page 2 


b5 -1,2 
b7C -1 
b6 -1 


- 1,2 


,b5 -1,2 
b5 -1,2 

t b7C -1 

My next move is to consult the | [ n 

DAG’S office-about the issue of the legal basis for No-Fly decisions after I discuss this within OGC. 


ex< 




] 07/0 1/02 07:32PM 


»> 


b2 -1 
b7C -1 
bo -1 


When it rains, it pours-P 

1 1 ask that I ^ P GC, go into additional legal citations from the USA PATRIOT ACT 

inai migni oe pertinent, but the Aviation and Transportation Security Act (ATSA) of 2001 , passed on 
November 19, 2001 , mandates in Section 101 , (a), §114 (h) entitled "Management of Security 
Information", that the Under Secretary of Transportation for Security shall; 


b5 -1, 
b7C -1 
b6 -1 


2 


(1) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may 
pose a risk to transportation or national security; 


(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline 
or passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies 
and procedures requiring air catrlers- 

(A) to use information from government agencies to identify 
individuals on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law 
enforcement agencies, prevent the individual from boarding an aircra ft, or take other appropriate 
action with respect to that individual; and 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 
security. 


SUSSMAN-32 



i 


blC -1 
^b6 -1 


Page 3 


]- Re: No Fly and Selectee Lists 


Personally, I think that this about covers it, and hopefully, the FBI will be consulted on re visions to the 
TSA Security Directives to be more clear about who is to contact whom in what situation.! 

I 

I Perhaps they need to hear a definitive statement from the FBI on these matters, 
i hope this helps. 


^2 -4 
b5 -1,2 
b7E -1 


SSA I r fax) 

Civil Aviation Security Program. Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterr orism Division 
1eo.gov 


b2 -1,2 
b6 -1 
b7C -1 


»> MARTIN J KING 6/27/02 5:05:03 PM >» 
SSAp I 


b7C -1 
b6 -1 


b7C -1 
b6 -1 


As CDC of the ! 1 1 have b een asked to obtain some information for the United States 

Attorney's Offi ^ I concerning the legal authority under which the FAA/TSA 

promuigate the No Fly and Selectee lists. Personnel from the United Stat es Attorney's Qt^ e were 
recently afforded a briefing rogarWinn thg Nq piy and Selectee lists by S^ j 1 Airport Liaison 

Agent. Following ttiis briefing, SA| Received a request for additional information which has been 

forwarded to the CDC for handling. 


My understanding is that the U.S. Attorney's Office would like some assistance in identifying the specific 
statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA 
and/or TSA to compile and disseminate the lists. There is no known agenda attached to the request other 
than further informing the understanding of appropriate personnel regarding the program. 


I have read the "Notes and Guidance" which you prepared on 03/25/2002 and accordingly. I hope that 
you may be of so me help in responding to the request from the United States Attorney's Offic d 
I I ff your Unit mainta ins responsive information, please forward same to my attention. I 

may be reached a| I 


jCC: aRTMl IP M r.l IMMINFS.Q r 



b7C -1 


b6 -1 
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IRe; No Fly and Selectee Lists 



b5 -1»2 
hlC -1 
b6 -1 


7/6/02 3:44PM 

Re: No Fly and Selectee Lists 


\ seeing as how 1 had time today, waiting for the TSA lists, I thought I would reply to you. I know this 
mail constitutes an ongoing discussion which really needs to be held in person, so people can offer their 


1. Agree. 

2. Agree 

3 and 5. Still not clear on your distinction. I 



73/02 9:03:31 AM »> 


1 . As far as I am concerned I 


Yoiijieard their coti 


wants more, such as 


But, what TSA is entitled to eKoect is a 





ALL INFORMATION CONTAINED 

L,S /aQ, 

L , SUSSMAN-34 

Cftit 03- 

1 
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b5 -1,2 
b7C -1 



b5 -1,2 



My next move is to consult th d | in the 

DAG’S office-about the issue of the legal basis for No-Fly decisions after I discuss this within OGC. 

* b7C -1 

. b6 -1 

b2 -1 







07/01/02 07:32PM »> 


When it rains Jt pours] 1^5 _i 

• ^b7C - 

1 1 ask tha j |OGC, go into additional legal citations from the USA PATRIOT ACT be - i 

muimiyMide pertinent, but the Avialion and Transportation Security Act (ATSA) of 2001 , passed on 
November 19, 2001 , mandates in Section 101 , (a), §114 (h) entitled "Management of Security 
Information", that the Under Secretary of Transportation for Security shall: 


{1 ) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may 
pose a risk to transportation or national security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or i-rrscriim cr threai tr- airline 
or passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies 
and procedures requiring air carriers- 

(A) to use information from government agencies to identify 
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I-—— — - ^ ^ " I b/C - 1 -^ ^ ^ — 

b6 -1 


individuals on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law 
enforcement agencies, prevent the individual from boarding an aircraft, or take other appropriate 
action with respect to that individual; and 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 
security. 


Personally, I think that this about covers it. and hopefully, the FBI will be consulted on rev isions to the 
TSA Security Directives to be more clear about who is to contact whom in what situation. | 

I ^ 1 

I Perhaps they need to hear a definitive statement from the FBI on these matters. b2 -4 

b5 - 1,2 

I hope this helps. h7E - 1 


SS/C 


l(fax) 


Civil Aviation Security Program, Room 1 1 795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 


b2 -1,2 
b7C -1 
b6 -1 



6/27/02 5:05.03 PM »> 


b7C 
b6 - 


I 


1 1 have b een asked to obtain some information for the United States 
concerning the legal authority under which the F/WTSA 


b7C -1 
b6 -1 


AsCDCofth 

Attorney’s Office 

promulgate the No Fly and Selectee lists. Personnel from the United Stat es Attorney's Offi ce were 
recently afforded a briefing rega rding the No Fly and Selectee lists by S/ ^ I Airport Liaisorj^^^. _ ^ 

Agent. Following this briefing, SA | I receiv^ a request for additional information which has been 
forwarded to the CDC for handling. 


My understanding is that the U.S. Attorney's Office would like some assistance in identifying the specific 
statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA 
and/or TSA to compile and disseminate the lists. There is no known agenda attached to the request other b7c -i 
than further informing foe understanding of appropriate personnel regarding foe program. 


I have read the "Notes and Guidance" which you prepared on 03/25/2002 and accordingly, I hope that 
you may be of so me help in responding to foe request from foe United States /Mtomey's Office ! 

[ vour Unit mairi tains responsive information, please fonward same to my attention. I 

I 


CC: ARTHUR M. CUMM INGS 

MARION Bowman! I 


b7C 
b6 - 


-1 

1 


b7C -3 
b6 -3 
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Please advise who will attend this meeting. I may be reached 



Thanks. 


-Original Message; 


FromJ 

Se nt: July 06. 2002 2 :51 PM 
To: t E-mail)JI 

Cc | (E-mail) | 

Subject: Re; TSA No Fly List 


(FBI) [mailto l | @leo.govl 


]{E-mail) 


b7C -1,3,5 
b7D -1 
b2 -2 
b6 -1,3,5 


□ - sorry, I was looking on the wrong lists - it looks like there is a 
Selectee List 44, 


bn the most current 


b7C -2,5 
b6 -2, 5 


□ 


— Original Message - — 
Fro mJ KFBir f 


To: 


(E-J^^aiIn: 


3aa.gov> 


kE-maiirQ 

_post.dot.gov> 


Sent: Friday, July 05. 2002 5:50 PM 
Subject: Re; TSA No Fly List 


>leo.aov> 


(E-mail)" 


]@state.gov>[ 


b7C -1,3,5 
b7D -1 
b2 -2 
b6 -1,3,5 


Hello, □ 


It appears that there is no more 


Jon either of the two lists (No Fly 73 or Selecte e 44), so Mr. 

[should have no more problems for now. However, if another P b hould be put b7c -2,5 

b6 -2,5 


on the list, his name would trigger something. Your advice was the best that could be given under the 
circumstances. I don't know'tf FBI put him on the list or not. 


b7D 



I [Supervisory Special Agent 

Civil Aviation Security Program 

Special Events Management Unit, Room 1 1 795 

Domestic Terrorism Counterterrorism Planning Section 

Counterterrorism Division 

Federal Bureau of Investigation 

I l (fax) 


— O riginal Message — 
From: 


To:J 

l(E-mail)1 

l@faa.qov 

Cc;l 

fE-maiin 

l@state.gov; r 



l3tost.dot.govl 

[(E-mail V 

Sent: Friday, July 05. 2002 9:51 AM 


Subject: TSA No Fly List 



b2 -1 
b7C -1 
b6 -1 


J@leo.gov 


(E-mail)" 


b7C -1,3,5 
b6 -1,3,5 
b2 -2 


There is a specific case involving the TSA List which is a slightly bigger problem for us. The list contains 
the name: I k e have a Mr J I who is 

continually denied access to the automated check-in and is given the third degree every time he flies. 


b7C -1,2 
b6 -1,2 





^^U$pAN-40 



b7C -1 


b7E -1 ' Page 3; 

-'i 


The problem is our Mr. 


a member of| 

preparatory meetings related to 


~U hich means that he 

which means tha t he is required to tra vel the world for 

I We h ave advised our I I to booK his 


ticket using his full names which match those on his passport i.e., 

His travel agent has added his Frequent Flyer details to all his bookings an d provid es Mr [ I 

DOB. P assport # and Country of Issue so he can checked out early throuah l [ whe n he travels to the 
I I Still he get's hassled. Is there anyway way for you folks to verify whether vou H t s still a 

valid name, add more details or delete it? We're still looking forward to meeting with you folks to try and 
come to grips with the TSA List issue. 


b7C -2 
b7D -1 
b6 -2 


CC: 


b7C -1,5 
b6 -1,5 

























From: 

To: I 

Date: 7/22/02 1 ;48PM 

Subject: Info for TSA Legal Request 

seems to believe that he is entitled to an immediate response to his issues, when the FBI has 

been waitin g since Nov 2001 for resolution to our issues asking them fo < . . | 

land to cooperate on crafting the Security Directives. They ignorec January letter, 

and have yet to act, based on discussions held at a meeting in early June to go over these issues again. 
Therefore, I don’t know that we should be in any rush for him, but you have to keep letting him think you’re 
working on "it" - same tactic they use with us. 


b2 -4 
b7C -1,3 
b7E -1 
b6 -1,3 


|is going to write the FBI a letter about what TSA wants to know from us about detaining passengers, b7c -3 

etc. These are the points that I think need to be iterated, among any others we might add about how a b6 -3 

person gets on the list in the first place. 



1. What does the FBI want the TSA to "do" re a "No Fly" List? 






j- Info for TSA Legal Request SUSSM A N-44 Page 2] 

b2 -4 
b5 -1,2 

^b7C -1 

b7E -1 

1 ’be -1 


2. What is the legal justification for what the FBI wants the TSA to do? 

A. The legal justification for requiring air carriers to identify passengers on threat lists {including NCIC) 
and for preventing passengers from boarding until and if identified as a "match" may be found in the 
Aviation and Transportation Security Act (ATSA) of 2001 , passed on November 19. 2001 , mandates in 
Section 101, (a). §1 14 (h) entitled "Management of Security Information", that the Under Secretary of 
Transportation for Security shall; 

(1) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may 
pose a risk to transportation or national security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline 
or passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and 
procedures requiring air carriers-- 

(A) to use information from government agencies to identify individuals 
on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law enforcement 
agencies, prevent the individual from boarding an aircraft, or take other appropriate action with respect to b5 - 1 , 2 
that individual; and 

b2 -4 


(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 
security. 


B. 

[ 


C 

[ 




That's as far my legal brain will carry me, which may still not be far enough to properly address the issues. 
Thanks. 


ssa[ 


J(fax) 


Civil Aviation Security Program, Room 1 1 795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 


igleo.gov 


b2 -1,2 
blC -1 
b6 -1 




b7C -1 
b6 -1 


No-Fly List 


’SOSS1Wt‘-'45^ 


Page 1 


From: 

To: I 

Date: 7/23/02 10:16AM 

Subject: No-Fly List 

, b6 -1 

|et al: This is to confirm our understanding in OGC of yesterday’s meeting. We all recognize the 

needs: 


b5 -1 


Obviously, CTD will have to address the last three of the four items listed above-although OGC will 
certainly help wherever we can. However, we can and should play an integral role in developing criteria. 

We can work on criteria in theory but we really need to learn the track record of experience so far. 

b5 - 1 

To that end. you agreed to c onsult with the cognizant people in the TWL unit and other IT sources to 

aggomhlo cnmo nf tha gotiigll _ _ I 


Let me know if your understanding is different than what I have described and please let us know how you 
are progressing in finding out the actual criteria used so far. 


Thanks 


Ext 


CC: CUMMINGS. ARTHUR M. 




1 ' 




b2 -1 
b7C -1 
b6 -1 


ALL INFORMATION CONTAINS) 


Gam 03- lOOq 









Hi 

This is proba bly a tricky question depending on to whom you wish to give it and why. If you have an 
FAA/TSA rep | j it might be best to discuss this with them and let me know what they say. 

I've been answering this question for other but each| situation may be different. 


b2 -4,5 
b7E -1,2 



Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run 
into problems or other questions, please let me know. 



b7C -1 
b7E -1 
b6 -1 



Please fonvard this mail as appropriate within your ofTices and to CP/Duty Agent. Thank you. 


** Recipients of this mail have either been designated as Airport Liaison Agents or have duties and 
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security 
Administration (TSA - formerly FAA) security information. 



Domestic Terrorism Counterterrorism Planning Section 
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From: 

To: 

Date: 

Subject: 


ARTHUR M. CUMMINGS 


8/7/C 

Reif 


/02_L28PM 
:| pissem of 


No Fly List 


organization]^ 

1 



— 


deas? 
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H 


]08/05 6:52 PM 


»> 
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This is proba bly a tricky questio n depending on to whom you wish to give it and why. If you have an 2 

F/WTSA rep i l it might be best to discuss t his with them and let me know what they say. 

IVe been answering this question for other j ~| but each ] "S ituation may be different. 

I think it should be disseminable to| fesponsible for aviation-security mattersT 



Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run 
into problems or other questions, please let me know. 








8/5/02 1:11:06 AM »> 


Can we dissseminate this list to 


b2 -4 
b7C -1 
b7E -1 
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08/01/02 05:5 8AM »> 

I've received a couple of questions frorrj jabout the lists, such as whether the names are in other 
databases, etc. I'll answer as I can and cc everyone, and then try to compile a comprehensive info sheet 
at some point. For example!" 



b2 -4,5 

^ 

Please forward this mail as appropriate within your offices and to CP/Duty Agent. Thank you. b7E -1,2 

b6 -1 

** Recipients of this mail have either been designated as Airport Liaison Agents or have duties and 
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security 
Administration (TSA - formerly F/\A) security information. 

These lists and general guidance for FBI response to possible name matches on TSA lists may be found 
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at http://30.5- 100.249/opsupport/faasupport on th 


bUbbMAN-4y 


and also oa 


SS/ I l (fax) 

Civil Aviation Security Program. Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
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From: 

To: 

Date: 

Subject: 


b2 -4 
b7C -i 


■jb7E -1 

be -1 


■OTTOTTTfm' 


No Fly List Procedures 


To your knowledge, have the TSA an d the FBI agreed to a change in response protocols for nntenHai 
matches on the No Fly List, i.e., if TS/j ^ 

sure that if there had been such a major cnange in procedure, you would have let me know. I’ve seen no 
Security Directive to mat effect and I can’t imagine it. Anyway, I ask because I think SIOC may have 
inadvertantly misadvised one field office to that effect, and that office has asked for clarification. As far as 
I know, and please correct me if I'm wrong, the process, in a nutshell, is still as follows: 


FBI agents get contacted by the local police or air carrier to resolvn nnfftnHai Uri \ 







b2 -1,4 
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Is that still the procedure? Thanks. 


SS/ j l (fax) b2 -1,2 

Civil Aviation Security Program, Room 1 1 795 ^ 

Domestic Terrorism Counterterrorism Planning Section 

Counterte rrorism Division 
teleo.gov 
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Re; No-fly List 
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From; 

To: 

Date: 

Subject: 


10/10/02 8;07PM 
Re: No-fly List 


□ 

First of all. thanks to Tom Bush - 1 have him fooled, eh? ;...) 


b2 -4 
b7E -1 


°ed”° me V rv lieu being malnlalned and 

Into from rarciA and oto^ttei wuiS^The mmM iK'dlto'’ '"d »■ on 

right now. ™ '« #115, and it is about 41 pages long -4 

S> n Th^ .. . b7E -1 


1 1 

PYYg mownramT^f. fbi and the eiriin«. 


' ^ 1 

1 


A Th comprehensive and not centralized 

maintained by purposes and are 

be retired by then!) ’ ® be checked simultaneously (I will 

3. Q. Some subjects appear are one list but not the others 

input mechanisms, etc. and purpose of "lists." ‘ **® ®‘>'’s'stency due to 

4. Q Some of the lists are old and not current. A. Throw old ii«f« m 

en!?iJs ^ ■ ' ^^^® With fhP T9 ( V list.^'vGTSF ?s 


5. Q. Plei 

aJ 



6. Q. BU EC. Dated 10/09/02, titled] 

directive to field offices confirming all cubicctc hav^ i * .. * 'S a 

contacted TSA today. 10/10/02 to verify if our subjects have Len 

that they have nnt ! J ave been place on the list and again determine 


ALL IWLORfvU;iC,\ CONTAIf'jrD 


Avjcs lac, ! Cf,(^ 
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] I have to leave for the evening - 1 hope this helps somewhat ] | 


>{ 


]l0/10/02 12:12:44 PM 


>» 


Hello from St. Louis. Our New SAC, Tom Bush spoke highly of you yesterday. 


I \wj hen 5 in SI Louis have a problem and are wondering if you could help us out. We have found out 


there are possiblity| |No-Fly lists being maintained and utilized at the airport. The 

agencies having lists, as we know of are TSA, FBI and the airlines. These list are not comprehensive and 
not centralized. Some subjects appear are one list but not the others. Some of the lists are old and not 
current. We are really confused. 


SIOC anc|_ 

with no success. ^ 


TSTTaT 


] 


[ 


placed on the lists. BU EC, Dated 10/09/02, titled 


I FBIH Q attemptinQ to place these St. Louis Subjects on the NO-Fly lists, again 
]has been the most helpful but we have not vet been able to get the sub jects 


We 


I is a directive to field offices confirming that all subjects have been appropriately watchlisted. 
have contacted TSA today, 10/10/02 to verify if our subjects have been place on the list and again 
determine that they have not. Please advise how we can get these people on the No-Fly List ASAP. -4 

b7C -1,3 
b7E -1 
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Thanks 


CC: 


Aviation-CAS Program; THOMAS E. BUSH; TSA LIST PROCESS 
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From; 

To: 

Date: 

Subject: 


lAviation Field 25 

10/25/02 6:37PM 

TSA No Fly 123 & Selectee 80 lists 


b2 -4,5 
b7E -1,2 



Please forward/disseminate as appropriate 

** Recipients of this mail have either been designated as Airport Liaison Agents or have duties and 
responsibilities which necessitate, or are enhanced by. awareness of Transportation Security 
Administration (TSA - formerly FAA) security information. 


These lists and general guidance for FBI response to oossihie namp match es on tsa ikts ma» ho 
at on the and also on [ 

r ~r 



CONTAINED 


(o') 




c«c 
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- Re: the TSA t4d Fly list """"" .. ' Page‘1 j 
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b6 -1 


From: 

To: I 

Date: 10/7/02 4 ;40PM b7c - 

Subject: Re: the TSA No Fly list j^g 


The question has arisen many times already. Persons are placed on the list based on a variety criteria, 
including the following, which all focus being a known or suspected terrorist, planning or suspected of 
Planning a terrorist act, etc AND posing a threat to aviation. When you ask if any person s on the list are 
I 1 1 don't think so, 

but it's possible.! 


b2 -4 
b7C -1,3 
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»: 





10/7/02 10:56:33 MA »> 


do you know what factor(s) are used in placing individuals names on the list? For example:f 


I would like to know for future reference in case the question 

arises. b2 -4 

b7E -1 


Thanks, 


CC: 





All INFORMATION CONTAINED . / 
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From: 

To: 

Date: 

Subject; 


9/30/02 8:01 PM 
Re; No-Fly Question 


b7C -1 
b6 -1 


b7C -1 
b6 -1 

I didn't see this article so thanks for sending. The TSA maintains the No Fly List, but the content is 
generated by FBI, CIA and probably other Intel entities. I'll read the article in depth tomorrow. 



»i 


B/30/02 9:47;51 AM »> 


b7C -1 
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Re the attached article. Who does "maintain" or is "responsible" for the no-fly list? 

No-Fly Blacklist Snares Political Activists 
The San Francisco Chronicle 
By Alan Gathright 
September 28, 2002 

SAN FRAl^CISCO, CA - A federal "No Fly" list, intended to keep terrorists from boarding planes, is 
snaring peace activists at San Francisco International and other U. S. airports, triggering complaints that 
civil liberties are being trampled. 

And while several federal agencies acknowledge that they contribute names to the congressionally 
mandated list, none of them, when contacted by The Chronicle, could or would say which agency is 
responsible for managing the list. One detainment forced a group of 20 Wisconsin anti-war activists to 
miss their flight, delaying their trip to meet with congressional representatives by a day. That case and 
others are raising questions about the criteria federal authorities use to place people on the list — and 
whether people who exercise their constitutional right to dissent are being lumped together with terrorists. 
"What's scariest to me is that there could be this gross interruption of civil rights and nobody is really in 
charge," said Sarah Backus, an organizer of the Wisconsin group. "That's really 1984-ish." 

Federal law enforcement officials deny targeting dissidents. They suggested that the activists were 
stopped not because their names are on the list, but because their names resemble those of suspected 
criminals or terrorists. Congress mandated the list as part of last year's Aviation and Transportation 
Security Act, after two Sept. 1 1 hijackers on a federal '\i/atch list" used their real names to board the 
jetliner that crashed into the Pentagon. The alerts about the two men, however, were not relayed to the 
airlines. The detaining of activists has stirred concern among members of Congress and civil liberties 
advocates. They want to know what safeguards exist to prevent innocent people from being branded "a 
threat to civil aviation or national security." 

NO ACCOUNTABILITY 

And they are troubled by the bureaucratic nightmare that people stumble into as they go from one 
government agency to another in a maddening search to find out who is the official keeper of the no-fly 
list. "The problem is that this list has no public accountability; People don't know why their names are put 
on or how to get their names off," said Jayashri Srikantiah, an attorney with the American Civil Liberties 
Union of Northern California. "We have heard complaints from people who triggered the list a first time 
and then were cleared by security to fly. But when they fly again, their name is triggered again." 

Several federal agencies - including the CIA, FBI, INS and State Department - contribute names to the 
list. But no one at those agencies could say who is responsible for managing the list or who can remove 
names of people who have been cleared by authorities. Transportation Security Administration 
spokesman David Steigman initially said his agency did not have a no-fly list, but after conferring with 
colleagues, modified his response: His agency does not contribute to the no- fly list, he said, but simply 
relays names collected by other federal agencies to airlines and airports. "We are just a funnel," he said, 
estimating that fewer than 1 ,000 names are on the list. "TSA has access to it. We do not maintain it." He 
couldn’t say who does. 


a/lS^ 0 >(^ 
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Oden said a National Guardsman grained h^arm^en she tried to help a security screener searching 
her bags with a stuck zipper. The rniddiy-ag^^irran, who said she was conservatively dressed and 
wore no anti-war buttons, said the guardsman seemed to know her activist background. "He started 
spouting this pro-war nonsense; 'Don't you understand that we have to get them before they get us? Don’t 
you understand what happened on Sept. 1 1 ?" Airport officials said at the time that Oden was barred from 
boarding because she was uncooperative with security procedures, which she denies. 

Instead, Oden pointed out that the American Airlines ticket clerk - who marked i ler boan:''r>y pasr. wit'i an 
"S" - had acknowledged she wasn't picked by random. 'You were going to be seti c! eel rm tnaiter what. 
Your name was checked on the list," he said, according to Oden. "The only reason I could come up with is 
that the FBI is reactivating their old anti-war activists' files," said Oden, who protested the Vietnam War as 
a young office worker in Washington. D.C. "It is intimidation. It's just like years ago when the FBI built a 
file about me and they called my landlord and my co-workers. . . . They did that with everyone in the 
anti-war movement." A 
TOOL FOR TERROR 

In his testimony before Congress, Mueller described the watch list as an necessary tool for tracking 
individuals who had not committed a crime but were suspected of terrorist links. "It is critically important," 
he said, "that we have state and locals (police) identify a person has been stopped, not necessarily 
detained, but get us the information that the person has been stopped at a particular place." None of this 
makes the peace activists feel any safer - about flying or about their right to disagree with their 
government. 

"It's probably bad for (airport) security," said Sister Virgine. "Stopping us took a lot of staff away from 
checking out what else was going on in that airport." Ultimately, she said, "To not have dissent in a 
country like this would be an attack on one of our most precious freedoms. This is the essence of being 
an American citizen - the right to dissent." 
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The Terrorism Watch List 


b2 -4 


b7E -1 


Transportation Security Administration (TSA) 
(No Fly and Selectee Lists) 


The No Fjx.Ljst is used to prevent individuals from using commercial aviation 
who are deemed by TSA to be a threat to civil aviation based on information provided by various 
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be 
permitted to board any commercial aircraft within the U.S. until such time as the individual is 
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the 
local FBI office will be contacted to conduct a thorough interview of the individual to make a 

positive identification. It should be noted, the air carriers and/or local airport authorities are ^>2 -4 

responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. b 7 E - 1 


The Selectee List consists of individuals who are | 1 

I Ihese individuals are screened by airport authorities in accordance wirh t«; a 
Security Directives. Following the screening procedures, these individuals can use commercial 
air transportation and should not be denied boarding. Again, the respective air carrier and/or 
local airport authorities will make the final determination regarding who boards an aircraft. ^ 

b7E -1 

Additions to t te No Fly an d Selectee lists are based on recommendations from the 
U.S. Intelligence Communityl |the FBI and CIA). Removals are based on 
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The Terrorism Watch List 
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Transportation Security Administration 
(No Fly and Selectee Lists) 

The No Fly List is used to prevent individuals from using commercial aviation 
who are deemed by TSA to be a threat to aviation, based on information provided by various 
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be 
permitted to bojud any commercial aircraft within the U.S. until such time as the individual is 
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the 
local FBI office will be contacted to conduct a thorough interview of the individual to make a 
positive identification. It should be noted, the air carriers and/or local airport authorities are 
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. b2 - 4 

The Selectee List consists of individuals! I 

I inese indiviauais are screened by airport authorities in accordance with TSA 
Security Directives. Following the screening procedures, these individuals can use commercial 
air transportation and should not be denied boarding. Again, the respective air carrier and/or 
local airport authorities will make the final determination regarding who boards an aircraft. b7 E - 1 
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Transportation Security Administration 
(No Fly and Selectee Lists) 

The No Fly List is used to prevent individuals from using conunercial aviation 
who are deemed by TSA to be a threat to aviation, based on information provided by various 
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be 
permitted to board any corrunercial aircraft within the U.S. until such time as the individual is 
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the 
local FBI office will be contacted to conduct a thorough interview of the individual to make a 
positive identification. It should be noted, the air carriers and/or local airport authorities are 
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. b2 - 4 


The Selectee List consists of individuals 


1 1 nese inaiviauais arc screened by airport authonties in accordance with TSA 
Security Directives. Following the screening procedures, these individuals can use commercial 
air transportation and should not be denied boarding. Again, the respective air carrier and/or 
local airport authorities will make the final determination regarding who boards an aircraft. 
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FrorpJI l(211fi0.gov> 

To: btommesa.com> 

Bcc @customs.treas,gov>, 

^| @state.gov>, 

tS^ft)i.QOv> . 

— [ gost.dot.gov>, 

' festg te^ov>. 

J l5)0St£0t.Q0V>. 

^ ^ l(3) faa.Q0v>. 

gfaa.gov>, 

— B faa gov> , 

l@fa a,go\^. 

l@faa.qov> 

References: ! 

Subject: Re: No Fly List 
Date: Fri, 9 Aug 2002 00:58:47 -0400 
MIME-Version: TO 
Content'Type: textyplain; 

charset- *iso-8859-1 " 

Content-Transfer-Encoding: 7bit 
X-Priority: 3 

X-MSMaiFPriority: Normal 

X-Mailer: Microsoft Outloo k Express 5»5Q48Q7.1 700 
Disposition-Notificatfon-To l ^ leo.gov> 

X-MimeOLE: Produced By Microsoft MimeOLE V5.50 .4807. 1700 


b7C -1,3,5, 6 
b6 -1,3,5, 6 
b2 -2 
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Please understand that I am only one of many persons involved in this b 6 
process, but, as I have tried with other citizens facing the same situation, 

I will try to respond to your questions since you were referred to me by the 
FAA. For starters, let me say that the U.S. government and the airlines are 
continually working to streamline the identification of passengers while 
affording maximum security. Passenger cooperation plays a big role, so we 
very much appreciate that you recognize the overall issue. 


- 1,6 


Even though your marketer's name may match or be dose enough to a name on 
the No Fly List to warrant additional scrutiny, her own identification, once 
examined by airline or law enforcement personnel, should be sufficient to 
distinguish her from the actual person on the list. I think that the 
airlines, law enforcement and the passenger all hope that this examination 
process is short, but everyone also wants to be sure that the passenger is 
not the person on the list. Although there is no government documentation 
available at this time which a person can carry with them to say that they 
are not the person on a list. I can only suggest that your marketer contact 
the airline(s) with whom she deals to inquire if there is something she can 
do to assist them in distinguishing herself frovrr the list nam^.ln advance 
and again at the ticket counter/gate, to facilit the process. 


I'm not at liberty to discuss how the No Fly List works, and 1 don't believe 
that there is any public information at this time regarding the list. You 
may wish to review the Aviation and Transportation Security Act passed by 
Congress on 1 1/19/2001, for insight on the requirements for checking airline 
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Questions Reply.txt 


passenger information. 

The idea of having a database or clearing house that could be searched or to 
which names could be submitted is one that has been raised by many people 
and that I imagine will be the subject of debate for some time. 

I hope I have assisted you and, again, thank you for your cooperation as we 
face these challenges. 


(Supervisory Special Agent 

uivil Aviation Security Program, FBI Headquarters-Room 11795 
935 Pennsylvania Avenue. NVV . Washington, DC 20535 

kfax) 


b2 -1 
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— Original Message ■ 


Fromf 

|gleo.gov> 

Sent: Wedne^ay, August 07, 2002 4:19 PM 
Subject: No Fly List 


b7C -1, 6 
b6 -1, 6 


b2 -2 

> 

> 

y 

> I was given your contact information by someone at the FAA concerning the 

> "no-fly" list. I manage a company that conducts background checks for 

> employers. My interest stems from the experiences of one of our marketers 

> who is routinely subjected to close scrutiny because her name pops up on 

> this "no-fly" list. We aren't complaining, just curious about the list. 

> 

> Is there some type of document someone could carry showing they aren't the 

> person wanted on the list? How does the list work? Is there any public 

> information available regarding the list? 

> 

> On a side note, our industry (there are many companies that do what we 
do), 

> screens hundreds of thousands of people each week who are applying for 
jobs 

> in the US. It would be a great tool for the US to have some sort of 

> database or clearing house for wanted persons that we could either search 
or 

> submit names for searches. 

> 

> Thanks, 


b6 -6 
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J@leo.gov 


b2 -2 
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BccJ ^sa. dot. gov 

Subject: Re: I \ 

Date: Mon. 29 Jul 2002 1 5:46:48 -0400 


Thank you for your email to explair ^__^^^J^erience at Jacksonville 
Airport. Please understand that it is not | f <vho is on the No Fly 

list, but simila riy named peo ple who may pose a danger to aviation. As you 
might imaQine l" l exoerience is repeated across the country with 

the more common names, both in Arabic and English. It's difficult to be too 
cautious. Procedurally, when people with names similar to names on the list 
present themselves at the ticket counter with their identification, airlines 
are given the option of determining for themselves that the passenger is not 
the person on the list. Some airlines either don't have the capability or 
don't accept the option to make the determination, and therefore they must 
contact the airport police for a decision. If the police were checking 
databases, it's possible the y didn't wan t to render a decision until they 
were absolutely sure of wh d J was. or wasn't. Unless there is a 

real question as to whethei j |i s the same as someone on the list, 

clearance should not take more than 5 minutes. 

I just got off the phone wit H l and i t sounds lik e a problem with 

the airlines at Jacksonville airport, becaus d l advjsed that he 

didn't have the same problem at Dulles in D.C. I provide q with 

some guidance for contacting the airlines with whom he has a Frequent Flyer 
number, and also for initiating contact himself with the airport police 
prior to arrival at the airport, to give them a heads-up. 

In the meantime, I know l I spoke with someone today at the 

Jacksonville FBI office, but I didn’t recognize the name of the person he 
spoke with. Therefore, I will be contacting two, experienced aviation 
security agents in our Jacksonville office for follow-up at the airport to 
see if there is a problem which can be easily rectified. 


Sincerely, 

I Supervisory Special Agent 
Civil Aviatton Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 


Original Message 

From: C 

I lipnnnv 

Cc-l 

Sent; Monday, July 29, 20C 
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Subject; 


The FA A referred me to you rega rding a "No Fly List” in which our Medical 
Pirector T has inadvertently been pul on. As he was 

leaving Jacksonville this morning, he was detained for forty-five (45) 
minutes (and almost missed his flight to New Orleans) to be run through 
every computer database that was available by the local authorities. The 
local authorities suggested that he call the FBI to have his removed from 
this so-calle d "No Fly List". The TSA and FAA were also notified by both 

office personnel, as well as myself. After numerous calls, 

transfers, etc., we were directed back to the FBI. 


is a very well-known and respected physician here the 


Jacksonville, FL area (please refer to his websitef 




Quite often, he is required to travel out of state for seminars, business, 
personal and other hospital related issues; and it is imperative that he 
not be continually detained by the authorities. After the 9/1 1 terrorists 
att acks, we un derstand the need for increased security: however, we hope 


thaf 


will not have to endure the humiliation and delay in travel 


that he experienced this morning. 


His passport number is 


His date of birth is: 


[will be meeting with the local FBI here in 


On Monday, July 29th 

Jacksonville, FL. If there is any further light you can shed on this 
incident, it would be greatly appreciated. 


b7C -2 
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Sincerely 


b7C -2,6 
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From: 

To; 

Date: 

Subject: 


Fri, Jan 31, 2003 4:56 PM 
Re: No Fly List question 
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(if F I - not SSA anything..) 

No, not at this point as I can't see the formica pattern on my desk due to paper gluttage. 

I trust the ec is worthy and appropriate. However, please remember the following if you wish to proceed: 


As a guide - If a C/A wis hes to place a person on the No Fly List, the person (generally) is: 
• A threat to civil aviationi 

■ Will NOT be able to fly on commercial aircraft. 

cb 


b2 -4 
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If the C/A still feels that strongly, then.. .with the concurrence and assistance of your HQ Substantive Desk 
SSA, prepare: 


1. All the bio info you cart put together on this person. This will need to be at the FOUO (for official use 
only)level| 
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5. Once obtained, this information is forwarded to the TSA for placement on the NO Fly list. Once this 
person is on the list, he will not fiv within th e US, nor will he be able to fly out of the US or from any airport 
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I hope this helps. Please call me if you need further guidance/assistance. 


ssa I 

Counterten or :sm Division 


Civil Aviation Security Program 
Room 11795. F BIHQ 
Desk 
Cell 
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concerninar 
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Administrative: This document is a privileged FBI attorney 
communication and may not be disseminated outside the FBI without 
OGC approval. Also, to read the footnotes in this document, it 
may be required to download and print the document in 
WordPerfect . 


Details: 


b5 -1,2 


2 

All INFORMATION CONTAINED 
HERE14L IS UNCLASSIFIED 

OATESiL^BYULOaii^^, O Nl (c 

Cm 

SUSSMAN-77 


I ^<^/cn 


I 


J 






FEDERAL BUREAU OF INVESTIGATION 



The TSA was created by the Aviation and Transportation Security Act of I 

2001 (ATSA) following the September 1 1 . 2001 terrorist attacks and the resultant j 

conclusion that security at the Nation's airports needed to be improved. ATSA amends f 

various sections of Title 49 of the United States Code to assign responsibility to the b5 -1,2 

TSA to provide security for civil aviation and to conduct airport screening operations. . 


TSA Statutory Authority 

ATSA created the TSA as an entity within the Department of 
Transportation and designated an Under Secretary of Transportation for Security as the 
responsible official in charge of the new agency.* The Under Secretary’s statutory 
responsibilities that most pertain to the issue at hand include; 

(1 ) Canying out the provisions in Chapter 449 of Title 49 of the U.S. Code, 
relating to civil aviation security, and related research and development activities: 

(2) Airport screening operations; and 

(3) Receiving, assessing, and distributing intelligence information related 
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to transportation security. 

Chapter 449 of Title 49, entitled "Security," addresses all aspects of 
aviation security, including; screening passengers and cargo; receiving and evaluating 
threats to aviation; research and development of modem security systems and facilities; 
and regulation of security of foreign carriers and foreign airports that serve passengers 
bound for the U.S. 

In addition, ATSA grants the Under Secretary permissive (as opposed to 
mandatory) authority to designate federal law enforcement officers (LEOs) and 
empowers these LEOs to exercise standard law enforcement powers when engaged in 
"official duties of the Administration as required to fulfill the responsibilities under 
[ATSA]." These powers include authority to carry firearms, make arrests without warrant 
for any federal offense committed in their presence or for which they have probable 
cause, and seek and execute federal warrants for arrest or search and seizure of 
evidence. ATSA also requires the Under Secretary to provide guidelines by which to 
exercise these law enforcement powers in consultation with the Attorney General. The 
proposed guidelines have been submitted to the Department of Justice for review. 

Finally, ATSA continues the Federal Air Marshal (FAM) program (formerly 
part of the Federal Aviation Administration) by authorizing the TSA to deploy FAMs 
aboard aircraft for what are clearly reactive law enforcement functions. 

FBI Statutory Authority 

The FBI's general enabling statute, 28 U.S. C. § 533, grants the agency 
the authority to investigate any violation of the criminal laws of the United States. As 
noted previously, 28 U.S.C. § 538 specifically empowers the FBI to investigate the 
primary crimes-aboard-aircraft violations in Title 49, which are set forttt in Chapter 465, 
entitled: "Special Aircraft Jurisdiction of the United States." TTiese include Section 
46502, Aircraft piracy; Section 46504, Interference with flight crew members and 
attendants; Section 46505, Carrying a weapon or explosive on an aircraft; Section 
46505 which lists a variety of common law crimes (e.g., murder, robbery) committed 
within the special aircraft jurisdiction of the United States^, and Section 46507, False 
information and threats. Finally, 28 U.S.C. § 538 also grants the FBI specific 
investigative jurisdiction for the offense listed at 49 U.S.C. § 46314, Entering aircraft or 
airport area in violation of security requirements. 

The FBI's general investigative authority also includes the aviation-related 


^ The special aircraft jurisdiction of the United States is defined 
in 18 U,S.C. § 7 (5) as any aircraft belonging in whole or ixi part to the 
United States or any citizen or corporation thereof while fivch alrc.r>\.^t 
is in flight over U.S. territory or over the high seas. 
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authority for any offense for which a LEO is granted the power to arrest, then virtually 
every federal LEO would have investigative jurisdiction over every federal felony.^ 
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Federal Air Marshals 


The Federal Air Marshal (FAM) program is also part of the ISA's statutory 
authority. FAMs, however, are primarily a reactive and a deterrent force whose 
members are LEOs and are armed and placed on selected flights to react to in-flight 
incidents of air piracy and other violent a(its that threaten the integrity of the flight and 
the lives of those aboard .P 
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Analysis 


b5 -1,2 


the lawful ability to react promptly and respond appropriately to a 
report of emergent criminal activity without concern for jurisdictional 
distinctions or civil liability. 
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resolve jurisdictional issue s with the TSA. Point of rnntart at nnr ic Ag^j^tant General 
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part 108 of title 14, Code of Federal Regulations, Not later than 18 months after the date of enactment of this Act, the 
Secretary of Transportation shall conduct a review of reductions in unauthorized access at these airports. 

(2) Computer-assisted passenger prescreening system- 

'(A) IN GENERAL- The Secretary of Transportation shall ensure that the Computer-Assisted Passenger 
Prescreening System, or any successor system- 

'(i) is used to evaluate all passengers before they board an aircraft; and 

'(ii) includes procedures to ensure that individuals selected by the system and their carry-on and checked 
baggage are adequately screened. 

'(B) MODIFICATIONS- The Secretary of Transportation may modify any requirement under the 
Computer- Assisted Passenger Prescreening System for flights that originate and terminate within the same State, if the 
Secretary determines that- 

'(i) the State has extraordinary air transportation needs or concerns due to its isolation and dependence on air 
transportation; and 

(ii) the routine characteristics of passengers, given the nature of the market, regularly triggers primary selectee 

status.'. 


SEC. 137. RESEARCH AND DEVELOPMENT OF AVIATION SECURITY TECHNOLOGY. 

(a) FUNDING- To augment the programs authorized in section 44912(a)(1) of title 49, United States Code, there is 
authorized to be appropriated an additional $50,000,000 for each of fiscal years 2002 through 2006 and such sums as are 
necessary for each fiscal year thereafter to the Transportation Security Administration, for research, development,, testing, 
and evaluation of the following technologies which may enhance aviation security in the future. Grants to industry, 
academia, and Government entities to carry out the provisions of this section shall be available for fiscal years 2002 and 2003 
for- 


(1) the acceleration of research, development, testing, and evaluation of explosives detection technology for checked 
baggage, specifically, technology that is— 

(A) more cost-effective for deployment for explosives detection in checked baggage at small- to medium-sized 
airports, and is currently under development as part of the Argus research program at the Transportation Security 
Administration; 

(B) faster, to facilitate screening of all checked baggage at larger airports; or 


(C) more accurate, to reduce the number of false positives requiring additional security measures; 

(2) acceleration of research, development, testing, and evaluation of new screening technology for carry-on items to 
provide more effective means of detecting and identifying weapons, explosives, and components of weapons of mass 
destruction, including advanced x-ray technology; 

(3) acceleration of research, development, testing, and evaluation of threat screening technology for other categories of 
items being loaded onto aircraft, including cargo, catering, and duty-ftee items; 

(4) acceleration of research, development, testing, and evaluation of threats carried on persons boarding aircraft or 
entering secure areas, including detection of weapons, explosives, and components of weapons of mass destruction; 

(5) acceleration of research, development, testing and evaluation of integrated systems of airport security enhancement, 
including quantitative methods of assessing security factors at airports selected for testing such systems; 

(6) expansion of the existing program of research, development, testing, and evaluation of improved methods of 
education, training, and testing of key airport security personnel; and 


(7) acceleration of research, development, testing, and evaluation of aircraft hardening materials, and techniques to 

reduce the vulnerability of aircraft to terrorist attack. i * v. .. . 

ALL INFORMAlOi' Cn.JAir^ED 
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Re; No Fly List jssue 
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From: 

To: 

Date: 

Subject: 
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Thu, Dec 12. 2002 2:20 PM 
Re: No Fly List Issue 



'■t- 
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namely that we need tcT 


L 1 I 

UiS) 


Please talk tof 


to see if TSA will require the submittinn aafinrifts tn niif 




P 

as per CIA 


I'm sure an expeditious response will be most appreciated by all concerned. Thanks.j 

sspI 


I 


]fax) 


Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Countert errorism Division b7C -1 

pleo.gov 

DO - 1 

>>>.ALBERTJPISTERZ1 12/1 0/02 12:08; 13 PM »> 
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bl 
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SAC Knowiton would like a resolution to a recurring problem we've encountered in LV regarding a No-Fly ^ ^ “2 

List (NFL) issue. 
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and has not been rectiFied. 


Your attention in this matter is very much appreciated. 
AL 


CC: 


3 1 nis problem has occurred several times over the past few months 

b6 -2 

as per CIA 
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.. COBTfi'. 
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ALBERT J PISTERZI; Aviation-CAS Program; 
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05/12/2003 

OVERVIEW OF TERRORISM WATCH LISTS 

Various federal government agencies maintain lists of individuals of investigative interest or 
national security interest. These lists, as they pertain to terrorism matters, are often referred to as 
"watch lists". The following are databases containing lists of individuals which have been commonly 
referred to as "watch lists". 
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FBI 

National Crime Information Center 
Violent Gang and Terrorist Organization File 
(VGTOF) 


b2 -4 
b7E -1 


The Terrorism Watch List 
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Transportation Security Administration (TSA) 

(No Fly and Selectee lists) 

TSA's No Fly list is designed to prevent terrorists who pose a threat to civil aviation 
from boarding aircraft flying in U.S. airspace. Air carriers and/or local airport authorities are 


CONTAINED 
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responsible for preventing a passenger on the N o Fly list from boarding an aircraft, however, the 
airlines are required bv TS A Security Directives 


TSA's Selectee list consists of individuals 

These individuals are screened by airport authorities in accoraance witti i sa a»ecumy uirec tives." 
Following th e screening procedures, these individuals can use commercial air transoortationi 
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Additions to t he No Fly an d Selectee lists are based on recommendations from the 
U.S. Intelligence Community! 


from the originators of the information. 


the FBI and CIA). Removals are based on recommendations 
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DEPARTMENT OF STATE 
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CT WATCH 

Wed. Mar 26. 2003 1 2:03 PM 

To Place an individual on the NO-Fly or Selectee Lists 


Here is what I need to place an individual that is believed to be a threat to Civil Aviation Security on the 
TSA No-Fly list or to place an individual who may possibly be a threat to Civil Aviation Security on the 
Selectee list. An EC is probably the best vehicle to do thisi 


b2 -4 


1 All the bio info you can put tog ether on this person. This will need to be at the FQUQ (for official use 
only) level, it goes to the airlines. | 


agent will be called out to the airport on a false alarm. 

2.1 


I The better the info, the less likely an 
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5. Once we get this, I will forward this person's name to the TSA for placement on the NO Fly or Selectee - 4 
list. If this person is place d on the NO-Fly list, he will not fly within th e US, nor will he be able to fly out of 
the US or from any airport ^ Those placed on the Selectee list will b7 E - 1 

receive additional screeniiig before being allowed to board frie aircraft. 

Hope that this is of assistance. 
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I I b6 -1,3 


Alt INFOlif.'ATION CO.VMINBD 






SUSSMAN-90 



No-Flv List Talking Points 


Q. What is the No-Fly list and who maintains it? 

A. The Federal Aviation Administration (FAA) had in place for a number of 
years security directives that prohibited aircraft operators from 
transporting persons who were either a potential or known threat to civil 
aviation or national security. Immediately following the terrorist attacks of 
September 1 1 , 2001 , the FAA began administering a “watch list” or “No- 
Fly List” for the Federal Bureau of Investigation (FBI). Individuals on the 
FBI Watch List were prohibited from traveling in the United States. 

In November 2001 , with passage of the Aviation and Transportation 
Security Act (ATSA), TSA assumed control of the No-Fly List. TSA 
compiles the No-Fly List based upon recommendations and information 
from Federal government intelligence and law enforcement agencies. 
Individuals on the No-Fly List pose, or are suspected of posing, a threat to 
civil aviation or national security. 


Q. How many names are on the No-Fly List? 

A. The No-Fly List is a routinely updated, dynamic list with names of 

individuals being added or removed, based on information from Federal 
government intelligence and law enforcement agencies. Any other 
information pertaining to the list is considered Sensitive Security 
Information and therefore will not be released to the public. 


Q. What are the criteria for getting on the list? 

A. The individuals pose, or are suspected of posing, a threat to civil aviation 
or national security. 


AU FBI INFORMRTION CONTAINED 

1 

These Talking Points are being created to answer questions from the public, media, and Congress. It is not, 
however, to be copied and distributed to any public venue or distributed outside the govt. .\ny questions, please 
contact TSA Public Affairs at 571-227-2749. 
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Q. Who can I talk to about finding out if my name is on the No-Fly list? 

A. For national security reasons, the No-Fly List is not availabie to the public. 
The release of such information could endanger intelligence sources both 
in this country and abroad. In addition, please note that the airlines will 
not give a boarding pass to Individuals who are on the No-Fly List. 
Therefore, if you have a boarding pass, you are not on the No-Fly List. 

For persons who are constantly delayed when trying to get a boarding 
pass, TSA has developed protocols in the hopes of addressing this issue. 
As such, the TSA Office of Ombudsman is available for questions or 
concerns from individuals who believe they are being mistaken for 
persons on the No-Fly List. The individual must submit a written request 
describing what has happened in the past that leads him or her to seek 
relief. Should circumstances warrant it, the Office of Ombudsman will 
then send out a form requesting personal information. This information is 
then compared against the No-Fly List. The individual will then receive a 
reply from TSA stating either that TSA has taken appropriate action to 
provide some relief or TSA does not, at this time, have information that 
prohibits the individual from flying. 

The entire process could take a few weeks. 


Q. Every time I fly, I get flagged for additional screening, does this 
mean that my name is on the No-Fly List? 

A. Those individuals who are identified on the No-Fly List are not permitted to 
receive a boarding pass. Therefore, if you are Issued a boarding pass, 
you are not on the No-Fly List. 


2 

These Talking Points are being created to answer questions from the public, media, and Congress. It is not, 
however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please 
contact TSA Public Affairs at 571-227-2749. 
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There are several reasons why persons may be subjected to additional 
screening. These could include: resolving alarms on either the 
Magnetometer or X-Ray, random selection of passengers or being flagged 
by a computer system known as CAPPS (Computer Assisted Passenger 
Prescreening System). The CAPPS was developed by the airline industry 
prior to September 1 1 , 2001 . The criteria used by CAPPS to flag a person 
are considered Sensitive Security Information, and therefore, cannot be 
released to the public. 


TSA is currently developing protocols for a new CAPPS system, known as 
CAPPS II. The purpose of CAPPS II is to: 1 ) authenticate identity and 2) 
perform a risk assessment of airline passengers. It will dramatically 
reduce the number of passengers required to undergo additional 
screening at airports as “selectees." 


Q. The last time I flew, I saw an “S” on my boarding pass. Does this 
mean that I am on a government watch list? 

A. Persons on the No-Fly List are not issued boarding passes by the airlines. 
There are several reasons why persons could have an “S” on their 
boarding pass and would be selected for additional screening at either the 
checkpoint or the gate. Having an “S” on a boarding pass does not mean 
that a person is on the “No-Fly List." 

The “S" is placed on the ticket by the airlines and could mean that the 
person was chosen at random or flagged by a computer system known as 
CAPPS (Computer Assisted Passenger Prescreening System). This 
system was developed by the airline industry in 1 997. While it does not 
use race, religion, or physical characteristic as criteria, what Is used to flag 
a person is considered Sensitive Security Information, and cannot be 
released to the public. 
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These Talking Points are being created to answer questions from the public, media, and Congress. It is not, 
however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please 
contact TSA Public Affairs at 571-227-2749. 
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Q. The last several times I have flown, there has been a flurry of activity 
at the ticket counter and calls are made to headquarters before I am 
allowed to get a boarding pass. Does this mean I am on the No-Fly 
List? 

A. The air carriers (or law enforcement officer) are required by TSA to 

establish the identity of a person(s) whose name is the same as, or similar 
to, a name on the No-Fly List. TSA hopes that passengers will 
understand the importance of a secure transportation system and bring 
their patience with them. 

For persons who are constantly delayed when trying to get a boarding 
pass, TSA has developed protocols in the hopes of addressing this issue. 
As such, the TSA Office of Ombudsman is available for questions or 
concerns from individuals who believe they are being mistaken for 
persons on the No-Fly List. The individual must submit a written request 
describing what has happened in the past that leads him or her to seek 
relief. Should circumstances warrant it, the Office of Ombudsman will 
then send out a form requesting personal information. This information is 
then compared against the No-Fly List. The individual will then receive a 
reply from TSA stating either that TSA has taken appropriate action to 
provide some relief or TSA does not, at this time, have information that 
prohibits the individual from flying. 

The entire process could take a few weeks. 


Q. Is it true that TSA has an additional list of peace activists and does 
not allow them to fly? 

A. No one gets on the No-Fly List by being a peace activist nor does TSA 
maintain an additional list of peace activists. 


Q. Some critics have claimed that TSA has mismanaged the list by not 
aliowing innocent people to fly. What is TSA’s response? 


A. TSA’s first .'ssporisibiiity is ensuring the security of the traveling public. 
TSA cannot and will not compromise that goal by allowing individuals who 
pose a threat to civil aviation to fly. TSA rigorously attempts to minimize 


These Talking Points are being created to answer questions from the public, media, and Congress. It is not, 
however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please 

contact TSA Public Affairs at 571-227-2749. a iu o/t 
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the dissemination of inaccurate information and to resolve any 
discrepancy as quickly as possible so that persons who are not on the No- 
Fly List can get to their destination with the knowledge that TSA has made 
every effort to ensure their security. 


Q. Has TSA ever found an individual who was on the No-Fly List or 
been able to foil a terrorist attack? 

A. TSA will not release any details regarding the success of the program; 
however, we can state that both the Secretary of Transportation and the 
Secretary of the Department of Homeland Security are pleased with the 
progress made by the program. 


Q. Does the No-Fiy List apply to any other modes of transportation 
such as Amtrak or cruise ships? 

A. The No-Fly List is one of the products generated from information 
gathered by Federal government intelligence and law enforcement 
agencies.' Threat and intelligence information may be shared regularly 
with a range of government and industry partners in all modes of 
transportation. 
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These Talking Points are being created to answer questions from the public, media, and Congress. It is not, 
however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please 
contact TSA Public Affairs at 571-227-2749. 
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NO FLY list - Used to prevent persons from using commercial aviation who are deemed by the TSA to 
be a threat to aviation, based on information received from various source s. Airport police are to 
perform an initial ID check and will hopefully eliminate the perso n as a match. l - - -| 

I l Airport police will contact the FBI in 

questionable cases. 

b2 -4 

A few peo ple have been removed from the li st after the person convinced the FBI and the FBI b7E -l 
determined ] "T that they were not a threat to aviation. The passenger 

may not fly until tne i t>A removes their name from the list. The air carriers, not the FBI, prevent the 
passenger from boarding the flight. The person can travel by other means, but not commercial air. 

The TSA removes names from the list based on instructions from the snhmittinn aonn cy or a document 

_ j indicatina that the 

person is not considered to be a threat to aviation. ALL INFORMATION CONTAINED , 


SELE CTE E L ist - These persons are not known to be a threat to aviation, but an agency has said they 
have a possible connection to terrorism. Passengers determined to be the person on the list.l | 

~| to the air carrier for anyo2 -4 

screening which tne earner needs to conduct in accordance with the TSA Security Directive prior to 

-rs -- b7E -1 


http.//30.5.l00.249/opsupport/faasupport/datafiles/FBI%20R£SPONSE%20TO%20TSA%20NA4/29/03 
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flight boarding. These persons can use commercial air transportation - they need not be denied 
boarding. 

Responsibilities of FBI office in HQ city of air carrier: I 

b2 -4 
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Possible Match Passenger at the Ticket Counter : When a passenger with a possible name match 
presents themselves at a ticket counter, the air~carrier is supposed to first rnntart tha aimnrt I FO fnr an 
initial ID check. I 1^ 2 -4 
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Passengers who know their name is on a list requiring identification by the police can potentially 
arrange with the airport police before they get to the airport that day to alert the police they have a flight 
and when they pl an on being at the airport. Thus, the police can be there or at lea.st nparhw furthar h? -4 
reducing delays. | \ 


FBI RES PONSE TO TSA N AME LISTS - Message sent by email on 12/19/2001 

There are two name lists for which the FBI mav now to respond; instead of one - the "No Fly" list (threats 
aviation) and the "Selectee" list names are the same an d some additio nal ones from 

the previous TSA name lists, ana tney continue to originate from other agencies. I I from the FBI. 

However, there are new procedures to reduce unnecessary FBI response. The FBI and the FAA coordinated 
these procedures based on feedback from the field about the utility of FBI response to ticket counters to identifv 
passengers when the lists now contain more identifying information.! ^ * 
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NEW PROCEDURES -f 



'SD 10B-U1-2U and 108-01-21 for exact language 
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] Please read FAA Security Directives 
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Civil Aviation Security Program. Room 11795 
Domestic Terrorism Counterterrorism Planning Section b2 -1,2 
Countert errorism Division 
l@leo.gov 
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Why a ’No Fly List’ Aimed 
At Terrorists Delays Others 


SPECIAL PAGE 

For continuing coverage, see War on 
Terror^. 


By ANN DAVIS 

Starr Rcporkr of THE WALL STREET JOURNAL 

JUNEAU, Alaska - There are about 300 people world-wide the ll.S. considers so dangerous to civil aviation it has them on a 
"No Fly List.” 

Larr*)’ Musarra, retired Coast Guard commander and father of three, isn't one of them. A pilot and avid outdoorsman, he is 
a local hero for his daring heUcopter rescues of stranded fishermen and mountaineers. He now runs a visitor center 
overlooking Juneau's spectacular Mendenhall Glacier. 

But Alaska Airlines' computers haven't figured that out. Its reservations system, designed by t ravel -sofhvare gtanGabre 
Holdings Corp., flags Mr. Musarra whenever he checks in, which is about once a month, when he visits a 
deveiopmentally -disabled son in Oregon. At the ticket counter, Mr. Musarra has often watched the color drain front agents' 
faces as they read a warning that he might be on the terrorist watch list. After a criminal-background check, he eventually 
gets to fly but faces extra luggage and body searches. 

The No Fly List, quietly introduced after the Sept. 1 1 terror attacks, is designed to keep suspected violent types off airliners, 
[t includes terrorism suspects thought to pose an imminent danger to flights. Some people who present a general threat to 
air safety because of violent behavior also make the list The new Transportation Security Agency, or TSA, compiles names 
from intelligence and law enforcement and sends the No Fly List to airlines. Their job is to see that nobody on the list gets 
aboard. 


NAME GAME 

: Renderings of an Arabic name using the Roman 
j alphabet vary by country -- a challenge for airlines 
! as they apply the No Fly List 

: Haji Mohamed Uthman Abd A1 Ragib 

: Iraq 


' It sounds simple, but it's proving tricky to execute. 

I Many entries on the list lack details that could make it 
i easy to know if a traveler is really the person named, 
i And the TSA gives airlines little guidance on just 
when a passenger's name is close enough to one on 
the list to warrant flagging the person for a 
law-enforcement check. 


Muhamad Usman Abdel Raqeeb 
Syria. Lebanon. Jordan 

Haj Mohd Othman Abdul Rajeeb 
Kuwait. Bahrain, Qatar, Saudi Arabia, Oman, 
Yemen, United Arab Emirates 

Hag Muhammad Osman Abdurra' ib 

Egvi?L -Sudan 

Imhem^J Otmane Abderaqtb 

LiJva. Tunisia. Morocco. Algeria. Maviniania 

.S’OLirce. Language Anaiysis Systems 


The result is that carriers are checking the No Fly List 
a multitude of ways and coming up with vexing 
numbers of "false positives" — innocent passengers 
subjected again and again to law-enforcement 
reviews. The flagging of some fliers who were 
political activists has even led to suspicions the 
gcvemnicnt was grilling Them because of their views. 


These inconveniences may seem like a small price to 
pay if the system improves secunty. But the Federal 
Bureau oflnvesligation, which contributes to the No 
Fly List, says the list has helped catch very few terronsrn suspects. While that might simply be 
because the terrorists haven't tried to fly lately, linguistics experts say that if they did - and 




particularly if they had Arabic names - it's far from certain that carrent methods would flag them. 

One reason; In checking passengers against the No Fly List, some airlines use techniques ilial were 
designed decades ago, and for an entirely different task; to let agents find passenger records 
quickly without having a full name or a name's precise spelling. 

These "name matching" systems also help airlines spot abusive bookings, in which travelers 
reserve a bunch of flights under slightly varying names. The idea is to cast a wide net. But when 
applied to a watch list, they have the perverse effect of flagging numerous travelers whose names 
are merely similar to one of those on the list. 

One name-matching technique that airlines have used, called Soundex, dates back more than 100 
years, to when it was invented to analyze names from the 1890 census. In its simplest fomi, it 
takes a name, strips out vowels and assigns codes to somewhat-similar-sounding consonants, such 
as "c" and "z." 

The result can be bizarre. Hencke and Hamza, for example, have the same code, H520. If there's a 
Hamza on the No Fly List, a traveler named Hencke could be pulled aside for a background check 
before being allowed to board. 

A 40-year-old method designed specifically for airlines does something 
similar, stripping names down to consonants and pulling up names that have 
the same consonants in the same order. A third technique sometimes used by 
airlines hunts for matches based on the first few letters of surnames. 

Hence Mr. Musarra's troubles in Juneau. In an algorithm used by Sabre, 
whose software runs Alaska Airlines' reservations system and many others, 

"Musarra" appears to pop up as a match for any name starting with "Mus." A 
fair number of names from the Mideast and Central Asia begin that way, 
including at least one on the No Fly List. 

Exactly what techniques airlines and firms such as Sabre use to check 
passengers against the list is impossible to know. They won't identify their 
formulas, and the government doesn't want them to. But some current and former industry 
executives say most airlines -- while making periodic refinements, including since Sept. 1 1 ~ still 
use roughly the same name-matching tools as they have for decades. 

Why not just match names precisely, and question only people whose names exactly fit an entry on 
the No Fly List? That wouldn't do, either. Many people's names have a number of variations, such 
as William or Bill. Many are spelled either with a middle initial or without one. And non-Westem 
names can be rendered in the Roman alphabet in a host of ways. 

A name written as "Haj Imhemed Otmane Abderaqib" in Algeria might be "Hajj Mohamed 
Uthman Abd al Ragib" in Iraq, and as "Hag Muhammad Osman Abdurra'ib" in Sudan, according 
io Languau': .-aiaivsi.s Systems Inc., aHemdo;;, Va., ccm.pai'.y :hai does name-anuiysis work for 
,, many federal agencies. 

One wanted lerrorisni suspect, Adnan G. E! Shukrijumah, uses live aliases. The six names cun be 
translated a total of more than 500 ways, says Language .Analysis Systems. The firm adds that 
foreign words can also be mistaken for first or last names, such as "Effendi," which is an hononfi.c 
for "Sir" or "Mister" in some Mideastem languages. 
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Another quirk of airlines' systems is that groups that purchase their tickets together end up in a 
single travel record. I Tone member triggers a hit on the watcii list, computers lock up on them all. 

A year ago in Milwaukee, Midwest Express pulled aside 19 members of a group called Peace 
Action Wisconsin headed to Washington for a "teach-in" about U.S. military involvement in 
Colombia. The group, which included a nun and a grandmother, had to wait for sheriffs deputies 
to run immigration and FBI background checks, according to records of the incident. The delay 
caused them to miss their event. 


Four months later in San Francisco, Jan Adams and Rebecca Gordon, co-founders of an antiwar 
newsletter called War Times, were pulled aside for police questioning when they arrived at the 
ATA Airlines counter. An FBI search turned up nothing, and the women, both in their fifties, were 
allowed to fly. 


In both cases, the groups were told they had matched the No Fly List. But these incidents and 
others fed the notion among activists that the government was targeting them. "When is a nun 
considered too dangerous to get on board a plane? When she's a peace activist," said one of 
numerous critiques, this one in the newspaper Socialist Worker. 

But three months after the Milwaukee incident, a report by the county sheriffs office said the 
incident was due to use of Soundex in Midwest Express's reservations system, which uses Sabre 
software. A security official for the airline says that a group member with the last name of "Laden" 
might have helped trip up the group. 

As for Jan Adams in San Francisco, she was one of a number of Adamses with the first initial J 
who were stopped last year. They included 23-year-old Jairett Adams on June 5, 55-year-old John 
Adams and his wife on June 16, and 34-year-old John Christian Adams, who complained to the 
TSA last July. 


The apparent trigger; A Joseph Adams on the No Fly List, whose entry gives little data besides a 
birth date. Officials at ATA, the airline Ms. Adams flew, and some other carriers say they are 
frustrated that the watch list doesn't have better data to eliminate mismatches. 



One needn't be an activist to get caught in this web. Last April, two San 
Francisco airport police officers cornered David L Nelson, a 56-year-old 
bank executive, as he checked in at Alaska Airlines. "They had hands on 
their guns. They asked was I an American citizen and who am I," Mr. 

Nelson says. After a half-hour of questions and database checks, they 
cleared him. He says his son, named David C. Nelson, also has been stopped 
as a No Fly List match. 

At Oakland International Airport, Police Sgt. Larry Krupp says he has 
cleared so many innocent "David Nelsons" to board that one of them now 
ouys him cotTee. There is a auine very simitar to theirs csi t.t>e i''io Fly List. 


David Nelson Sgt. Krupp must thumb through an 86-page, 

nonalphabetized list of names. "The vast majority of times we go there, they’re nol.even on the 
list," he says, Sgt. Krupp says he has had only one true match, a man he describes as an Afghan 
drug dealer. 
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Newer meihods exist, which take into account names' cultural origins in order to come up with 
more-relevant name variations. Some government agencies are starting to use them. But travel 
consultants say hard-pressed airlines have been reluctant to spend money to improve a screening 
function they believe should be done by the government - and that the TSA has said it eventually 
will assume. Airlines would rather leave it to the government to rule a passenger in or out. No Fly 
List entries can include subjective notations like "is sickly with asthma, uses a lot of hand 
gestures," as one did on a recent copy of the list reviewed by The Wall Street Journal. 

A wide variety of reservations systems have their genesis in the Sabre system, which 
International Business Machines Corp. designed for American Airlines in the 1960s. IBM later 
built similar systems for other airlines. 

Lightning fast in basic reservations chores, the mainframe-based systems are less well suited for 
other tasks, such as clearing a frequent traveler to fly once and for all. In most airline systems, the 
No Fly checks are set up in such a way that the computer treats each passenger as a brand new 
name, even if he or she has flown recently and was cleared in another flight record. 

The TSA is considering a way to put fliers who've repeatedly been mistakenly flagged on a "Fly 
List." But even if this proved technically feasible, security officials at airlines and the TSA would 
still have the challenge of making sure they weren't vulnerable to letting a dangerous person of the 
same name slip through. 

Records obtained in a Freedom of Information Act suit brought by the Electronic Privacy 
Information Center show that the TSA has received complaints from mistakenly flagged customers 
of all major carriers, which use a variety of software to process passengers. 

One reservation system used by several airlines. Shares, uses "the same type of ^name] matching 
that has gone on for 10 to 15 years -- actually longer," says Michael Hulley, an executive of Shares 
owner Electronic Data Systems Corp. He will identify only one method Shares uses: matching 
the first few letters of a name. 

.Another competitor of Sabre, Galileo, says it looks for exact matches on names or strings of 
letters. But Galileo officials try to spot No Fly List matches in advance of a flight and pre-dear 
passengers who clearly aren't the person on the list, says Chuck Barnhart, an official of Galileo. 

Sabre wcu.'i disclose its current name-matching methods, but a spokeswoman, Kathryn Hayden, 
says; "Algorithms are not static - they change, they are updated." Sabre says different airlines can 
use its software in different ways. "It's up to each airline to determine how they implement the 
government requirements for the No Fly Lists," Ms. Hayden says. 

One carrier that uses Sabre software, Alaska Airlines, has more than its share of false No Fly List 
matches, judging by the records obtained by the Electronic Privacy Information Center. Of 34 
complaints to the TSA where the airline was identified, 1 1 cited Alaska. Ms. Hayden says such 
'.dof.".l /"'ide’ice doesn't prove ‘Sabre’s software a grealev number of false hiLs. ' 

Barbara and Dennis Musante. a California couple, look then complaint up the Alaska Airlines 
chain of command after being delayed twice, Ms. Musante says an airline supervisor finally told 
her the first four letters of their last name matched a suspect, though they themselves weren't on 
the list. The TSA confirmed they weren't. In a letter, the TSA addeu iU'.r. i ■ u ew 'the benefits 
of such measures far outweigh the inconvenience." 

SUSSMAN-102 

4/22/2003 5 ;34 AM 


vv5j.com - wny a ivu ny lisi Aimca At lerrorists Uclays Others 


Wysiwyg:// 1 7/http://onlme.wsj.com/article_print/0„SB 1 0509592SS6305 1 300,00.ht 


Mr. Musarra, the Alaska man who has faced many delays, has tried everything he can think of to 
clear his name once and for all. He got Sen. Ted Stevens to contact the FBI. He told local TSA 
people of how their boss in Washington, retired Admiral James Loy, once honored him for his 
work on an oil-spill cleanup e.xercise. 

For his monthly flights, Mr. Musarra has developed a routine: Try to check via the Internet the 
night before the flight; get rejected. Arrive at the airport hours early, go to the self-serve kiosk; get 
rejected again. Go to the counter, wait while an agent calls a supervisor, wait more while officials 
take his I.D. to a back room to phone security officials. 

Invariably cleared, he boards, but the clearance lasts just through the end of his round trip. Often 
he is bringing his son Tim home for a visit. Tim Musarra, 12, also sets off No Fly List alarms. 

A college-age son, Aren, has the same problems, Mr. Musarra says. 

Then there's Mr. Musarra's adopted son, Jonathan Paul Sung Ho Musarra, 15. A high-school 
wrestler, "Sungie" is the reason his teammates have to get up at 3 or 4 a.m. for morning flights to 
their meets. Because they buy group tickets, the 20-plus wrestlers, chaperones and coaches show 
up on the computer screen as No Fly List hits. 

A spokesman for Alaska Airlines, Lou Cancelmi, says, "All of these false positive issues concern 
us greatly. We're absolutely committed to working toward mitigating all of them to the maximum 
extent possible." Recently, the airline began having employees scrutinize alarms generated by its 
computers in advance of flights, in hopes of clearing misflagged passengers. 

That seemed to help Mr. Musarra on his last flight. The computer still flagged him; he found 
himself unable to check in via the Web. An error message told him he needed manual assistance. 
But when he got to the airport this time, Mr. Musarra received a boarding pass without the security 
review. 

The TSA has been trying to get the message to airlines that they should focus on matches of full 
names, not just the last name, says James R. Owen, a TSA official in Juneau. Longer term, the 
agency is working on an advanced passenger pre-screening system known by the acronym of 
CAPPS II. 

It will scour not only watch lists such as No Fly but also criminal records, credit-card transactions 
and identifiers such as address and date of birth to detect suspicious patterns. The TSA envisions it 
as "dramatically reducing" the number of people flagged. Privacy and civil-liberties advocates fear 
just the opposite - that the increased ways to attract suspicion will result in even more passengers 
being wrongly tagged. 

Write to Arm Davis at ann.davistn wsj.com* 
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From: 

To: 

Date: 

Subject: 
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twi 

Fri, Feb 28, 2003 10:40 AM 
TSA Lists 


i thought it might be useful to explain a little further what the T5?A lists m oan ngrti/~Mi<jriw coio/'fan 
Selectee names ar e l 


b2 

b7E 


4 

-1 


Inclusion on the Selectee list means someonej [will be given secondary 

screening, that is, an extra search of their person and oeionglngs. I believe this usually happens after the 
TSA screening at the metal detector. L>2 -4 


One issue with the Selectee list which has caused confusion is that the same or similar secondary b7E -1 

screening can happen based on a program TSA runs called CAPPS (I believe this stands for Computer 

Aided Passenger Program Screening). CAPPS criteria are confidential but involve things passengers 

might do which also might be things a terrorist would do, e.g., pray to Allah right before the flight that you 

might have 90 virgins in heaven. Also, the same or similar screening can happen based on random 

selection ( the searches at the gate of 79 year old grandmothers). 


So, passengers' names pop up in the airlines' computers for searches and screenings at airports and 
sometimes the passengers or even law enforcement officers think the passengers are on the 'Watch List". 
Often, the passenger is being selected for an extra search for reasons other than the Selectee list. 


PUL INFORMATION CONTAINED 

HEREllL IS, UNCLASSIFIED , * _ * ^ ) 

M1F& byU c . {< ClalG> ^ /n/ <LS/ 
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Search ^ Track News Paqqs 
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The no fly lUt 

K;^TTht5w flothschifd 
i,279 

1 3uno 200> 

The ProgrftSSiup 
20-22 

VDlume 66, Issue 6; ISSN- 0^33-0730 
Enollsh 

f^yiioht (c) 2002 ProQuert Informurion and Learning 
lnrf>rrorated Jun 2002 

Alla icace, ^ixceea d hiMh school student in MHwauke**. wdiiied to qo to Washington, D f. .« far che protests 
SoCurda/, Apnl 20 siw wos looking forward to demonsrnriny dpahst the School of the AiPenra.q and 
learning how to loODy against u.5. old for Colombia, 

She hod on airplane ticket for a nr^.S P.M. flight out of Milwaukee on hhiiay, Aorll IS. end she got to tho 
AirpuiL two hours ahead of time. But she didn’t muke It onto the Mfdwoct fcjtpress fiignu 

Neither cMo many other Wisconsin activists whn were tiuvuosed to be on board, Milwaukee County sheriffs 
dapuCles puileo aside <sud questioned twenty of the Chirry-stven members of the Peace Action Milwaukee 
group-loduding a priest ami a nun. The travelers v^ere not rlPrtrwJ in time for takeoff and had co Inave the 
nejct morning, micsing many of Uw events. 

Whot tripped them up was a enmputen^^d "No Hy Watch List" the federal guveinmcnt now supplies to all 
Uie airlines. The cxletencQ of this No Ply ii^t was confirmed by members of the Milwaukee Coun^ Sheriffs 
Depot tment, the fbI, the u.S. MarsnaK, Midwest Cxu»ess, the New York Port Auchorlcy, aivU the Ocoortment 
nf Tran^poitatlon. The airlines today are required to cro»-check their passenger lists again«;r liiis Mo fly 
list 

“The name or names of people in that group came up on a watrh list that Is provided through the federal 
government and is prcviripd foi cveiYone who 11103,“ says Sergeant Chtirk Coughlin of the Milwaukee 
shtrlfPs department. *i he comprirnr Utecks for exact matches, similar speiliogs, and «lid>es.“ 

Tlie list *’cofne from Washington/ says spHuol Agent Oorry Babicr, the FBl'c media rep In Milwdukee, 'IVs 
been in piece scverol months, and ifs disirihnrnd to all diip»/its. It's the responsibility of those who lidve 
seriirUy tIuUts at the airport to check that list agAinu passengei manifests. When someone c name rums 
up nn me Watch UsU llie sheriff or the Marshals do an tnvesngation, ond wc'rc notified.** 


Ml lyjAO)C^^ 

. All rightc rdcorved Copy right Progressive 


Babigr says mere aclunllv were trfo No Fly Hots. '*Tha midai one had □ riumPor of names on it-people who 
might have nad invnivpmun(> in chc hliacklngs, aliases or people involved, or people who might have had 
contact with, or knowledge or, Uicni. Subseauently, another Watch usr was put oul." BaWer aeys he can't 
comment about why a pardadar name mjy dudear on the new list 

Vifho out9 the list together? 


http; //global. factiva.com/eri/arch/displc''.r.a20 
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k spokesperson ror rhp FBt In V^ashington, Steve berry, wnnij comment at aH on the i^ue of Uic No rVy 
II A. Me referred aH questions to tlic Tiensportation Security AclmluKtcation (T5A)r a new winq of rhe 
OROiiflinent of Transportaoon. 

sompThliii; ihaVs oroduced by tNaT5/i/* snys Steve Coleman, a spokesperson for Uie New York Port 
Authority. 

The TSA was <ficaou<h^ by the A^rlotion and Transporrarlon Securfiy Act, which President Bush sighted Into 
lav; on November i9. MPhia coverage focused on federalizing chP secuiiCy personnel' at airports. But nlhci 
aspects of the law received bcria scrutiny. This law establishes a new po^Lion. the Undersecretary or 
Transouildtion for Security, and puts rhar pci son in chargo of airline seaihty. Today . the Under Secretary nf 
iranspnrriiLlun for Security Ic John vj Mag^w, wliu previously cer/ed as direernr of the Scoet Service and 
direccor of rhn Buieau of Alcohol, Tobacco, and Flrearm^i. 

In his current po^r, Muy<jw has tremendous diccracion. Under "ernef gen cy procedures.” the law says, "If the 
Under Secretary determines dial a regulaton or cecuricy direaivp must be usued immediately m ordpr Ui 
protect transpoftatloh secunry, me UuiJci Secretary shall issue the regiiUUon or accuriiy directive witnour 
providing notice or on opportunity for rnmciisnc end without prior approval nf Uic Secretary.'' 

tKH part of hib lequior duties, the Under secr^r^try ib empowered by the lav« co ”esrabllbh policies end 
procedurRf; reguiiing oir carriers to use tnformarion fiyni government agencies tft Wenrify individuals on 
passenger iisr's wiiu may be a threat to civil aviation and, tf buUi an indMduol Is Identiried, co nnufy 
appropriate law pn^nrcemeiit ooendcs and prohibit the individual Trum boarding an aircraft.* 

The TSA has taken ch9t power and run with it. In testimony oefore congress on Jonuarv 23, Magaw said 
thoc "cornputers wlH screen pas^jengerb." oiid "the new occurSty system will h« robust and redundant." 

Dennis Kutinich, Democrat of Ohio, is outraged about Che treatment of the MiiwaukpR auiviscs. "Databases 
arR nning orodni^ed, induding the namoc of cotaiiy iri«ui.ent Individuals who are being suhjecc to auealion 
based on cneir pntiLlLA views. In a democracy, that is nnr acLcatablc/' he says, Kudnlch, the fanvmg 
Ocinocrae on a naPnna) secuiity subcommittee, vows to invRcrigate. 'T lake this very serloucfy,** ho says. 

Senator Rues Fetngoid, oemnrrdL uf Wisconsin, also Is concomed. plan to asK FBI Director Robert Muollor 
about the creactan and implemenratlon of the so*coHcd No Fly lists," Foingoie says. “It is Important that 
secuDty mcBsurco do not unduly mfnngp. on our uvil (Ibertiea." 

in Che case of ihe Milwaukee aedvtsts, aDout five nr six mUivIduala came up on tho wacen list," Sergeant 
Coughlin says. 'AlLtiuuqh it was time-consuming, ann ^^ithDugh they were highc— delayed, tne syernm 
actually tworkeo ' 

Don't tell Oiar^ne Hanke that 


A volunteer with Peace Action, hroIth Uie person who orgariizad the tpp. “we ware very onset," she soys. 
"Here we were, going out to lobby, to u,ch uur democratic rights, to talk to our tegislaTAfs, co Ube uur 
fitxdom of speech and dissent, and then wp'm being deioined and not told why. We were caking young 
ppopie and ceiituu tliem if you use means that are nonuininni aitj peaceful, your message wiit be heard Bui 
Ihn faa Chat we weic hampered, that wc were docained. wa<; ]usi a Lucally different message." 


Henke aoesnt piamp rh« slieilffs deputies ./"They word very svmpath<»ric lu u&. but they fust weren't 
getting the answers they warLwi fiotn the other end of the telephone," she cays. 

It was never made clear to herexarrly why Utev w^c being detained. 

"We were getting oU these amorenc stortec from Uic deputies. One possibility was that a UWH (linlverslcy of 
Wiiconsin-Milwaukee] student had a name .iamb laden. Uuil was slmllor to a terrorists nama [usarrw hin 
I Tlidn another story was that someone nan a foreign name Ikat was changed to make it sound more 
Amenta 0. Alia Kale, wlu used to be Alia Torabian. Hor father P«rsidii or Iranian. I*vc known her ail my 
life," says Menvr, who luuks uo Kate's number In an old Moncessoh phnne Liuok. 

"I was one of the fircr people in our- group to try to check in,- says kare. *Whcn I went uo to get my 
boarding pace, tne laciy wirt Uieic were some problems She cald her compurer locked op she had to 
wait for comoone etce. And T fnutid out Chat the someone elce wac one of thRshf riffs deuuUeS on ducv. And 
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the deputy tame ano loJcf me i hdtl to grab my bags and foiicw hpr for furltjtr cucstionm^* 

''I was a tlWc scared. ( was a Httle conf jseo l didn’t know* what It was about 1 was alone and v»as token to 
I CMJddino n«*^rby. They sat me down in a chair, nml 1 Just waited tor fiftaon or twenty minucev. They Hod 
my drlvttfs license. Tliey asked me what my phone numOer was aod address v/ac I hoard mem maklnfl 
phone calls, readino nff some bluff on my Icensc. Then cney askpd atn what my nationality was. 


s 
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t 
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"I said Tm Half Persian and irafian and Guinan. 

Hicy asked who was Persian, my mnther or my father. 

•'1 said, my fadier. nnv biological father. K don’r even know Mm. 

■*7ney also ute If I woo a U.S. citieen. 

'T told them i was 

'They asked me If I was from around fieie, 

"1 50ld yes.*’ 

■Hiough one of the sheriff's deputies saw "ir was Just fi «wuUnc procedure/* Kate says they gavir her several 
diffpTfjni trjtola notions for whot wae happenino ’’ may saiU tl might have to do with increased serurlly in the 
Wasniogrnn, O.C., oreo. or It might hove to do wltn moonesian itrfroiisto/' she recalls 

She says there may have biHsii on element of racial profiling involve, lou, "I iiuess we're looking for 
IHspenic nameSr” one of the deptirtes said, according to Kate% Sho suspects thtjy drought her first name was 
HIspontc, dnd she says that othnr<; deioiued early on, Honuel Sanchea and isaDeiia Hornitiy. may have 
l«:cn selected for their riamas. ihe sherUT^ dt^aitment denies a deputy made that rnmment about 
Mlhpdfiics. ’‘That did not happen/ says Deputy inspector Sficny Weber, “I believe tho aepuoes didn't really 
say any uf UiiS Stuff." 

rinatiy, they walked Kate back to the ticket counter, out the compnrer froce up again, so Kate and sanchoi 
and Horning w«nf> mid ro go sit Ouwii and wait tor the deputies to deliver rheir boarding aasses. 

They gave us our boarding parses, v/MUi hod a bold*foced S with iittio asterisks nn huili sides, circled vdth 
an Ink marker/ Kate says, This meam thar when we ywt to the gate our carry-on Dag<; would have to be 
Kond-seai^ed and they'd have bo wand us." 

Bur the deputies took so much tinne going through the wr\nM giuuo that not everyone wae ready to go by 
0 : 55 . 

Midwasc totpress n«*id ihe fliuhe tor oi long as it could but then left, almost empty, wuiiout most of the 
activists. 


V . V ‘ 



"I wos shocked/ Kate cays. **L rmiMrVt believe wiici. was happening, that they could detain us long eiiuuoh 
for us to mi» cur flight ir an apparent aitempt to keuv us in Milwaukee. It was sort or McCarthy— style- Uie 
way Vliey hove the names appearing on a list and cargering c^tuio oeogie. dissenters especially, t felt my 
rlphts had been yloloted.*' 

Jacob Laden, with rhp unfui lunate lost nomer says hc*£ flown cwo other dmeicsinu: September 11 and 
never had irouwe ann iiy the dtnc l«s started to check in. other momberc of tha gmup wer? already being 
detained. So he doesn't npiiinre his udine tripped the trigger, though ho cayc be ■’wrwnti nasre stayed 
behind* if ho thought it wouw have Been a orvUlcin. He bshcve$ ”our whole group was being ratpgorUcU as 
p threat." 

Slater Virgine tawingor of the Racmi» iiommicans wos abu detained. "When I went through cha line, rhe 
lady ac Che beket counter said, Tm corry, you h9vp ro watt a foinutc,' and dien the sheriffs aopucy camn 
and took me and some others to an office. ' che says "AM rhey asked us ot that point was our birthplace 
and KalU thess were just routine checks. They cald our names were nagged. TiioC's the real strange thing,* 

0a«« 1 A\fi fbai Ir l*r9C rtrAnim^ » r*i«H ...irK..* •«> ^ 
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a peace group. The abuso ot power su ob/ioua." 

Si<;ter Vlryliie sav5 she’s upset about 'losmg ?^7^ Kuioe doy of Intense education f>n me issue uf Colornbia," 
And cne her ’’light to dlascnf was infringed npnn 

Father BUi drenni^n nf SV. Patrick's Church in Milwauirofl aisn misseU Itis flight "No one was cnaraeo wirh a 
crirnc or ^roat of a ne says. “No one w/os adviced of his or h<»r c:|vi| ilghb. Mv persona* roacoon is 

feor of the arbitrary use or power inis InOUcnc reveals. Someone tn wasnmgroit has the power to Inspect a 
passenyer (1st drawn up in Wisconsm, aisrnvHr ihe motive of our flight (namely. ^ puute protest agolnst 
whar OOPS UM <ic Fort Denning, Georgia, particularly n> ic affccu Colombia), docida whe might posaiblv be 
suDversivn^, and slug our tokcoff.'' 

Sarah dackus, a conrdinacor fyi SO A [School of the nmancas) warrh Wisconsin., says she was cold by onp nf 
the sheriffs doputies: ’’you’ re probobir biing stopped becauSQ you are n peace group or\d you’re protorting 
dqalnsfc your country.** 

ftt^ckus later naked the cherift, David CiarVe, aUuut this, and he denied this was tnp reason for Uie 
oetpnrtnna, She says. 

"I sympatniTP with those people;* sayc Weber, "I'm sure rhey believe tNev were singled out 1 truly dn nnr 
believe they were.*’ 

Beckus also went to en« Midwesc Fepre^s VickeC dcak ta find out wbat was going nn. "Tlie nomca arc in the 
uomputcr, and the frames came up, sne snysj !»he was told. 

I Isa fidiley, a sookesocr^on for Midwest Eypr^ii. sayi. "As the qroup checked In, one or me? passengers 
cnowml up oil this list- At that point, iho airijne get rna T5A rea aud Milwaukee Cour^ty shonffc. The T«:a 
made the decision chat since this was o group, we should n 0 scr#»ftn alt uf them."* Midwest Express either 
found hotels fnrmose v/ho (iiissed thdr flights or providoo transporrAfian liuine. 

Odlley says that screening cne namns agqinst the list Is standard operaang pTomifunr. "Everyone who 
travels is now cleared througn this list " 

SpRdlics about the list remain tightly guarded 

*rne nsr k « Lurupllatlon from Intelligence agandas and is «?hared with U»t alillnes;* says Faul Turk, a 
epokesperson for che TSA, *Bot a$ to how you get on It, or how »t*s mainralnej. or v^iho maintains it, I can’t 
help you with that/ 

Turk odds that he doesn't know now large tl li list Is, "and If I did, I couWn c leU you;' 

Matthew Aothschild Is Editor or ine orogres^^ivn. 
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3 i.iHFAti (APi - Larry Mw^atra’s trouble wirn rhu rtiX bepan In late Juno, ^hen the reored Coast Guonl 
i»ttucon^nt commander, his wife Unne and their i>*year^o!d son Tim checked in oc the Juno^u Airpott. 

They were c»n rhwir w<jy to Portlond, Ore., whore Tlrn, who Is dlscWid, would attend a spocial schonl. 



At the Alaska Ainin*^ electronic' Jieck-iri kiosk, Musarra typed in his Lonfirmotlon code and tne machine 
displayed a mescago ack^no him lo >ce «n otcendant. 

AL the counter, Musarra and ms family w^iiltd while the customer forvice ruprasentatlve dteked or a 
key boat d. The derk become pu^riQd anc c?iri she couldn't get a boarding pass either. She called her 
sup^Tvieor. Titcy called Seattle. Finally, 30 mmurne later, the suoemsor explained. 




“Sfia said. w<* ar« hdving trouble clearing your narne Araialty, we toiVc dear your name. You are on an 
PBZ liCt.^ Mu< 9 irra .calG. 

Mudarro, ^ 7 ; is a rathpr of three wiii> ttorka for the U.S. Fora« service ac Ike r^endcrthail Clader visitor 
Center. He is white, of jcalian anrl Irish ancestry, and was born in New Jerspy. He has lived In and flown out 
cf Juneau for seven years, HecauS« nr his wuik v^ith the Coast Guard and the pnrpsc Service, lie hes had 
friuie federal background checKc than he nn remembci . 

fnr a rHasuii Alaska Airlines, the FBI, th« Faderal Auiatton AJrniiiiSti atlon, and the newly craKes 
Transpnrrannn Safety Aiimitilstratten cannot or will not cay, Mujurro's naaie. which is Sicilian of Arabic 
origin, ts on a iiiir of susDecla who pose a potential throat co aimn^ oprifriiy. And. ot thb point, there (c no 
way forhfc name to be removed. 

'Tm not the type of person who makps a fuss, but I am this oli'Amefican boy, and here Cm taryeced os 
terroiist It b Just Idnd of funny/ he said “rm LcUina it's the nomc. My name sounds Arabic/ 



On die woy to Pcrtlond, the Musarra tamiiy was pwen an exhaustive screening with meui dereetpr wariils, 
cneir shoes were X-royed, their belts removed and chpir hayb searched before ^ey were allowed on rhn 
plane. On the way bock, the check in clearance cook so lorxg, an niiline agent had to hand-writo Urry and 
Unne Musorr»*(; hoarding pass and escort them on the aircraft, irUrtules before take off. Their soatc already 
had been filled wirn crandliy oasscncers who then had to get oP rhn plane. 



'Svarvenc has been maliy nice. * sold Urme Musarra. 'But If you are rraveling with children who have 
special needs, this circumcrance praduLcs Ciemcndoua anxiety/ 
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Musarrd heard from other relatives wim rn«* same last no me *^ho had similar eKpeneaces. Since June, his 
bTOthpr tid> had his bo^s searched ovary time ne flies. An oiiUe, travdlng with a St-year-old relativn in a 
vmeeictiair, searched and told he, too, \vas on rtie FBI list. When Ms ancle called the F6I, he was roiu 
no (let existed, Musarra said. 

HusarrB called the local field office uf the FBI, where an agent found his name on a list, and sold there 
was no way to have It remowr^fl. She cold U\tx'« the boat thing to do war co call thc» airline ahead of the time 
when he a going to fly, to prepare them fnr Uic compllcotions, he said. 

Juneau PBI Aqent Mary Beth Kepnar confirmed ttip had a conversation with Mucarre, but directed dll calls 
ahmit Che nature of the list to the FBI ottico m Anchi>r;^ge. 

Eric GohT^lAT., FBI soeUol agent in Anchorage, Mid the list airHne,s use was controlled by tho Trinsportatinn 
Sofety Admimscration, a new homebnd security organization rormed by Lite Bush administration since Sept 
11. Alaska Airlines spokpenrian Jack Evans agreed the alrllna gets tne li^rs from thcTSA, and sold the airline 
la mandated to uce the use in rhe passenger- screening process, Evans amt Gorualez said rl^ey did not know 
a way to remove Hue arra‘< name from Che ilsi. 

fi om there, the orlgir\ of the list and tnn reason Musarra Is on It ore unclear, and mired In a world of 
feJcfdl. Interdeoortmcntal •'information sharing*' mat has caused confusion since the incopoon oftheTSA 
eariu»r tws year. 


Dav© Sretgman. spokesman for lhcT5A, said revealing any of the reasons a name may end up on the list 
could joopardi7n national secuitiv, Ne denied the TSA had a net concaming rnany ipetllnos of Arab or Arab- 
sounding names. 

"The TSA doce not pronie by ecnnir<ry, eUuiii: origin, rocs or religion/' Steigmon saW, and Uien dlrecbed oil 
Inquires about the list to the federal Avi^^non Admin Istrebon or back to the FBI. 

Tummy Dome, o TSA employee, answered tne phnn« al ilie FAA office In Anchorage. 
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THE NO-FLY LIST 

Is a federal agency systematically harassing travelers 
their political beliefs? 

By Dave Lindorff 

If anything is different after 9 / 11 . it's 
air travel, as passengers endure long 
lines and extra security checks at 
airports. For some passengers and 
would'be passengers, chough, air 
travel has become something much 
more harrowing, as the 
Transportation Security 
Administration targets political 
activists for harassmimt. 


For months, theTSA, a federal 

agency established a year ago to protect the nation*s transportation system from terrorism, 1 
it had a blacklist of people to be singled out by security staff for special inspection and quest 
But in mid-November, in an interview widi this reporter, spokesman David Steigman 
acknowledged that the government has "a list of about i,ooo people” who are deemed *^hre; 
aviation'^ and not allowed on airplanes under any circumstances. 

Steigman added that the TSA itself has no guidelines defining who is put on the list, but rad 
relies on names provided by other federal agencies, such as the FBI, Secret Sendee or INS. 1 
TSA also has no procedures for people to clear their names and get off the list. 

It appears, howe\»er, that this is only part of Most of those wh have been singled t 

special interrogation and searches of their luggage and persons. a,i least those who hav 

public with their experiences, dearly are not " threats to aviation." Indeed, many have been i 
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advocates of nonviolence. 

Consider the experience of John Dear, a ^s-year'old Jesuit priest, member of the Catholic p 
group Pax Christi and former executive director of the Fellowship of Recondliation, an imtei 
global peace organization, "i fly just about every week,* Dear says, “Since g/u, I've been tak- 
aside at the boarding gate every single time and searched and questioned." 

He describes one particularly disturbing experience. “I got lo the Southwest Airlines gate at 
San Jose airport, on my way to Los Angeles, but as soon as the attendant saw my boarding p 
shouted, "You can’t be here. You have to be searched!*’ 

“Everyone's jaws dropped, and all the passengers backed away from me,"" he recalls. The flig 
delayed while Dear was taken aside and minutely searched, with more than 100 passengers 
looking on nervously. 


Others, like the Green Party's Nancy Oden, have reported being detained by armed soldiers, 
like Green Patty leader Doug Stuber, questioned by Secret Sendee agents, sometimes at suci 
length that they missed their flights. In most cases, they ultimately were permitted to fly to t 
destinations. 

Asked if such people are considered "threats to aviation * Steigman said no. He speculated t 
they might have gotten on the list because they committed federal felonies. Some do have re 
In Dear’s case, he went to jail for ceremonially whacking an F -15 jet with a hammer in an act 
civil disobedience. 

But none of the people whose cases In These Times has examined had any history of violenc 
would suggest they might be a threat to airline safety. Indeed many, like Dear, are ardent pa 
What they seem 10 share is opposition to the Bush administration's war policies and its attai 
civil liberties. 

So what is going on hero? 

Asked if theTSA has a second list, one not of the "threats to aviation" who would never be al 
to get on a plane, but rather of political activists who are to be singled out for intense scrutin 
interrogation, Steigman said, "I don’t know. I'll have to look into that." 

A day later, he came back with a curiously candid, if rather alarming, answer. "I checked wir 
security people,** he said, "and they said there is no second list." Then, after a pause, he addt 
course, that could mean one of tivo things: Either there is no second list, or there is a list, an 
they’re not going tu talk about it for security reasons. " 

Borne of those who have been stopped for special scrutiny by TSA agents in recent months h 
been specifically told that their names were "on a list." Last spring, Virgine Lawinger, a 74 -y 
old nun and a member of Peace Aetjou, was stopped at the Milwaukee airport along with Soi 
other members of the group on their w^ay to Washington to lobby the Wisconsin congressior 
delegation against military' aid to Colombia. She says they were told at the time by local shei 
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deputies and Midwest Express ticketing personnel that one or several of them were “on a Hs 
that the TSa had instructed airport security to keep the group off the plane. 

La^vinger, with ihe help of the local aCLU, filed a Freedom of Infotmatioa request with the ' 
early October, seeking to learn why she had been barred from her flight. A mouth later, woti 
back that the TSA had a file on her, though all the pages were \^ithheld except for a copy of £ 
clipping from the local paper reporting on her experience at the airport. It isn’t known whef 
other information in Lavionger's TSA file contains information predating the airport inciden 

Barbara Olshansky, assistant legal director of the Center for Constitutional Rights (CCR) in 
York, reports that she has been stopped and searched every time she has flown since 9/u. 0 
three of those occasions, she was forced to pull down her pants in view of other travelcra. Or 
those times, when she demanded to know why she was being singled out, the airline agent a 
gate threatened to bar her from the plane if she raised a fuss and added brusquely, “The con 
spit you out. I don't know why, and 1 don’t have time to talk to you about it/ 


While few would object to the TSa's maintaining a properly compiled list of genuine "threat 
aviation" or preventing such people from boarding planes, it would appear that such a "no fl 
is not the one leading to all the harassment of political activists, who, after all, usually do get 

Nancy Chang, a senior litigation attorney at the CCR, who also has been singled out for sear* 
and questioning at the airport, says the government is “leveraging legitimate air safety conc« 
into a program that targets law-abiding Americans for questioning and detention based on t 
political viewpoints. “ 

Father Dear agrees. "I think what they are doing is harassing people who are opposing the v\ 
publicly speaking out against administration policy," he says. 

One hint that this may be what is going on was provided to the Green Party's Stuber. When • 
Secret Service agents called in by the TSA security guards arrived at Ralrij^^Durham Aiipo) 
interrogate (and run a retina scan on) him, he says they came armed with a loose-leaf binde 
which they left open near him as he was being questioned. On an open page, he claims he w; 
to discern a long list of progressive political organizations. Among those he vas able to maki 
dearly on the list: the Green Party, Greenpeace, Earth First! and Amnesty Intemadonal. Sir 
interrogation in October, Stuber, an art dealer, says he has been unable to get onto a plane. 

Confirmation of a TSA travel blacklist is particularly troubling to dvildiberties advocates, hi 
the names of people to be subjected to extra security investigation are being made available 
private companies. Airline computers at airport boarding gates are flagging people. These li: 
not being closely held within the national security or law-enforcement files, but arc apparen 
being widely dispersed. 

In fact, this seems to be the new privatization approach of the administration when it corner 
Homeland Security. The VYalf Slreef Joumaf reported that the FBI made its list of people w 
even remote links to terrorism— having associated, perhaps inadvertently, a terror sus^ 

for example— available to a wide range of private companies, from banks and rental-car coir 
to casinos. 
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Says OCR’s Olshansky: '‘It's bad enough when the federal government has lists like this ''ith 
guidelines on how they're compiled or how to use them. But when these lists are then given 
private sector, there are even less controls over how they are used or misused." Since airline 
always had the right to decide whether someone can board a plane, she observes that provid 
such a list to an airline represents a '‘tremendous chilling of the First Amendment right to tr 
and speak freely." 

This week, the CCR announced that it is considering a lawsuit against the TSA. A number of 
whose travel has been interfered with have signed on as possible plaintiffs, and CCR is inviti 
those with similar experiences to contact them. Meanwhile, the ACLU has posted a no-fly 
complaint form to fill out on its Web site for those who are harassed or prevented from flyin 

Calling the existence of such travel blacklists “an obvious and egregious violation of the Firsi 
Amendment, because it permits both discrimination against a particular viewpoint and bee: 
is a prior restraint on Americans' right to travel,” CCR Legal Director William Goodman say 
U.S. government appears to be targeting citizens because of their beliefs." ■ 

Dave lindorff, a regular contributor to Zn These Times, is the author of JCiHmp Time, a ne 
on the case of Mumia Abu-Jamal. 
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• NO Fly/Selectee verbiag^ 



From: 

To: 

Date: Thu, Feb 1 3, 2003 1 1 ;24 AM 

Subject: NO Fly/Selectee verbiage 


b7C -1,3 
b6 -1,3 


Here is what I need to place an individual that is believed to be a threat to Civil Aviation Security on the 
TSA No-Fly list or to place an individual who may possibly be a threat to Civil Aviation Security on the 
Selectee list. An EC is probably the best vehicle to do thisf 


1 . All me bio info you can put to gether on this person. This will need to be at the FQUO (for official use 
only) level, it goes to the airlines'l I 


agent will be called out to the airport on a false alarm. 


The better the info, the less likely an 


[ 


IT 


J 


5, Once we get this, I will forward this person's name to the TSA for placement on the NO Fly list. Once 
this p erson is on the list, he will not fly within the U S. nor will he be able to fly out of the US or from any 
airport i I 


Thanks . I hope that this is of some assistance, 


□ 


b2 -4 
b7E -1 


b2 -4 
b3 -1 
b7E -1 


b2 -4 
b7E -1 

b2 -4 
b7C -1 
] b7E -1 
b6 -1 


CC: 


b7C -1,3 
b6 -1,3 


ALL INFnRW/MC'r' CONTAINED 
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Wafchlists.wpd 

b7C -1 
b6 -1 




"WATCHLJSTS" 


PageTT 


Various federal government agencies maintain lists of individuals of investigative or 
national security interest. These lists, as they pertain to terrorism matters, are often referred to as 
"watchlists". The following are lists of individuals that have commonly been referred to as " 
watchlisls". 


FAA7TSA 


Selectee List: T his is a list of persons who are determined by the submitting agencv[ 
the FBI and CIA)\ 


I Submissions for inclusion to the Selectee List are made in writing, with 
accompanying justification. The vast majority o f individuals submitted for inclusion to the 


Selectee List, thus far, have come from the FBI. | 1 


1 After the interview^ 

- 

1 


The person remains on the Selectee List / i 

/ ] until a written request with appropriate justification is sub mitted by the 

originating agency for removal. This database is mai ntained by the FAA/TSA, \ 


T b2 -4 
] b7E -1 


b2 -4 
b7E -1 


No Fly List: The No Fly List (NFL) is a list of persons who are determined to be a threat to civil 
aviation security by the TSA as a result of information provided by the submitting agency. A 
person who is on the NFL will not be permitted to fly into or out of the United States nor to fly 
within the United States. Submissions for inclusion are made in writing, with appropriate 
justification, by the submitting agency. Likewise, the originating agency must request removal 
from the NFL in writing with appropriate justification. This database is maintained by the 
FAA/TSA F^ ~ ~ ~ i 

b7E 


Department of State 


4 

~1 



All INFORMATION CONTAINED 

HE^IS^INCLASSIFIED ^ , I ) 

<• T VCS / 1!| s/cQ c 
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kRe: Watch Lists 


Page 1 \ 


From; 

To: 

Date: 

Subject: 


Thu. Octl. ^Mr7:4i AM 
Re: Watch Lists 


b7C -1 
b6 -1 


We received a call early in the morning from Exectuive Watch requesting that we tell them for the Director 
what the procedures were for getting people on and off the Watch List. This sounded a little unusual so I 
went down to Executive Watch and saw that the John Pistole wanted to know the procedures for getting 
people on and off the No Fly lists. I told Executive Watc h that I could not answer that because! I 

r.r»ntrnio fhaf anH ho hqri e-mailed US recently that it tool^ 


Later in the day Art Cummings called and want ed a mo re complete response to the question including all 
lists which may be referred to as "Watch Lists", l land I drafted that. Th e part concerning the No Fly 
and Selectee lists was ta ken from a piece on the ! l entitled 

I I It provides guidance for agents on how to respond to No Fly list and Selectee list 

issues. The description concerning the meaning of and response to Selectee List persons comes from 
that piece. 


[ was tasked to provide a very quick response to Art on a very broad subject. So the piece he and I 
dratted was not as complete as a more deliberative project. Thanks for your clarification on some of these 
Selectee No Fly issues. 


b2 -4 
bVC -3 
b7E -1 
b6 -3 


b2 -4 
b7C -1 
b7E -1 
b6 -1 





|- Thanks. ( 


10/02 7:10 PM >» 


Thanks. (Please see questions and observations below.) 

[ • was this the document you used to answer the Director’s question in the attached emai l you sent 
to the Director’s Brief Group? Or, did you receive another answer, or are you still waiting? UC | ~| 

I I asked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it 
seemed that they v yere formulati ng a response, but now I'm not sure, because of my subsequent 


conversations with 


and the attachment he sent me. 


J- some questions and observations re the attachment - 


didn’t 


b2 -4 
b7C -1 
b7E -1 
b6 -1 


1 . Please correct me if I’m wrong - acc to o ur chat yesterd ay and last night, you j 
know about the attached email requ est fr om I |to the Director's Brief Group re how people get 

on and off the No Fly List. However ! Iwas tasked bv Art Cummings to expand on a docume nt which 
listed various watch lists, and you don't know whether that tasking was in response to | [ email 
request or for some other purpose. 


b2 -4 
b7C -1 
b7E -1 


b6 -1 


2. If possible, please email me what the original document looked like, and how | [ expanded it. Also, 
there are some inaccuracies in what is written; 


(a) the criteria stated for Selecteef 


b2 -4 
b7E -1 


/ILl INFORMATION CONTAINED 

CM03^inq<f ' * 
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Re: Wafcli Lists ^ 7 c - 1 

b6 -1 






(b) the description of law enforcement response for the Selectee list, which cites TSA directives, is wron g 


(c) the No Fly List procedure om its the majority of the procedure, meanin g that there jS a LEO response 
and it invariably includes the FBlI In order to get someone off the 

list. ' 


Regards, 


» 


, J10/2/02 12:13:42 PM »> 

As you requested. There was a "watch list" summary which was emailed t d l and myself, and we were 6 
asked to expound on the descriptions depicted therein. I do not know who authored the original watch list 
summary. 


b2 -4 
b7C -1 
'b7E -1 


CC: 


SUSSMAN-122 





^Selectee Oit' 




...... . ... .... c <• 

Page 1 i 


I 


From: | | 

To: TWL 

Date: Tue, Oct 8. 2002 8:04 AM 

Subject: Selectee List 


b2 -4 
b7C -1 
b7E -1 


I have recently been informed by that it is unlikely FBI agents or other federal law enforcement 

otticial^ 



Thanks 


fill INFORft^ATIOM CONTAINED 


oi- nnc| 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: DEADLINE 11/15/2002 

To: All Field Offices Attn: 


All^ 

CJIS 

Counterterrorism 


Date; 10/23/2002 

ADICs 

SACs 

IT Program Manager 
DT Program Manager ]22 -3 5 


b 6 -1,5 


UC 


b7C -1,5 


Section Chiefs 


b7E -2 


From: Counterterrorism 

NJSAWS/TWWU/ Room 113m 
Contact; SSAj^ 

Approved By; D'Amuro Pasquale 
Pistole John 


[ 


Miller Mark E 
Cummings Arthu r 


Drafted By: 

Case ID #;Q 
Title: TERRORISM LIST 



] (Pending) 


Synopsis; This communication summarizes the evolution of the FBI's 
Terrorism Watch List (TWL) , sets forth criteria and protocols for TWL 
entries and removals, highlights ongoing TWL initiatives, and 
distinguishes the TWL from other watch lists. 


Reference: 


b2 -3 


Details: By EC dated 03/19/ 2002 (s 

offices, FBIHQ Divisions and [ 


5 


permanent Terrorism Watch List (TWL) . -x. uxxe iwix was co 

centralized repository of n^^ -interest 

related to terrorism investigations. I I 


e referenced serial 37) , all field 
were advised of the creation of a 
The purpose of the TWL was to 


ALL INFORMATION CONTAIN® 


b2 -4,5 
b7E -1,2 
b6 -5 
b7C -5 
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b2 -3,4 
b7E -1 


To: 
Re : 


All Field Offices From: Counterterrorism 

10/23/2002 


Transportation Security Administration 
(No Fly and Selectee Lists) 

The No Fly and Selectee Lists, both administered by TSA, often 
are confused with the TWL. Currently, the TWL staff is working with TSA 
to develop protocols to facilitate entry and/or removal of FBI subjects 
to/from the No Fly or Selectee Lists. It should be noted, TSA is the 
agency which actually makes the entries or removals. 


b2 -4 
b7E -1 


b2 -4 
b7E -1 


The No Fly List is used to prevent individuals from using 
commercial aviation who are deemed by TSA to be a threat to aviation, 
based on information provided by various sources (such as the FBI) . If a 
individual is listed on the No Fly List, that individual will not be 
permitted to board any commercial aircraft within the U.S. until such tim 
the individual is removed from the list by TSA. If an individual on the 
No Fly List is identified at an airport, the local FBI office will be 
contacted to conduct a thorough interview of the individual to make a 
positive identification. It should be noted, the air carriers and/or 
local airport authorities are responsible for preventing a passenger on 
the No Fly List from boarding an aircraft, not the FBI. 

The Selectee List consists of individual si ^ 

I These individuals 

are screened by airport authorities in accordance with TSA Security 
Directives. Following the screening procedures, these individuals can us 
commercial air transportation and should not be denied boarding. Again, 
the respective air carrier and/or local airport authorities will make the 
final determination regarding who boards an aircraft. 


It has, been noted by many field offices that the lack of 
identifying data on the No Fly and Selectee Lists inhibits efforts to 
match passengers to names appearing on TSA's lists. In addition, there 
have been occasions when agencies have failed to remove names from TSA's 
lists, even after the individuals were determined by the enter inq aaencv 
to be eithe r no threat to commercial aviation ' ^ ^ ^ ^ ^ 


] It is duly noted these instances Have caassci 5“ great deal of 


b2 -4 
b7E -1 


7 
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The No Fly and Selectee Lists, both administered by TSA, 
often are confused with the TWL. Currently, the TWL staff is working 
with TSA to develop protocols to facilitate entry and/or removal of 
FBI subjects to/from the No Fly or Selectee Lists. It should be 
noted, TSA is the agency which actually makes the entries or removals. 


The No Flv List is used to prevent individuals from using 
commercial aviation who are deemed by TSA to be a threat to aviation, 
based on information provided by various sources (such as the FBI) . 

If an individual is listed on the No Fly List, that individual will 
not be permitted to board any commercial aircraft within the U.S. 
until such time the individual is removed from the list by TSA. If an 
individual on the No Fly List is identified at an airport, the local 
FBI office will be contacted to conduct a thorough interview of the 
individual to make a positive identification. It should be noted, the 
air carriers and/or local aiirport authorities are responsible for 
preventing a passenger on the No Fly List from boarding an aircraft, 
not the FBI . 



b2 -4 
b7E -1 
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b2 -3, 
b7E -1 


b2 -4 
b7E -1 


b2 -4 
b7E -1 


b2 -4 
b7E -1 


b2 -4 
b7E -1 


To; 

Re; 


All Field Offices From; Counterterrorism 
I 10/23/2002 


These individuals are screened by airport authorities in accordance 
with TSA Security Directives. Following the screening procedures, 
these individuals can use commercial air transportation and should not 
be denied boarding. Again, the respective air carrier and/or local 
airport authorities will make the final determination regarding who 
boards an aircraft. 


It has been noted by many field offices that Che lack of 
identifying data on the No Fly and Selectee Lists inhibits efforts to 
match passengers to names appearing on TSA's lists. In addition, 
there have been occasions when agencies have failed to remove names 
from TSA's lists, even after the individuals were determined by the 
^^tering agency to be either no threat to commercial aviation I I 


, It is duly noted these instances have 

causea a great deal ot consternation among citizens, air carriers and 
law enforcement representatives who have been tasked to respond to 
these situations. To alleviate these occurrences with FBI entries, 
the TWL staff is coordinating with TSA to develop protocols regarding 
the entry and removal of FBI subjects to/from TSA's No Fly and 
Selectee Lists. Once the protocols are established, the TWL staff 
'''ill establish and implement validation procedures to ensure only 
those FBI entries falling within established criteria remain on the No 
Fly or Selectee Lists. 



D€ 

soartment of_Sta|e 





9 
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^Re- TSA^No Fiy List' 

:■ t ... , .X— i.v'— T£--. '.-'^.aaL-y^ 


Page^ 


b6 -1,3 


From; 

.To: 

Date: 

Subject; 


b7C -1,3 


Wed. Dec 18, 200211:10 AM 
Re; TSA No Fly List 


b2 -4 


□ 


b3 -1 


Here is what I need from you and your UC to place an individual that is believed to be a threat on the TSA 
No-Fly list 



b7E -1 
b6 -1 
b7C -1 


b2 -4 
b7C -1 
b7E -1 
b6 -1 


5. Once we get this, I wili forward this person's name to the TSA for placement on the NO Fly list. Once 
this p erson is on the list, he will not fly within the US. nor will he be able to fly out of the US or from any 
airport 


b2 -4 



I hope that this is of some assistance, 

1 12/17/02 05:08PM »> 


We are putting the target on the TSA No Fly List here at FBIHQ. I will be getting with TSA tommorrow 
(12/18) to accomplish this. 


b7C -1,3 
b7E -1 
b6 -1,3 


ISSA 


CC: 


b2 -1 
b7C -1 
b6 -1 


ALL INFORMATION CONTAIHED 

HEREUSLILUI^^LASSiFlcC , , ^ , } ) 


V O 
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• l^rTSAl^b Fly List 



b7C -1,3 


From: 

To: 

Date: 

Subject: 


b6 -1,3 


Tue, Dec 24. 2002 10:36 AM 
Re. TSA No Fly List 



b2 -4 
b7C -1,3 
b7E -1 
b6 -1,3 


b2 -4 


Hope your holidays go well. 


b3 -1 


□ 


b7C -1,3 


>»l I 12/IB 11:09 AM 


»> 


Here is what I need from you and your UC to place an 
No-Fly list 

1 . All the bio info you. can put to gether on this person, 
only) level, it goes to the airlines. I 


% 


n 


individual that is believed to be a threat on the TSA 
This will need to be at the FOUO (for official use _ 


b7E -1 
b6 -1,3 

b2 -4 
b3 -1 
b7E -1 


b2 -4 


I -' I ~ 

5. Once we get this, I will forward this person's name to the TSA for placement on the NO Fly list. Once 
this p erson is on the list, he will not fly within the U S. nor will he be able to fly out of the US or from any 
airport i | 


b7C -1 
b7E -1 
b6 -1 


Thanks, I hope that this is of some assistance. 


□□ 

2 .. » 


□ 



12/17/02 05;06PM »> 


b2 -4 
b7C -1,3 
b7E -1 


We are putting the target on the TSA No Fly List here at FBIHQ. I v«il be getting v.ilh TSA tommorrow b 6 -1,3 
(12/18) to accomplish this. 


ALL INFORMATION CONTAINED 


C<)#03^ inqci 
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From: 

To: 

Date: 

Subject: 


b7C -1,3 
b6 -1,3 


Wed, Feb 5. 2003 2:08 PM 
Re: No Fly 


Here is what I need from you and your DC to place an individual that is believed to be a threat to Civil 
Aviation Security on the TSA No-Fiv list. An EC is probably the best ve hicle to do this, | 


1 ■ All the bio info you can put tog 
only) level, it goes to the airlines. 


5. Once we get this, I will forward this person's name to the TSA for placement on the NO Fly list. Once 
this p erson is on the list, he will not fly within the U S. nor will he be able to fly out of the US or from any 
airporj | 


^Thajiks 


I hope that this is of some assistance. 


02/04/03 05:20PM »> 



We've got a guy we want to no-fly. Do you have a copy of the last one we gave you? 
Thanks. 


b2 -4 


b7E -1 
b6 -1,3 




b7C -1 


b6 -1 


All WFORMATION COMTAMD I j 
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• Fwd: Fie: No Fly List queston 


Fage’i'^^ 


From; 

To: 

Date: 

Subject: 


b6 -1 


Sun, Feb 16, 2003 1:47 PM 
Fwd: Re: No Fly List question 


b2 -4 
b7C -1,3 


am the supervisor in the Terrorism Watch List and was on leave when your e-mail came in 

basically answered your q uestion, but I wanted to make sure you were aware of the procedures for ISA's b7E 

lists versus the FBI’s lists. I _l v - _i , 

Jd D 1^3 



b2 -4 
b7E -1 


TWL24/7 number 


CC; 


twi 


b7C -1 
b6 -1 
b2 -1 


Ji;|; jf'fORMATlON CONTAINED 


HER 

OA 


03 - 


lOnq 


iwvtu I 
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Re: No Fly List question Page 1 j 



b7C -1 
b6 -1 


No, not at this point as I can't see the formica pattern on my desk due to paper gluttage. 

I trust the ec is worthy and appropriate. However, please remember the following if you wish to proceed; 


As a guide - If a C/A wis hes to place a person on the No Fly List, the person (generally) is: 

* A threat to civil aviatiorl 1 

• Will NOT be able to fly on commercial aircraft, 


b2 -4 
b7E -1 


If the C/A still feels that strongly, then. ..with the concurrence and assistance of your HQ Substantive Desk 
SSA, prepare; 



5. Once obtained, this information is fonwarded to the TSA for placement on the NO Fly list. Once this 
person is on the list, he will not fly within th e US. nor will he be able to fly out of the US or from any airport 

b7E -1 

6. r I 


further guidance/assistance. 


ALL INP0RMATI0^ COMTAINED / . 


I hope this helps. Please call me if you need 


Counterterrorism Division ^ 

Civil Aviation Security Program 
Room 11795, F BIHQ 

I- Desk b6 -1 

-Cell 
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• talking Points for the DirecWConcemin^^ FlyySelic^ 


rr:'r3B5r3«3r:n 

;sam;a».rQii«jaa: 


Page 1 j 


From; 

To: 

Date; 

Subject: 



b2 -1 
b7C -1 

Wed. Apr 23, 2003 2:1 9 PM b 6 - 1 

Talking Points for the Director Concerning the TSA No Fly/Selectee Lists 


Attached are the talking points you requested for the Director concerning ISA’s No Fly and Selectee List. 


CC: 


ALL INFORMATION CONTAINED i I 

Cfi»o£-nn<{ 
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b7C -1 

b6 -1 04/23/2003 


TS A No Fly/Selectee Lists 


TSA and FBI procedures 


These lists were developed by TSA soon after 9/1 1 and are based on TSA Security Directives 
issued to U.S. based air carriers. 


The No Fly list, which contains 1216 names, is designed to prevent terrorists who pose a threat to 
civil aviation firom boarding U.S. based aircraft. An individual on the No Fly list will not be 
allowed to board a U. S. aircraft. 


The Select ee List, which contains 673 name s, is designed to provide extra security screening to 
individuals! j An individual on the Selectee List will be searched 


by airline personnel before being allowed to board a U.S. based aircraft. 


b2 -4 
b7E - 


It is common for individuals to believe they are on the Selectee List because they receive 
additional security screening (searches) for other reasons such as random selection or selection 
through TSA's Computer Assisted Passenger Prescreening System (CAPPS). 


The names and identifying data 

lists are provided to TSA by the U. S. Intelligence Community, 


on the N o Fly and Selectee 
[he CIA and FBI. 


b2 -4 
b7E -1 


FBI places names on the lists by written communicati on to the TSA representative at FBEHQ. 

Removal of names follows the same 

procedure. b7E -1 

Individuals who are delayed boarding aircraft because of potential name matches with names on 
the lists may contact the TSA Office of Ombudsman who will assist in resolving the issue. 


Airline Procedures 


Identification of individuals on the lists is done by the airlines. 


b2 -4 
b7E -1 


If the airline identifies someone who may be on the No Fly or Selectee lists, liivcy arc l etnnrsd to 
notify the FBI. Airlines are also instructed to contact the nearest law enforceai'ent officer lo 
assist in resolving identification issues. 


Future TSA Procedures 
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TO: 


TERRORISM WATCH LIST STAFF 


Meeting w/ SAj |on May 22, 2002: 

A large percent of calls coming into our TWL phone line are related to the 
Transportation Safety A dministration (T5A) Watch List a.k.a F.A.A. Please refer 
these callers to T5A at| |. They are under a 24/7 operation. 


b2 -1 
b7C -1 
b6 -1 


TSA has tYio lists: 

1) No-fly List (persons who can't board plane) 

2) Selectee List 


Note: The original 9/11 FBI Watch List i s defunct and many of the nam es on that 
original list were placed on the F.A.A. | | 

What you need to find out: What list do they have? 


b2 -4 
b7E -1 
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No Fly list 


Page 1 ! 


From: 

To: I 

Date: Mon, Jun 3, 2002 2:30 PM 

Subject: No Fly list 


b7C -1 
b6 -1 


TSA creates the No Fly list based on input from a variety of sources, including the FBI 





6/3/02 12:30:56 PM >» 


b2 -4 
b7E -1 


b2 -4 
b7C -1 
b7E -1 
b6 -1 


Quick question. We had a situation this weekend where we had a possible hit on the no-fly list, but all that 

was on the list wasT I b2 -4 

^ b7C -2 

An FfiiA agent was on scene and asked us to either clear him to fly , or to deny him boarding. I told the 
agent that I could do neither based on the information I had at the time.j | 

I 1 tolld the FAA guy that he was going to have to call his supervisor g _ 2 
to make a call on this. He kept telling me that the Bureau had input to this list, and it was up to us to say 
yea or nay. He eventually cleared the person to fly through his chain in DC, 


My question is, who creates these lists and what are our responsibilities with regard to it? I was of the 
understanding that we were to identify potential matche s. ! 

I ~| is there any mechanism in place to detain him, 

aside from the normal investigative detention? 


b2 -4 
b7E -1 


Also, I am not the sharpest tool in the shed, so could you explain the difference in the selectee and no fly 
lists to me? And what specifically do we do if we have a selectee list hit? These may be stupid 
questio ns, bu t you know what they say! 

Thanks, P | 


»i[ 


05/31 12:41 PM »> 


b7C 


thank you. you're doing great out there, making the whole Bu look good and boy, do we need it. 5 


-1 

1 


»>L 


]s/31/02 12:25:39 PM 


»> 









SUSSSMAN-136 






- Re: No Fiy j_isf 


" 



Page 1 j 


b7C -1 







b6 -1 





CM 

From; 

To: 



b7C -1,3 
b6 -1,3 



b7C -1,3 

Date: 

Subject; 

Fri, Oct 11, 2002 1:44 PM 
Re; No Fly List 



b7E -1 
b6 -1,3 


□ 


ro place an 
individual is 
OfFicial Use 


individual on the No-Fly we ask that you state in the EC that the FBI believes that the listed 
a threat to Civil Aviation Security. We ask also that any bio data on the No-FIv^he at the For 
Only (FOUO). This information is provided to the airlines I \ 


Please call/email me o{ 
Thank You, 

□ 


Ji hope that answers your questions on This. 
"kTSA) if you have any further questions 




]l0/11 8:37 AM 


»> 


bugested I e-mail you with my question.... 


b7C -1,3 
b6 -1,3 


Boston has subject that we would like to add to the TSA "No Fly List". Do you know who I address the EC 
to? 


□ 


CC: 


b7C -1 
b6 -1 


All INFORMATION CONTAINED 
HER£l|^^NCLASSIFjEP 


■sUx, COL 
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- Pte: VVatchXists Surhm 


Page i 'i 


From: 

To: 

Date: Fri, Oct 4, 2002 4:26 PM 

Subject: Re; Watch Lists Summary 


b7C -1 
b6 -1 


□ OK, the summary prepared for the Director/John Pistole is from a document which I wrote and have 
posted on the SIOC web site. The summary quotes what I wrote, but t he person who wrote the summary 
had no way of knowing that th ese procedures would only be in effect IFl ~ 

(the gist of my previous mail.)| | 


b2 -4 
b7E -1 


This proves that you can't always take something on a web site at face vaiue without checking its 
accuracy, since people don't always update sites - one of my many "to do" things. I will change the web 
page to reflect the current situation. 


Please relay the above to the person who did the summary so they can be made aware of it. 
Thanks. 


b2 


b6 -1 



10/4/02 2:23:40 PM >» 


-1 



^ir 




b7E 

-1 


»? 


r 


}l0/3/02 7;41.07 AM 


>» 


We received a call early in the morning from Exectuive Watch requesting that we tell them for the Director 
what the procedures were for getting people on and off the Watch List. This sounded a little unusual so I 



Later in the day Art Cummings called and wan ted a mo re complete response to the question including all 

bnd I drafted that. Th e part concerning the No Fly 
lentitled 


lists which may be referred to as "Watch Lists' 
and Selectee lists was ta ken from a piece on th"^ 


b2 -4 
b7C -3 
b7E -1 
b6 -3 


b2 -4 


It provides guidance for agents on how to respond to No Fly list and Selectee list hlC - 1 


issues. The description concerning the meaning of and response to Selectee List persons comes from 
that piece. 


b7E 


I ^ was tasked to provide a very quick response to Art on a very broad subject. So the piece he and I b 6 - 1 
drafted was not as complete as a more deliberative project. Thanks for your clarification on some of these 
Selectee No Fly issues. 


» j 



• ThaoK,;. 


10/02 7:10 PM »> 

(Please see questions and observations below.) 



b7C -1 
b6 -1 


All 1NF01tM^TI0N CONTMNB) 



noQ 


d/0(L 
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1 Please correct me if I'm wrong - acc to o ur chat yesterd ay and last night, you | [ didn't ^ 6 - 1 

know about the attached email requ est fro m | j lo the Director's Brief Group re how people get _ i 

on and off the No Fly List. However l Was tasked by Art Cummings to expand on a docume nt which 
listed various watch lists, and you don't know whether ttiat tasking was in response to | j email 
request or for some other purpose. 

2. If possible, please email me what the original document looked like, and hov\ ^ [ expanded it. Also, 
there are some inaccuracies in what is written: 



(c) the No Fly List procedure om its the majority of the procedure, meanin g that there |S a LEO response 
and it invariably includes the FBI in order to get someone off ttie 

list. ' ' 


Regards, 

r~~i 

»> i 10/2/02 12.13:42 PM »> 

/\s you requested. There was a "watch lisr summary which was emailed to | l and myself, and we were 

asked to expound on the descriptions depicted therein. I do not know who auttiored the original watch list ^ 7 C - 1 

summary. 

b6 -1 



SUSSMAN-139 





b6 -1 



b7C -1 


Sun. Sep 15,2002 7:25 PM 
Re: Fwd: TSA No Fly list 


We need a statement from the| ^ hat the person 

(s) is/are believed to be a threat to civil aviation security and we also need all possible bio information at 
the FOLIO (for official use only) classification. 

Thank you for your assistance on this. 


»i 1 08/29/02 12:39PM »> 

| Was the attached ever added (or in the process of being added) to the No Fly List? Just trying to 
follow up on everything. Thanks. 

b7C -1,3 


All INFORMATION CONTAINED i I 

cfiL 


SUSSMAN-140 




■TSA No Fly7§el'ectee Project 


^PageT 


b7C -1 
b6 -1 


Wed. Sep 25. 2002 8:02 AM 
TSA No Fly/Selectee Project 


Yesterday I received a calt from an Jofficer concerning one of the TSA No Fly listed indivi duals. 7 j 

[ When I pulled our TSA drop folder here, I noticed tha ^ ~| 

had run ttie name through ACS. She had put several communications in the folder which were veryb 6 

helpful. Basically, this individual was listed on the FBI' s original Project Lookout wa tch list but had been 
removed because the Miami office determined he had | | 

I point out this folder to you as a good example to use in our project to provide more information in these 
TSA No Fly/Selectee folders. Basically, the documents show that this individual probably should not be 
on the TSA No Fly list. So, I hopefully can use these documents to get #309 removed. 

It was also very helpful the way lhat | [ highlighted certain k ey inform ation in the documents she 
printed from ACS. Since #309 was still on the list, I referred th d b fficer to TSA for further 
information. I did not tell him my suspicion that this individual should have been removed from TSA's list. 

I will take up that with TSA separately. 

In any case, that folder serves as a good example of the type of information which will be extremely 
valuable as we continue to work witti TSA and to assist agents in the field that are involved in these 
decisions whether to prevent people from flying. If an FBI agent had called in instead of ar i j officer. 

I would have told the FBI agent of my concern over whether this person should even be on TSA's list. 



Ni INFORMATION CONTAINED I I 

Cf)U 03-/001 


SUSSMAN-141 



r^eiVVatclii Lists 


b7C -1 


From: 

To: 

Date: 

Subject: 


b6 -1 



Re: Watch Lists 


- Thanks. (Please see questions and observations below.) 

I [- was this the document you used to answer the Director's question in the attached email you se nt 
to tneb irector’s Brief Group? Or, did you receive another answer, or are you still waiting? I I 

I [ asked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it 
seemed that they v yere formulatin g a response, but now I'm not sure, because of my subsequent 
conversations withl land the attachment he sent me. 


b7C -1 


some questions and observations re the attachment - 

1 . Please correct me if I'm wrong - acc to o ur chat yesterd ay and last night, yoi | I didn't 

know about the attached email requ est fr om | | to the Director's Brief Group re how people get 

on and off the No Fly List. However ! |was tasked by Art Cummings to expand on a docume nt which 
listed various watch lists, and you don't know whether that tasking was in response to I | email 
request or for some other purpose. 

2. If possible, please email me what the original document looked like, and how ) | expanded it. /^so, 
there are some inaccuracies in what is written: 


b6 -1 


(at the criteria stated for Selectee 


b6 -1 



b2 -4 


(b) the description of law enforcement response for the Selectee list, which cites TSA directives, is wrong 



b2 -4 


(c) the No Fly List procedure omi ts the majority of the procedure, meaning that there IS a LEO response 
arid it invariably includes the FBI | 


Regards, 


□ 


AIL INFORMATION CONTAIHfU I 1 


»> I 1 1 0/2/02 1 2:1 3:42 PM »> 

As you requested. There was a "watch lisr summary which was emailed to | l and myself, and we were ]j']q -i 
asked to expound on the descriptions depicted therein. I do not know who authored the original watch list 
summary. 56 -i 


SUSSMAN-142 





b6 -1 


Ffe:lj^yygfd9 


F^getj 


From: 

To: 

Date: 

Subject: 


b7C -1 


Mon. Sep 23. 2002 2:08 PM 
Re: No Fly List 109 


Thanks for the response 


I We're here for you. should you need us in the future, j 

]09/231:15PM »> 


b7C -1 
b6 -1 


Thanks for your offer, but it probably cannot be accepted except bv TS A. which is unlikely. The | 
guys are seeing the lists because they may be part of thej group, to which I send the lists. 

1 b2 -4 

b7E -1 


TSA controls dis semination and, because the info comes from a variety of sources is consirinreri thp list 
"third-party" info.| 


| l'm not sure what thJ 
me list, aitnougn they might give it to their local contacts. 


JTSA reps do with 


b2 -4 
b7E -1 


Thanks again for your thoughts. 


SS A I' faxI 

Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
I teleo.gov 


b2 -1,2 
b7C -1 
b6 -1 




I do anvt 


»> 


are just starting to see them via] 
I IJ/C I 


B/23/02 10:53:06 AM 

'receive these lists? The FBI detailees here al l h /Vashinaton 
lan d we're wondering if we can assist in any disseminati' 


] 




I9/21 


4:15 PM »> 


b7C -1,3 
b6 -1,3 


Although I will be on annual leave next week, from 9/24-27, the first of four permanent Civil Aviation 
Security Program agent supervisors arrives on 9/25. SSA I Lw ill be "me" for the week, and I 


hope to leave her sufficiently clear instructions for disseminating and posting any lists that come in, 
although they may not be formatt ed in the usual m anner, /^s a backup, you may contact your TSA 
representative or the TSl Watch a ^ | for the most updated list and ID information. 


b6 -1, 3 
b7C -1,3 


For background info on why someone may be on the list, the FBI Terrorist Watch List Unit may be able to 
assist you. as they are working to backfill that info for their drop files. 


Please forward/disseminate as appropriate 


•• Recipients of this mail have either been designated as Airport Liaison Agents or have duties and 
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security 

W.L INFORMATION CONTWNIO 1 / 


SUSSMAN-143 












Subject: Re: No-Fly/Selectee List requirements 


Hi | I 



’ ' b6 -1 

Well. 09/11/2002 went a lot better that 09/1 1/2001 (thank God!) 


I'm looking to find out what it takes to get a person on the No-fly and/or Selectee list. I’ve had several 
inquiries (mostly regarding fugitives) about getting names added to the tist(s). Any info you have on the 
matter would be helpful. 

Thanks j | 



AU, information contained 

CfiU. 03 ^ 100 ^ 



SUSSMAN-147 





From: 

To: 

Date: 

Subject: 



TSA List Diss;erriin¥tw^^ 

[officials ^ 




T^age 1 1 


b2 -4,5 
blC -1,3 
b7D -1 


Thu. Oct 10. 2002 12:35 PM 
TSA List Dissemination td 


kifficials 


b7E -1,2 
b6 -1,3 


Sorry for the delay in responding - theoretically there is a TSA representative for| 

land that would be the thing to do - c pntact that oej 'son. but I don't have any list of 


TSA reps, or even a HQ number for th^ 


I 


security personnel. 


b2 -4 
b7D -1 


Just so you know, regardless of the pros of sharing the TSA lists amonj^l 


b7E -1 


in 


aviation security, TSA only disseminates to Oieir regulated parties, i.e., the air carriers and the airports, 
because the info is from "third parties” and the TSA has not sought a general concurrence from the 
contributing agencies to allow further dissemination of the lists, either bv them or bv the FBI. TSA 
maintains that everyone who needs to see the list sees it. | 


b2 -4 
b7E -1 


However, you could direct them to one of the following persons who may be able for further assistance: 




TSA Intelligence Watch 

distributes the lists to me) 


Hope this helps somewhat. I've cc'd the TSA Oetailee here, 
names to contact. 


b2 -1 
b7C -1,3 

as he surely might have other b 6 -1,3 


b7C -1 




tl 0/7/02 4:45:23 AM »> 


b6 -1 


The U.S . military has a significant say in the security operations of thd ^ iroort i H ~| 

I They work in conjunction wit H I As a significant transit point 

between the West and many Arab countries, we feel it would be important for officiats at t he airport to 
have the No-fly list. We are attempting to connect individuals at | j with someone in 

Washington, so the list can be directly transmitted to them. Do you have a name we could give, either at 
TSA or the Pentagon? 


b2 -4 
b7D -1 
b7E -1 


Additionally, I have read many e-mails back and forth on the topic of dissemination and nothing seems 
clear. I assume the US military can have a copy of this list. If not, kindly advise. 


Thank you. 


CC: 


b7C -1 
b6 -1 

1 TSA LIST PROCESS 


CONTAIN© 

TORftfl,ISJHNC.LASSlFI£ 



JO'ltf 


6.0 



SUSSMAN-148 







Fwd: Re; 

1 


1 


and l^b Fly List 




From: 

To: 

Date: 

Subject: 


AL U I GROUP: Aviation Field 17 

Tue Sep 17 2Q(| 7 8:05 PM 

^nd No Fly List 


Page 1 


b2 -4,5 
b7C -1,2 
b7E -1,2 
b6 -1,2 


I forward the attached for your information. Knowing this group, there will undoubtedly be some wise 
comments and observations, which I welcome. 


Thanks. 


CC: Aviation-CIRG&Training; Aviation-CTD; Aviation-D... 


All INFORMATION CONTAINHJ 

(Was ‘ 10^ 




o>L. 


SUSSMAN-155 






land f^b Fly List 



b7C -1,2 
b6 -1,2 


Tue. Sep 17. 
Re| |ai 


r,2002 1:21 PM 
and No Fly List 


[[wanted to get back with you concerning our conversation, 09/17/2002 and your request to have 
Iremoved from the no fly list. I have spoken with several individuals concerning this, TSA. 


b2 -4 


and others, to try to get to the bottom of this. | ' ' 

iHowever. Unfortunately we are not nninn to ha ahia tn rpmf»»pl Inamo 

from the li^ 

I Therefore, we do not want to be ^>6 -1,2 

laced with this risk. If you have any other questions please feel free to get back with me. Thanks! 

training camns the 

»j| 1 08/21 1:05 PM »> 


b5 -1 


Anyway , can you and the Terrorist Watch List Unit andl levisit this matter and see if you can get] | 
I l off the list? ^ T ' 


Thanks. 


b2 -1,2 
b7C -1,2,3 


SS/| ^ l(fax) b7C -1,2,: 

Civil Aviation Security Program, Room 11795 

Domestic Terrorism Counterterrorism Planning Section ^ -1,2,3 
Counterterrorism Division 
I l@leo.aov 


18/20/02 3:41:04 PM »> 


b7C -1,2 


' ' b6 -1,2 

Attached is an e-mail documenting concerns of a Hawaii resident by the name of | | who is 

being frequently stopped a nd questioned at various airports based upon the similarity of his name with 

Can you offer any suggestions as to how this Hawaii resident can obtain some 

relief from this scrutiny. Can a computerised entry be made on the no-fly list that! Lith the 

particular biographical descriptors is not identical tol I ^ ^ 


Thanks, 


Counterterrorism Squad, Honolulu 


b7C -1 
b6 -1 


AU INIORMATION CONTAINED 

CArf 03 ") 00^=^ 


SUSSMAN-156 




Fly?Silictee'List y ' _ ' '^-2. '^'. - I ’-1 1.7 -1 ~^i?XI 


bVC -1 


b6 -1 

55at.iJepyB.20U2 mPU 

Re; TSA No Fly/Selectee List 

I b2 -4 

b7C -1 
b7E -1 
b6 -1 



From; 

To: 

Date: 

Subject: 




J/27/02 2:48:41 PM 


»> 


Just a heads up to avoid unnecessary calls for air carriers who want us to check ISA's No Fly/Selectee 
Lists. The individuals here in the Watch List have been told to respond to FBI requests to check ISA's 
lists, but we have advised them not to provide information fr om ISA's lists to air carriers since the lists are 
not the FBI's lists. I will be discussing this witlL^^^^^jrUhe near future, but for now air carriers 
should be directed to ISA's 24/7 watch office a t I Thanksas well as the answer we provide 

to congressman writing on behalf of their constituents. 


b2 -1 


b7E -1 
b6 -1 


CC: 


b7C -1 
b6 -1 



SUSSMAN-157 





June 26, 2002 4:58 PM 


?e: Meet with TSA and FBI Counsel re TSA lists 


b7C -1 
b6 -1 


Monday at 3 is fine with me. I may be bringing a TDY agent with me, as that is his first day here and he is an Airport 
Agent, so this will provide the field perspective, if any such questions arise, 

»J ■ b /26/02 4:45:26 PM »> 

l et al: TSA Counsel called and suggested Monday afternoon at 3. Is that okay with you? I assume over here so I 
have reserved our OGC conference room, 7426. I'll clarify details and talk to you before that. 


□ 


1 06/26/02 10:50AM »> 

please set it up as soon as possible, Mon afternoon or lues, thanks. 

6/26/02 10:47:21 AM »> 


b7C -1,3 
b6 -1,3 


jUSrIet me know when the meeting is going to be. and where. 

Thanks 

^ b7C -1,3 

b6 -1,3 

06/25/02 05;00PM >» 

are you available earl y next w eek to go over the No Fly and Selectee lists with the TSA Counsel? As I mentioned in a 
ous email, I spoke wit H V esterday about the list "basics", but I was not able to identify the criteria, for one, as to what 
makes one a ’1<nown" vs a *^possible” threat to aviation, and other issues re interviewing passengers on the basis of the list, etc. 


»:J J6 /25/02 1:41:21 PM »> I 

1 1 called the TSA counsel and he wants to meet w/me, you and| |to learn more about the watchlists and what v ye 

snouid all do about it. I think thafs a good idea. What is your availability this week and next? and can you find out what 

is? ' 


<□ 


1 06/24/02 1 2:19PM »> 

Attached are two pieces which I've written or contributed to relative to the Watch lists In "kohl | | wpd". the second "buller 
talks briefly about Project Lookout tr ansitioning into the current Watch lists, "feingold llwod" is more extensive, and is a 
combination of answers provided by I l and me about the TSA lists versus other lists, i.e., the FBI's Terrorism Watch List. 

Perhaps this will give you some additional Info, maybe not.... b7c -1,3 

b2 -1 

I b6 -1, 3 


□ 


ss; ^ I K fax) 

Civil Aviation Security Program. Room 11795 
Domestic Ten-orism Counterterrorism Planning Section 
Countert errorism Division 

^" ^leo.aov b2 -1,2 

b7C "I 

b6 -1 


Alt COf'TAINtiD 


SUSSMAN-158 


1 





From: 

Sent: 

To: 

Cc: 

Subject: 


ACummings 


te: Meet witT 


b7C -1,3 
b6 -1,3 


Counsel re TSA lists 


I I if at all possible I will attempt to attend this. AMC J 

1 )6/26 10:50 AM »> 

please set it up as soon as possible. Mon afternoon or Tues. thanks. 
[ 6/26/02 10:47:21 AM »> 

' jusi lel me know when the meeting is going to be, and where. 

Thanks 


bVC -1,3 
b6 -1,3 


b7C -1,3 
b6 -1,3 
b2 -1 


|06/25/02 05:00PM »> 

3 re you available early next week to go over the No Fly and Selectee lists with the TSA Counsel? As I mentioned in a previous email, I spoke with 
esterday about the list "basics", but 1 was not able to iden% the criteria, for one, as to what makes one a "known" vs a "possible" threat to 
1 , and other issues re interviewing passengers on the basis of the list, etc. 


□□ 


[6/25/02 1 :41 :21 PM »> 

II called the TSA counsel and he wants to meet w/me, you learn more i 

t a good Idea. What is your availability this week and next? and can you find out wha 




watchUsts and what we should all do about it 1 toink 

IS? 


06/24/02 12:19PM >» 

Attached are two pieces ^ich IVe written or contributed to ret^ve to the Watch lists, in "kohl | I wpd”, the second "bullet" talks ^ 
Lookout transitioning into the current Watch lists, "feingold l k od" is more extensive, and is a combination of answers provided by| 
about the TSA lists versus other lists, i.e., the FBI's Terrorism Watch List. Perhaps this will give you some additional Info, maybe n 


It Project 
Ind me 


□ 


SS/ H K fax) 

Civil Aviation Security Program, Room 11795 
bomestic Terrorism Counterterrorism Planning Section 
Counterte norism Division 
p^leo.Qov 

1 b2 -1,2 

b7C -1 
b6 -1 


b2 -1 
b7C -1 
b6 -1 


All (NFDfif,aiiON COMTAIKED 




1 


SUSSMAN-160 





From: 

Sent: 

To: 

Cc: 

Subject: 


ACummings 

^ Wednesday, August 07, 2002 1 :49 PM 


b7C 


Re: Legat dissem of No Fly List 




b2 

b5 

b7E 


be disseminated outside of the U.S. intelllaence community if that farj I 




>»r 

"Cir 


6:52 PM »> 


b7C 


This is probably a tricky question depending on to whom you wish to give it and why. If you have an PAA/TSA rep at your embassy, it might be best to 
discuss this with them and let me know what they say. Tve been answering this question for other legats, but each legafs situation may be different. 


I think it should be disseminable to liaison contacts responsible for aviation*security matters, meaning the police at the airport wiN be interviewing 
potential matches to the list. You can't conduct the interviews... Beyond that, we have made no decisions as to putting these folks in NCIC. and what 
to do if they are stopped on a street comer. I am permitted, by ISA regulation now. to disseminate within my agency, and the carriers are permitted to 
disseminate locally to law enforcement, so if you give it to law enforcement, same thing. 


Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run into problems or other questions, please let 
me know. 


>»l b /5/02 1 : 1 1 :06 AM »> 

Can we dissseminate this list to | 


b7C 


1 08/01/02 05:58AM »> 

I've received a couple of questions from Legats about the lists, such as whether the names are in other databases, etc. I'll answer as I can and cc 
everyone, and then try to compile a comprehensive info sheet at some point. For example, since the FBI is only one contributor to these lists, I cannot 
say what other databases may contain ALL the names. However, it is very likely that a lot. if not all, of the names are In TECS and Visa/Viper, because 
those agencies often receive same info that the FBI receives, and those agencies input names whether they end up on the TSA lists or r\ot. I am 
hoping that any FBI entity which adds a name to this list also sees to it that the name is added to all the other lists as well. 


Please forward this mail as appropriate within your offices and to CP/Duty Agent. Thank you. 


** Recipients of this mail have either been designated as Airport Liaison Agents or have duties and responsibilities which necessitate, or are enhanced 
by, awareness of Transportation Security Administration (TSA - formerly FAA) security information. 


ss/T 


Ifax) 


b2 


Civil Aviation Security Program, Koom 11795 
Domestic Terrorism Counterterrorism Planning Section 
nnimteft^rmrism Division 7 C 

leoLOov 


fo/rl; 

:ey 






b2 


These lists and general guidance for FBI response to possible name matches on TSA lists rnay be found a d 1 on 

the FBI Intranet, and also on LEO, Special Interest Groups, FBI, Member Area. The lists are sorted two ways, alphabetically and by SID (Subject ID) 
number.** 


1 
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wo T1 


SUSSMAN-162 



1 







SUSSMAN-163 


From: 

Sent: 

To: 

Cc: 

Subject: 


Thursday. October 17, 200 2 1 1 :23 AM 


Fwd: Re: Terrorism Watch List, etc. 


b7C -1 
b6 -1 


b7C -1 
b6 -1 


I \ have dealt wit H l in DT (who disseminates the No-Fly list to field offices and provides them guidance on what to do in 

response to a "hiT) and the TSA people on these concerns a few months ago but not the TWL people directly. Feel free to send it to | | 
although I realize the criminal law/procedure concerns are not really his job to tend to directly. b 7 C - 1 


cq 

wheth< 


10/17/02 11:06AM >» 


I sent the information to you for the criminal law issues that you raised, and not the Intel Issues. I can’t determine from your res| 
her you are dealing with TWL people regarding the issues you raised in your response to me. If not. 1*11 forward your response to 
unless you did so separately. Thanks. 


iogose 



1 10/17/02 09;46AM »> 

Thanks 






1 






1 







CO H W ^ 


SUSSMAN-165 



1 









I l /\^hen do you think we will know and should we push for the delay (with ! \ for the reasons that we have i' 

to kno w how soon vy e will have our own house In order and can discuss 

with th ^ I it is very hard to s^~but it has to be sooner rather than later. 1 suggest we try to delay a month ar 

^Prioritize t his Issue in house with the right senior people right away. 

» i 1 07/31 / 02 09:13PM >» _ 


b7C -1 
1^70 -1 
b6 -1 


I (They are the same issues we face 

with our own agents, so solve those and we don't need a meeting. I thinK we need to talk in-house again, once you get 
those criteria about who ends up on the list. We need to try and draw a line about the minimum info needed on someone^ 
before they go on a list. 



>»| |07/30/02 09:55AM »> 

- All - Re prev ious mail, th e day was in correctly liste d as Tuesday, and because the flight time from Dulles 
doesn't arrive ! [ until 9:56 amj [scheduled the meeting from 11am - 1pm. I've m ade the 

change in the original mail below. In addition, there will be no discussion as the No 

Fly List issues will undoubtedly take up the whole 2 hours. 

I will be attending, as will [ for TSA. I 

strongly suggest that as many of you plan to attend as possible (with the possible exception of TMU). 


4 

-1,3 
■1 

— X 
-1 
1,3 

Thank you. | | 


FYI - The and TSA considerl I TSA No Fly List matters (Fm I I 

The li st is known as the "FBI Wa tchlist” inb 7 c 

circles and the TSA is referring all complaints from citizens to the FBI J | Now, I dob7D 

mind that as I believe I am able to explain to them how it works and some of their options for contacting the 
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they cduif 


b2 -4 
b7C -1 
b7D -1 
b7E -1 
b6 -1 









Original Message- 


From 

Se nt: July 06, 2002 2 :51 PM 
To: 

Cc: 


](FBI) [mailto 


eo.gov] 


](E-mail);| 


KE-mail) 


Subject: Re: TSA No Fly LisT 


(E-mail) 


b7C -1,3,5 
b6 -1,3,5 


\ sorry, I was looking on the wrong lists - it looks like there is a on the most current Selectee 











SUSSMAN-168 


• List 44. 


wiikiiiiai iyicssuMC 

From: 

(FBIV <EZ 

l5)leo.gov> 



To: 


_i 

1 

(E-mail)" 

1 iro)iaa,gov> 




Cc:| 

[(E-mail) 

Instate, go v>;| 


(E-mail)" 

^^st.dot.ec 

^ 


Sent: Friday, July 2002 5:50 PM 
Subject: Re: TSA No Fly List 


hlC -1,3,5 
b7D -1 
b6 -1,3,5 


Hello | I 


It appears t hat there is no more 


should have no more problems tor now. However, if anotheq 
his name would trigger something. Your advice was the best that could 
don't know if FBI put him on the list or not. 


Ion either of the two lists ( No Fly 73 or Selectee 44), so Mr. | ~| 


jshould be put on the list, 


be given under the circumstances. I 

b7C -2, 5 
b6 -2,5 


Supervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 1 1795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 

|(fax) 


Original Message 


From: 


To: 

|(E-mail)"l 

|5jfaa.eov 


Cc: 

l(E-mmiyT" 

Falstate.eov; 

1 (E-mail)' 

l~ 

Ko).ost.dot.gov;l 

l(E-mail)" i 

l(S),leo.aov 

Sent: Friday, July 05, 2002 9:51 AM 
Subject: TSA No Fly List 



b2 -1,2 
b7C -1,3,5 
b7D -1 
b6 -1,3,5 


b7C -1,2 
b6 -1,2 


There is a specific case involving the TSA List whi ch is a slightly bigger problem for us. T he list contains the 


name: 


] 


we have a Mr. 


ho is continually 

denied access to the automated check-in and is given the third dey ee every time he tlies. The probl em is our 

which means that he a member of l ] 




jwhic h means that he is re quired to tra vel t 


ch means mat he is req 
] We have advised ourf 


The 


match those on his passport i.e. 
Flyer details to all his boo 
checked out early through 
you folks to verify whether youi_ 



id provides Mr 
livhen he tra vels to the! 


he world for preparatory meetings related to 
Ito book hi s ticket using his full names which 

His travel agent has added his Frequent 


pOB, Passport # and Country of Issue so he can 
Still he get's hassled. Is there anyway way for 


Jis still a valid name, add more details or delete it? We're still 


looking forward to meeting with you folks to try and come to grips with the TSA List issue. 


3 





»> I r 07/30/02 09:55AM »> 

All - Re prev ious mail, t he day was in correctly liste d as Tuesday, and because the flight time from Dulles ^2 


doesn't arrive] juntil 9:56 amj jscheduled the meeting 1 

change in the original mail below. In addition, there will be no discussion 
Fly List issues will undoubtedly take up the whole 2 hours. 


scheduled the meeting from 1 lam - Ipm. I've m^ e the b?c - 1 , 

re will be no discussion astheJb 7 D -1 

I 1 b7E -1 


I will be attending, as will j j for TSA. I 

strongly suggest that as many of you plan to attend as possible (with the possible exception of TMU). 


FYI- Thel land TSA consided I TSA No Fly List matters (I'm still 

i The list is known as the "FBI Watchlist" in al^? -4 

circles and the TSA is referring all complaints from citizens to the FBI J I Now, I don'1b7E -1 

mind that as I believe I am able to explain to them how it works and some of their options for contacting the 
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they cab 2 -4 


Thank you. | | 


b7D -1 
b7E -1 





















SUSSMAN-171 


Subject; Re: TSA No Fly List 
Hello] I 


b7C -2,5 
b6 -2, 5 


It appears th at there is no more 

jhould have no more problems tor now. However, if anothei] 


on either of the two lists f> {o Flv 73 or Selectee 44), so Mr.| 

should be put on the list. 


his name would trigger something. Your advice was the best that could be given under the circumstances. I 
don't know if FBI put him on the list or not. 


I Supervisory Special Agent 

Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 



(fax) 










To: 

kE-mail) 

<l 

fefaa.gov 


Cc: 

fE-main"l 

~l2).state.gov: 



5),ost.dot.gov:| 


E-mail)" 

|fa),leo.go^ 


(E-mail)" 


Subject: TSA No Fly List 


b2 -1,2 
b7C -1,3,5 
b7D -1 
b6 -1,3,5 


b7C -1,2,5 
b6 -1,2,5 


There is a specific case involving the TSA List whi ch is a slightly bigger problem for us. T he list contains the 
name:| I I we have a Mr. 1who is continually 


denied access to the automated check-in and is given the third degr ee every time he flies. The prob lem is our 

phich means that he a member o^ ' 


Iwhic h means that he is re quired to trav el the world for preparatory meetings related to 
We h ave advised our Ito book his ticket using his fiill names which 


the 

match those on his passport i.e. 

Flyer details to all his bo okings a nd provides Mr, 

checked out early throug H jwhen he trav els to the States. Still he get's hassled. Is there anyway way for 
you folks to verify whether your | is still a valid name, add more details or delete it? We're still 

looking forward to meeting with you folks to try and come to grips with the TSA List issue. 


|His travel agent has added his Frequent 

]dOB, Passport # and Country of Issue so he can 



3 




SUSSMAN-172 







From: 




b7C -i 

Sent: 

To: 

Cc: 

Subject: 

Tuesdav. jJuly 23, 2002 10:17 AM 
’ No-Fly List 

ACUMMINGS 

b6 -1 


1 

et al: This Is to confirm our understanding In OGC of yesterday's meeting. We all recognize the needs: 


1 

b5 -] 


1 





Obviously, CTD will have to address the last three of the four items listed above-although OGC will certainly help wherever we can. However, 
we can and should play an integral role in developing critena. We can work on criteria in theory but we really need to learn the track record of 
experience so far. 

Tq that and, you aoraad to mnsult with tha manizant nannie in the TWL unit and other IT soiirRes to assemble some of tha antiial l~ I 


Let me know if your understanding is different than what i have described and please let us know how you are progressing in finding out the 

actual criteria used so far. , . ^ 

Id o X ^ ^ 

Thanks/j | * b2 -1 


b7C 
b6 - 


■1 


b7C -3 
b6 -3 



I 




SUSSMAN-173 


All mmm contaii'Ied 












SUSSMAN-174 



My next move is to consult the ! 

for No-Fly decisions after t dist^ss this within OGC7 


07/01/02 07:32PM »> 


) 


n the DAG'S office—about the issue of the legal basis 


b2 -1 
b7C -1 
b6 -1 


Whftn it rainc it nniirs 


] I ask tha|_ 


|oc3t;, 

go into additional legal citations from the USA PATRIOT ACT that might be pertinent, but the Aviation ana i ransportation 
Security Act (ATSA) of 2001 . passed on November 19. 2001 , mandates in Section 101, (a), §114 (h) 
entitled "Management of Security Information", that the Under Secretary of Transportation for Security 
shall: 


(1 ) enter into memoranda of understanding with Federal agencies or other entities to share or 
othenMse aoss-check as necessary data on individuals identified on Federal agency databases 
who may pose a risk to transportation or national security; 


b2 -4 
b7C -1 
b7E -1 
b6 -1 


(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the 
identity of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a 
threat to airline or passenger safety; 


(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and 
procedures requiring air cairiers- 

(A) to use information from government agencies to identify individuals on 
passenger lists who may be a threat to civil awation or national security; and 


(B) if such an individual is identified, notify appropriate law enforcement agencies,, 
prevent the individual from boarding an aircraft, or take other appropriate action 
with respect to that individual; and 


(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or 
national security. 


Personally, I think that this about covers it. and hopefully, the FBI will be consulted o n revisions to the TSA 


Security Directives to be more clear about who is to contact whom in what situation. 

I Perhaps they need to near a definitive statement from tne i-bi on these matters. 


I hope this helps. 


SS/iJ 


(fax) 


Jb2 -4 
b5 -1,2 
b7C -1 
b7E -1 
b6 -1 


2 




SUSSMAN-175 


Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 


leo.QOV 


b2 -2 
b7C -1 
b6 -1 



i/27/02 5:05:03 PM »> 


As CPC of the pivision, I have been asked to obtain some information for the United States Attorney's Office, | 

I concemino the legal authority under which the FAA/TSA promulgate the No Fly and Selectee lists. PecsQD£ 

from the United States Attorney's Office were recently a fforded a briefing regarding the No Fly and Selectee lists by SAI 

I I Airport Liaison Agent. Following this briefing, SA | | received a request for additional information which has been 
fonvarded to the CDC for handling. 


My understanding is' that the U.S. Attorney's Office would like some assistance in identifying the specific 
statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA and/or TSA to compile 
and disseminate the lists. There is no known agenda attached to the request other than further informing the understanding of 
appropriate personnel regarding the program. 


I have read the "Notes and Guidance" which you prepared on 03/25/200 2 and accordingly. \ hope t hat you may be of some 
help in responding to the request from the United States Attorney’s Office ! I If your Unit maintains 

responsive Information, please forward same to my attention. I may be reached ai \ 


b2 -1 
b6 -1 
b7C -1 


3 




SUSSMAN-176 


■ o7C -1 

From: 

Sent: 

To: 

Subject: 


Thank you all for working on this situation and for your patience with my frustration to get to a logical and streamlined 
process that is written down, legally defensible and understood by all. I do believe that these discussions will enable us to 
provide TSA with the information they seek, and we will all be more clear, too. 



b5 -1,2 
b7C -1 
b6 -1 




1 




b^US^I^N-177 

b6 -1,2 


From: 

Sent: 

To: 

Cc: 

Subject; 


Monday, July 29. 2002 3:32 PM 




No Fly List re 

_r 


b7C -2 
b6 -2 


Occasionally I get calls from passengers who match No Fly names, looking for some guidance and potentially a solution to 
be stopped all the time. Although there is no way to prevent the initial "stop”, I usually try to make sure that all possible 
procedures are being implemented to avoid delay to non-matches and to avoid the FBI or police being called 
unnecessarily. 


| l don't know if what he says is true, but I'm hoping that you can 
determine from him the exact nature of what’s happening, and if it sounds like there is something the airlines or the police 
could do better, maybe you can facilitate that. 

He understands (1) that there is a list, (2) how he matches the other 3 names, but has no other criteria, and (3) that he 
needs to be "cleared”. However, he says that in Jacksonville, it's more difficult and involves the police, whereas in larger 
airports, the aiilines dear him directly. Furthermore, he said the police in Jacksonville talked about having INS talk to him. 

That's when he got upset and said he is a U.S. citizen, etc etc He says he's made a several calls to the TSA and local 

FBI, and ended up with my name.... 

He also says he spoke in person with someone at the Jacksonville office, but he couldn't remember their name and he 
said the person was "dressed down" so maybe he wasn't an agent. He said the person was very kind, but couldn't assist 
him. 

He has Frequent Flyer numbers so I told him to contact the airlines to see if the corporate security managers of those 
airlines could find a way to have the Jacksonville personnel clear him without the police. I told him that not all airlines have 
implemented systems that can dear passengers who only match one criteria, so I also told him that he can contact the 
airport police in advance of his check-in, to alert them to his arrival, to avoid delays. Those are the only two solutions I 
could offer him. 


Do you know this gentleman? Please see if you can find out what might be happening in the airport, with the airlines and 
with the police, i.e., are they delaying him unnecessarily, or is he a close match to the names on the list? Seems to me 
that if he is a regular traveler, Jackson ville Airport employees and police should be able to clear him pretty quickly. If you 


work something out, please let me and^ 


know. You will be doing everyone a great service! 


Thanks. □ 
Lastly, 


t;. CUMTAIKfD 





b7C -1,2 
b6 -1,2 


1 





SUSSMAN-178 


From; [ 

Sent: 

To; 

Cc: 

Subject; 




MORE No Fly List rd 


b7C -1,2 
b6 -1,2 


ImmediaiBlv aftar 


sent my previous mail, I received an email from] 
Attached is that mail and my response. 


Thanks for looking into this situation. 


□ 


b7C -1,2 
b6 -1,2 


Occasionally I get calls from passengers who match No Fly names, looking for some guidance and potentially a solution 
be stopped all the time. Although there Is no way to prevent the initial "stop'', I usually try to make sure that all possible 
procedures are being implemented to avoid delay to non-matches and to avoid the FBI or police being called 
unnecessarily. 


1 1 don’t Know it wnat ne says is true, but I'M inSf ydU fidfl 
determine trom him the exact nature or wnars nappening, and if it sounds like there is something the airlines or the police 
could do better, maybe you can facilitate that. 


to 

b7C -2 
b6 -2 


He understands (1 ) that there is a list, (2) how he matches the other 3 names, but has no other criteria, and (3). that he 
needs to be "cleared”. However, he says that in Jacksonville, it's more difficult and involves the police, whereas in larger 
airports, the airlines clear him directly. Furthermore, he said the police in Jacksonville talked about having INS talk to him. 

That’s when he got upset and said he is a U.S. citizen, etc etc He says he's made a several calls to the TSA and local 

FBI, and ended up with my name.... 


He also says he spoke in person with someone at the Jacksonville office, but he couldn't remember their name and he 
said the person was "dressed down" so maybe he wasn't an agent. He said the person was very kind, but couldn’t assist 
him. 


He has Frequent Flyer numbers so I told him to contact the airlines to see if the corporate security managers of those 
aidines could find a way to have the Jacksonville personnel clear him without the police. I told him that not all airlines have 
implemented systems that can clear passengers who only match one criteria, so I also told him that he can contact the 
airport police in advance of his check-in, to alert them to his arrival, to avoid delays. Those are the only two solutions I 
could offer him. 


Do you know this gentleman? Please see if you can find out what might be happening in the airport, with the airlines and 
with the police, i.e., are they delaying him unnecessarily, or is he a close match to the names on the list? Seems to me 
that if he is a regular traveler, Jackson ville Airoort employees and police should be able to clear him pretty quickly. If you 
work something out, please let me and [know. You will be doing everyone a great service! 



1 




SUSSMAN-179 



b2 -2 

b7C -1,2,6 
b6 -1,2,6 


ALL !NF0^1Ali0N CCNTAINE0 

I tWdi-/'T'l<l ' 


Thank you for your email to explairiL 
Airport. Please understand that it is not 


list, but simi larly named 
might imagine, [ 


I exper ience at Jacksonville 

1 


J who is on the No 
^ r to aviation. 


J eople who may poS? 
experience is repeated across thecountry with 


Fly 

AS you 


the more common names , Doth in Arabic and English. It's difficult to be too 
cautious. Pfocedurally, when people with names similar to names on the list 
present themselves at the ticket counter with their identification, airlines 
are given the option of determining for themselves that the passenger is not 
the person on the list. Some airlines either don’t have the capability or 
don't accept the option to make the determination, and therefore the;^ must 
contact the airport police for a decision, if the police were checking 
databases, it's possible th ey didn't w ant to render a decision until they 
were absolutely sure of who I ' , 


real question as to whether 
clearance should not take mflre than 


was, or wasn't, unless there 1S a 
is the same as someone on the list, 
mi nutes . 


b7C -2 
b6 -2 


I just got off the phone with i I and i t sounds li ke a problem with 

the airlines at Jacksonville airport, because F ~| ad vised that he 

didn't have the same problem at Dulles in D.c.^ i provided I I with 

some guidance for contacting the airlines with whom he has a Frequent Flyer 
number, and also for initiating contact himself with the airport police 
prior to arrival at the airport, to give them a heads-up. 

In the meantime, I know l I spoke with someone today at the 

Jacksonville FBI office, but i didn't recognize the name of the person he 
spoke with. Therefore, I will be contacting two experienced aviation 
security agents in our Jacksonville office for follow-up at the airport to 
see if there is a problem which can be easily rectified. 


sincerely, 


Supervisory Special Agent 
Cl VI I Aviation security Program 
Special Events Management Unit, Room 11795 

Domestic Terrorism Counterterrorism Planning Section 52 -1,2 

Counterterrorism Division 
Federal Bu reau of investiaa 


! ion 
(fax) 


b7C -1,6 
b6 -1,6 


Original Message 

Fro m: 1 I com 

To: I I ^ 

Cc: I 

Sent: wo noav. juiv za. zuuz PM 

Subject: I 


The FAA referred me to vou reg arding a "No Fly List" in which our| 

[has inadvertently been put on. As ne was 
luaviiiy JdLKsuiivi lie liiis murhing, he was detained for forty-five (45) 
minutes (and almost missed his flight to New Orleans) to be run through 
every computer database that was available by the local authorities. The 
local authorities suggested that he call the FBI to have his removed from 

Page 1 






SUSSMAN-180 


Rp I I 

this so-call ed "no Fly List". The TSA and FAA were also notified by both 
I I of f i ce personnel, as well as myself. After numerous calls, 

transfers, etc., we were directed back to the FBI. 


I l is a very well-known and respected physic ian here the 

Jacksonvi lie, FL area (please refer to his website : i ~l 

Quite often, he is required to travel out of state for seminars, business, 
personal and other hospital related issues; and it is imperative that he 
not be continually detained by the authorities. After the 9/11 terrorists 
atta cks, we und erstand the need for increased security; however, we hope 
that ! I will not have to endure the humiliation and delay in travel 

that he experienced this morning. 


His passport number is: 



His date of birth is: 


b6 -2,6 
b7C -2,6 


on Monday, July 29th . 1 I wi 1 1 be meeting with the local FBI here in 

lacksonville, FL. if there is any further light you can shed on this 
incident, it would be greatly appreciated. 


sincerely 


Page 2 






SUSSMAN-181 


From: 

Sent: 

To: 

Cc: 

Subject: 


Friday. August 30. 2Q Q2 5:04 PM 


I 

No Fly & Selectee List ID Info 


b7C -1,3 
b6 -1,3 



Thanks. 


Example 

and her husband] 

Newark (tor three hoursV Portland and L.A. 




nd are U.S. citizens. 

to make a Dusiness meeting because she missed two flights waiting for the police* 


have been stopped several times, in San Diego (her h ome town). 
er daughter was also stopped and queried. Both] f 

I'eported that she was unac 
to Clear ner. She is concerned about 




b7C 

b6 


the embarrassment, the del ays, the effec t on her employment and the potential trauma to her daughter if they continue to 
be unduly delayed. I advisec j to contact the three airlines she flies regularly (Alaska. United, and Continental), 

to see if they will be able to assist her by putting some bio info into their systems so that when she presents herself at the 
ticket counter, she can be excluded as THE person on the list. 


-2 

-2 



1 






SUSSMAN-182 


From: | | 

Sent: Thursday, October 10, 2002 8:07 PM 

To: I I 

Cc: Aviation-CAS Program; TSA LIST PROCESS; TBUSH 

Subject: Re: No-fly List 


i • 

b7C -1 
b6 -1 


First of all, thanks to Tom Bush - 1 have him fooled, eh? :-) 



1 . Q. We have found out that there are possiblityj 
airport. 


No-Fly lists being maintained and utilized at the 


A. There is only one No Fly List - it is capable of being printed and the TSA maintains it, based on info from FBI, 
CIA and other Intel sources. The current list is #115, and it is about 41 pages long right now. 



b2 -4 
b7E -1 


3. Q, These list are not comprehensive and not centralized. » 

A. The lists will never be comprehensive and centralized, as they have different purposes and are maintained by 
different agencies. However, one day they will all be checked simultaneously (I will be retired by then!) 

3. Q. Some subjects appear are one list but not the others. 

A. I would imagine that the No Fly List contains some names that are also in VGTOF, but not all No Fly names are 
in VGTOF, although they should be. There will never be consistency due to input mechanisms, etc. and purpose 
of "lists." 


4. Q. Some of the lists are old and not current. A. Throw old lists away and ask the agencies for new lists. I keep 
you up to date as best as I can with the TSA list. VGTOF is as current as the entries.) | 


5. Q. Please advise how we can oet these people on the No-Fly List ASAP 


AT 






6. 

Q. BU EC, Dated 10/09/02, titled 

is a directive to field offices 


b2 -4 
b7E -1 


confirming that all subjects have been appropriately watchlisted. We have contacted TSA today, 10/10/02 to verify if our 



I 




n 

1 have to leave for the evening ' 1 hope this helps somewhat b7c -i 

1 1 



L 

Im/m/n? 12-12-44PM »> 

b2 

b7E 

[Z 

Hello from] pur New SAC, r om Bush spoke highly of you yesterday. 


we here in 


have a problem and are wondering if you could help us out. We have found out that 


1 


b2 -4 
b7E -1 




SUSSMAN-183 


No-Fly lists being maintained and utilized at the airport. The agencies having lists, 

M ■ A. I! I ^ ..f - 


there are possibiitv^ 

^ ijr 1. iwn iian i^vi anvj uuii4.c;\j c2i u 1C 0)1 pui 1. I Mc luic^ I mviny I 

as we know of are TSA, FBI and the airlines. These list are not comprehensive and not centralized. Some subjects 
appear are one list but not the others. Some of the lists are old and not current. We are r^lly confused. 


b2 -4 
b7E '1 


Itsm 


1 ot our off ice has been in contact withf 


TSA at SIOC andT 


]fbihq 


b2 -4 
leen the most b7E -i 


attempting to place these ] [ Subjects on the NO-Fly lists, again with no success. | ^ |has 

helpful but we have not yet been able to get the sub jects placed on the lists. BU EC, Dat^ lUH)a/0i', titled | 

I - l is a directive to field offices confirming that all subjects have been 

appropriately watchlisted. We have contacted TSA today, 10/10/02 to verify If our subjects have been place on the list and 
again determine that they have not. Please advise how we can get these people on the No-Fly List ASAP. 


Thanks 


b2 -4 

b7C -1,3,5 
b7E -1 
b6 -1,3,5 
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SUSSMAN-195 





b7C -1,3 
"b6 -1,3 ■ 


From: 

Sent: 

To: 

Cc: • 

Subject: 


[ 


c 


Thursdav^ Decamhftr 12, 2002 1:21 PM 


"bl 

b2 -4 
b7C -2,3 
b7E -1 


APISTERZI; Aviation-CAS Program; TERRORIST WATCH LIST Unit; TSA LlST^S -2 , 3 


Re; No Fly List Issue 


ASAC PiQtoryi writoc rtf a cihiatinn whirh Pv/a hmiirthf fn ivniir atfonfion ao ia/oH ac fo fha T.QI \A/atrh 

[ 

Qamelv that we need _ 

- • 1 



Please talk to 


to see if TSA will require the submitting agencies to puC 






I'm sure an expeditious response will be most appreciated by all concerned. Thanks 


SS/C 


](fax) 


b3 -2 
b6 -3 
b7C -3 


Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
^ leo.gov 


b2 -1,2 
b7C -1 
b6 -i 


bl 

b2 -4 
b7E -1 


»> ALBERT J PISTERZl 12/10/02 12:08:13 PM »> 


SAC Knowlton would like a resolution to a recurring problem weVe encountered in LV regarding a No-Fly List (NFL) issue. 




TW^TOBI8?rniSn!!5iI?TS!R?veranir?!S^venR^3Bn5nnonfR?affT^?a^^ 


Your attention in this matter is very much appreciated. 

M 


b2 -1 


BY: 

IkSGlt 1.5 { ^ / 


b3 -2 
b6 -2 
b7C -2 


C! 


REASON: 1.5 ( 

. ,SECWSSIfy_OH:j: 

Mil ItlSURlUyl'iC;: CCi't.AifltD 
HSREi;3 X£ U.ICLASS2?IEDEZCEP1 
BHEM SH0?« OTH£HyiISE. 








§^SS^AN-197 

b6 -1 


From: 

Sent: 

To: 

Cc: 

Subject: 


^ iviuiiuay, August 05, 2002 7:25 PM 


No Fly Name & Frozen Money 


b2 -4 
b7E -1 


I don't know anything about the freeze on his assets, but 
can provide additional info. 


This is the best info I have at the present time 


I’ve cc'd 


Financial Review Group, in the event he 

-* b7C -I 


b6 -1 


ss/C 


J(fax) 


Civil Aviation Security Program. Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
gleo.gov 


b2 -1,2 
b6 -1 
b7C -1 


b2 -4 
b7C -2,4 
b7E -1 
b6 -2,4 


Hi 


18/2/02 8:31:04 PM 


»> 


I wasn't sure where else to st art on this issue and I thought you might have some advic e. We received a call from a 
I I wrtio is a Sergeant First Class in the US Army stationed al l I 


and who was wondering if we could do anything to help his situation. He was very polite on the 
H6 says mat he is stopped and queried by LE on a very regular basis when he tries to fly commercially. 

/Vpparently the exception to this is Northwest Airlines with whom he has had an account for several years. He understands 
why. if you will, but wanted to know if there was anything he could do. such as using his full name instead of a middle initial 

when making res ervations, etc. He also recently had a| | 

I Iwhen he atte mpted to send money to his wife in Memphis, Tenn. His mother resides in the UK and fears 


that if he tries td 


Ko his mother, something similar will happen. 


and othe r places lik 


jf 


checked the most recent No-Fly and Selectee lists and found 3 


Having told you this whole storv. have y ou heard any methods for trying to preempt special attention at ^imorts sog cifically 
ar Places likJ 

NF and l| pn the Selectee. Are other offices reporting similar issues? 


on the 


Just wondering if you had any advice... 
Thanx , 



1 




SUSSMAN-198 


From: 

Sent: 

To: 

Cc: 

Subject; 


Wednesday, September 18. 2002 4:41 PM 

I b7C -1,3 
b6 -1,3 

No Fly List Procedures 


To your kno yyiedge. have the TSA and the FBI agreed to a chanoe in response pro tocols for potential matches on the No {^7 g _ ^ 
Fly List. i.e.. l I I'm sure that if there had been such a 

major change in procedure, you would have let me know. I've seen no Security Directive to that effect and I can't imagine 
it. Anyway, I ask because I think SIOC may have inadvertantly misadvised one field office to that effect, and that office has 
asked for clarification. As far as t know, and please correct me if I'm wrong, the process, in a nutshell, is still as fellows; 


FBI agents oet contacted bv the local police or air carrier to resolve potential list matches. I I 



Is that still the procedure? Thanks. 

1 1 b2 -4 

b2 -1 2 

om 11795 g 7 c 

>m Planning Section b6 -1 

SSA 1 

Civil Aviation Security Program, Ko 
Domestic Terrorism Counterterroris 
Counterterrorism Division 
-| l^leo.gov 



1 





SUSSMAN-199 


From: 

Sent: 

To: 

Cc: 

Subject: 


Tuesday. July 23, 2002 1 :03 PM 
He; No-Hy List 


iolC -1,3, 
b6 -1,3 


ALL iNhORMATlOK CONTAINa) / 

Z^^as-/77f ' 


I agree with your assessment of the needs, the rationale, the assistance OGC can provide, and hearing fron d 

(as to his perceptions and even to verify or confirm some of what we discussed yesterday - if he provides info that is at 

odds with my understanding of ISA's position or handling of things, please let me know.) 


Thanks again. 


IZ=I 


b7C -1 
b6 -1 


» 


, , 7/23/02 10:51 :02 AM »> 

I would also add that OGC can help in the first category, estabiishing criteria, inasmuch as we can, pen I suggestion 


b5 -1,2 
b7C -1 
b6 -1 


»:| 1 07/23/02 10:16AM »> 

et al: This is to confirm our understanding in OGC of yesterday’s meeting. We all recognize the needs: 


-b7C -1 
b6 -1 



]b5 -1,2 


Obviously, CTD will have to address the last three of the four items listed above-although OGC will certainly help 
wherever we can. However, we can and should play an integral role in developing criteria. We can work on criteria in 
theory but we really need to learn the track record of experience so far. ^ 

To that e nd, you agreed to consu lt with the cognizant people in the TWL unit and other IT snurreg tn aQcamKto 
the actuall \ 


Let me know if your understanding is different than what I have described and please let us know how you are progressing 
. in finding out the actual criteria used so far. 


1 






Subject: Re; USA PATRIOT Act Sec. 1009? 


|- boy, this is getting a bit complicated. Of course, I should have known that someone in the FBI was following the implementalbS - 1,2 
requirements of various parts of all this legislation, and usually I will end up with aviation-related things like this, but not this time. b7 C - 1 
So, not only is Congress wanting an update, but now DOJ is tracking it too. Just gets worse, doesn’t it? b6 - 1 

In response to your question, yes, IVe developed a significant role in the watch list procedures and am privy, along with others, to 
various info sharing efforts regarding comparing passenger data and names of known/suspected terrorists, but that grew independently 
of any legislative mandate to study such things. From vour descri ntiom it sounds like no one picked it up "officially”, however, that 

hopcftilly will | | 

I Does anyone disagree with that assessment, based on my description of procedures as they are and 

how they are envisioned? ^ ^ 

b7C 

Thanks. | 

»i } 6/19/02 9:55:49 AM >» 

|you may recall that back in November the FBI made a report to the AG on implementation responsibilities for various parts of 
the USA P atriot Act. IRD designated then-DAD Frank Sauer as the POC/ticket-holder for Section 1009. DOJ (OLP | ~| 

is now calling for an update on implementation status (report was dues to Congress months ago). Now that Frank's moved 
from IRD, can you advise who has this ticket? 

1 Section 1009 requires the FBI to study and report to Congress on the feasibility of providing to the airlines ’’via 
computer" the names of passengers who are suspected of terrorist activities by federal law enforcement officials.. So I've also 
addressed this to you on the chance that in pursuit of your other info-sharing efforts you might have picked this up??? b7 C - 1 , 

b6 -1,3 



Re: Overdue 
Patriot Act requir... 


All iNfORi 
HER£|}^ 
DAT£ 



C/»p0S-/77f 


1 
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b7C -1 



Subject: Re: RE; USA PATRIOT Act Sec. 1009? 



I think so re coordinating and wit 


a as POC. 


b7C -1 
b6 -1 


I ori ainallv stated. I think my draft letter Is accurate, but should be coordinated/reviewed by others, which looks 
and^ \ 


| - If you want to meet on the response I drafted and/or for us to gain a common understanding of the legislative intent 
etc, just let me know. Obviously, I could be off base because I responded only based on my own observations of the 
current situation and what I know or think I know to be happening in other Bureau entities. 


Thanks to all| | 




this. 


] 6/20/02 9:24:14 AM 


»> 


Thanks ] From the threads on this message, sounds like CJIS anc| 


will want to get together on 




P6/20/02 09:14AM »> 


just talked t( 


i 


and we agree that he is best suite d to la ke over this responsibility for now. if duties evolve into 


something efse, men we may have to reassign later, for now | [ is the man. exl| 


b7C 

b6 

b2 


-1 

-1 


— Original Message— 

Froo i I 

Se nt: Wed nesday. June 19. 2002 9:55 AM 


To; 

Cc 


1 

1 


Subject: USA PATRIOT Act Sec. 1009? 


|, you may recall that back in November the FBI made a report to the AG on 

implementation responsibilities for various parts of the USA Patriot AcL IRD 
designated then»DAD Frank Sauer as the POC/ticket-holder for Section 1009. 

DOJ (QLP*s l I is now calling for an update on 

implementation status (report was dues to Congress ninths ago). Now that b7C -1,3 

Frank's moved from IRD, can you advise who has this ticket? b6 -1,3 


I 1 Section 1009 requires the FBI to study and report to 

Congress on the feasibility of providing to the airtines "via computer" the 
names of passengers who are suspected of terrorist activities by federal law 
enforcement officials.. So I've also addressed this to you on the chance that 
in pursuit of your other info-sharing efforts you might have picked this up??? 



p.Ll CC^lTAl^EC 



1 
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b7C -1 
b6 -1 



I I seems to believe that he is entit led to an immediate resp onse to his issues, when the FBI has been waiting since Nov 2001 

for resolution to our issu es asking thern for | j to the watch lists and to cooperate on crafting the Security 

Directives, They Ignored [~ U anuary letter, and have yet to act, based on discussions held at a meeting in early June to go 

over these issues again. Therefore, I don't know that we should be in any rush for him, but you have to keep letting him think you're 
working on "it" - same tactic they use with us. 

O s going to write the FBI a letter about what TSA wants to know from us about detaining passengers, etc. These are the points that 
I think need to be Iterated, among any others we might add about how a person gets on the list in the first place. 

b2 -4 
b7E -1 


1 . What does the FBI want the TSA to "do" re a "No Fly" List? 



2. What is the legal justification for what the FBI wants the TSA to do? 


A. The legal justification for requiring air carriers to identify passengers on threat lists (including NCIC) and for preventing passengers 
from boarding until and if identified as a "match" may be found in the Aviation and Transportation Security Act (ATSA) of 2001 . passed 
on November 19, 2001, mandates in Section 101, (a), §114 (h) entitled "Management of Security Information", that Uncier 
Secretary of Transpor^tion for Security shall: 

(1) enter into memoranda of understanding with Federal agencies or other entities to share or otherwise cross-check as 
necessary data on individuals identified on Federal agency databases who may pose a risk to transportation or national 
security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, appropriate State and local law 
enforcement officials, and airport or airline security officers of the identity of individuals known to pose, or suspected of 
posing, a risk of air piracy or terrorism or a threat to airline or passenger safety; 


1 


SUSSMAN-203 







(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and procedures requiring air 
carriers- 


(A) to use information from government agencies to identify individuals on passenger lists who may be a threat to 
civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law enforcement agencies, prevent the individual from 
boarding an aircraft, or take other appropriate action with respect to that individual; and 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal agencies for the purpose of 
identifying individuals who may pose a threat to aviation safety or national security. 



Thats as far my legal brain will carry me, which may still not be far enough to properly address the Issues. Thanks. 


SSa I I fax) 

Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
feleo.gov 


b2 -1,2,4 
b5 

b7C -1 
b7E -1 
b6 -1 
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b2 -4 



wiin our own agents, so solve those and we don't need a meeting. I think we need io talk in-house again , once you get 
those criteria about who ends up on the list. We need to try and draw a line about the minimum info needed on someone 
before they go on a list. 



>» I | 07;30/02 09:55AM »> 

All - Re previous mail, the day was in correctly liste d as Tuesday, and because the flight time from Dulles jj 7 p 
doesn't arriv d U ntil 9:56 am [ scheduled the meeting from 11am - 1pm. I've ma de the b7E 

change in the original mail below. In addition, there will be no discussion astheNct>6 - 

Fly List issues will undoubtedly take up the whole 2 hours. 

I will be attending, as will for TSA. I 

strongly suggest that as many of you plan to attend as possible (with the possible exception of TMU). 


FYI - Thel land TSA consider! [ TSA No Fly List matters (Fm still b2 -4 

The list is known as the "FBI Watchlist" in alb 7 e - 1 

circles and the TSA is referring all complaints from citizens to the FBI,| | Now, I don't 

mind that as I believe I am able to explain to them how it works and some of their options for contacting the 
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they cab2 -4 


land TSA consider 


Thank you. □ 


b7D -1 
b7E -1 





Thank you. 


b7C -1,3, 5 
b7D -1 
b6 -1,3,5 


b2 -4 

b7C -1,3,5 



Subject: RE: TSA No Fly List 
Date: Thu, 18 Jul 2002 13:51:03 -0400 



□ 


Original Message 


2 
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SUSSMAN-207 


From: 

(FBD" A r@,leo.gov> 



ToJ 

1 (E-mail)" 
1 

1 

l(S)faa.^ov> 



tcTl 

(E-mail)" @,state.gov>; 



b7C -1,3,5 
b6 -1,3,5 


Sent: Friday, July 05, 2002 5:50 PM 
Subject: Re: TSA No Fly List 


b7C -2,5 
b6 -2,5 




Hello 


It appears fr at there is no more 


should have no more problems for now. However, if anotheij 


on either of the two lists ( No Fly 73 or Selectee 44), so Mr. l ~l 


f hould be put on the list, 

his name would trigger something. Your advice was the best that could be given under the circumstances. I 
don't know if FBI put him on the list or not. 


Supervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 

~|(fax) 


b2 -1 
b7C -1 
b6 -1 


O riginal Message ■ 

From; [ 

To: 

Cc: 


(E-mail)" { 


@tc.gc.ca 


b7C -1,3,5 
b7D -1 
• b6 -1,3,5 


( E-mallvT 


),ost.dot.gov : 

Sent: hnday, July 05, 2002 9:51 AM 
Subject: TSA No Fly List 


j2).faa.gov 


la^state.gpv; 
jE-mail)" 


(E-mail)" 


l@leo.gov 


b7C -2,5 
b7D -1 
b6 -2,5 


There is a specific case involving the TSA List wh ich is a slightly bigger problem for us. T he list contains the 

who is continually 


name: 


kve have a Mr. 


den ied access to the automated check-in and is given the third deg ree every time he flies. The problemisjuir 


Mr 


the[ 


gxe 

>1 


hich means that he a member of 


|.m IR ni^r 


whic h means that he is re quired to trav el the world for preparatory meetings related to 
W e have advised oui| to book his ticket using his full names which 

His travel agent has added his Frequent 


match those on his passport i.e. _ 

Flyer details to all his bo okings M id provides Mi[ 


checked out early through ! khen be tra vels to the 


you folks to verify v bother { 


pOB, Passport # and Country of Issue so he can 
Still he get's hassled. Is there anyway way for 


is still a valid name, add more details or delete it? We're still 


looking forward to nvecfmg with you folks to try and come to grips with the TSA List issue. 


3 







b7C -1,3 
b6 -1,3 



Sent; 

To: 

Cc: 

Subject: 

All - Re prev ious mail, the day was in correctly list^ as Tuesday, and because the flight time frc 

doesn’t arrive j until 9:56 am, scheduled the meeting from I lam - Ipm. Fv 

change in the original mail below. In addition, there will be no discussion 
Fly List issues will undoubtedly take up the whole 2 hours. 





I will be attending, as will |f o 

strongly suggest that as many of you plan to attend as possible (with the possible exception oi TMU). 


circles and the 


IS retemng all complaints trom citizens to 


TSA No Fly List matters (I'm still 
"[rhe list is known as the "FBI Watchlist" in all 
FBIJ 1 Now, I don’t 


mind that as I believe I am able to explain to them how it works and some of their options for contacting the 
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when 


Thank you. □□ 


b6 -1,3 


b2 -4 









SUSSMAN-209 


— O riginal Message 
From; |_ 


(FBB [mailtcf 


Se nt: July 06. 2002 2 :51 PM 
(E-mail); 


^leogQvl 


To:| 

Cc 


(E-maiI)[ 
Subject: Ke: ISA No Fly List 


lE-mail) 


b7C -i, 3,5 
b7D -1 
b6 -1,3,5 


■b2 -4 
b7C -1,3,5 
b7D -1 
b7E -1 
b6 -1,3,5 


[- sorry, I was looking on the wrong lists - it looks like there is a 

List 44. 



bn the most current Selectee 

■'b7C -1,2,5 
b7D -1 
b6 -1,2,5 


Original Message 

From:! 

To:| 


](FBI)'' 


Cci[ 


[a!faa.eov> 

J(E-mail)" 


!ost.dot.eov > 


(E-mail)" 

Sent: Friday, July U5, ZU02 5:50 PM 
Subject: Re: TSA No Fly List 




Hellof 




I 


l(E-mail)" 


Ja!state.eov >; 


b7C 
b6 - 


-2,5 

L5 


b7C -1,3,5 
b7D -1 
b6 -1, 3, 5 


It appears that there is no more 


^hould have no more problems for now. However, if anotherf" 
his name would trigger something. Your advice was the best that could oi 
don't know if FBI put him on the list or not. 


on either of the two lists ( No Fly 73 or Selectee 44), so Mr[ 


[should be put on the list, 

e given under the circumstances. I 


2 
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I Supervisory Special Agent 

Civil Aviation Security Program 

Special Events Management Unit, Room 11795 

Domestic Terrorism Counterterrorism Planning Section 

Counterterrorism Division 

Federal Bureau of Investigation 

l(fax) 


b2 -1 
b7C -1 
b6 -1 


Original Message 

Fro mJ 


To: 

l(E-mail)* 

jtolfaa.gov 


Cc:| 

(E-mail)" 1 

state.gov; 

( 


l(h).ost.dot.gov:| 

l(E-mail)" H 

jleo.eov 

Sent: Friday, July 05, 2002 9:51 AM 


Subject: TS A No Fly List 


b7C -1,3,5 
b7D -1 
b6 -1,3,5 


b7C -1,5 
be -1,5 


There is a specific case involving the TSA List whi ch is a slightly bigger problem for us. T he list contains the 


name: 


Twe have a Mr. 


Jwho is continually 


denied access to the automated ctiecic-in and is given the third dcy ee every time he flies. The prob lem is our 

which means that he a member of 


tii^ 


We have advised our 


[whic h means that he is re quired to trav elthe world for preparatory meetings related to 

[to book hi s ticket using his full names which 

] His travel agent has added his Frequent 


match those on his passport i.e.| 

Flyer details to all his boo kings a nd provides Mr 


checked out early through! 


you folks to verify whether youij 


^30B, Passport # and Country of Issue so he can 
Still he get's hassled. Is there anyway way for 


fyhen he tra vels to the 

is still a valid nanie, add more details or delete it? We're still 


looking forward to meeting with you folks to try and come to grips with the TSA List issue. 


b7C -5 
b7D -1 
b6 -5 
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I not being available at the time 


today re the below 


I advise d I that this was not an FBI list, but a list to which the FBI, as well as other domestic and foreign law 
enforcement/intel services contribute and which the TSA compiles and disseminates to the air carriers, airports and the 


I I want to think of it. Congress authorized the U.S. to require any air carrier l 

for example) that flies to the U.S. to comply with measures to protect U.S. interests. To wit, the Aviation and 

Transportation Security Act authorizes the TSA to "...to use information from government agencies to identify 
individuals on passenger lists who may be a threat to civil aviation or national security; and, if such an 
individual is identified, notify appropriate law enforcement agencies, prevent the individual from boarding an 
aircraft, or take other appropriate action with respect to that individual;..." 




SSA l k fax) 

Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 


Cfiunterte rrorism Division 
l^leo.gov 


b2 -1,2 
b7C -i 


b6 -1 




(FAA) in an effort to answer your 


b7C -1,3 
b6 -1,3 


1 
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(Rev. 0S'-28-20O0) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 

To; Criminal Investigative 


Attn! 


Date; 08/23/2002 
VCMOS 

SC Gerald L. Buten 
MT/TCU 


UC 

SSA 


Counter Terrorism 


Attn: 


DT/CPS 

SC Tom Carey 
SBMU, 


ssa[ 


ITOS-I/II 
SC Andrew Arena 
SC Charles Frahm 


From: Office of the General Counsel 

Investigative Law Unit 
Contact: David C. Larson, ext 


Approved By ; Steele Charles M 

Drafted By: 


coiffw 

D / ^ -L 1 1 1 4' ^ ^ i 

, ^ ,, Hi-.i'-J' 

bo -1 

OAltj 


b7C -1 
b6 -1 


Case ID # : 


(Pending) 



Title: CRIMES INVOLVING CIVIL AVIATION; 

FBI INVESTIGATIVE JURISDICTION 


Synopsis: To provide a legal opinion from the Office of the 

General Counsel (OGC) concerning the jurisdictional relationship 
between the FBI and the Transportation Security Administration. 

Administrative: This document is a privileged FBI attorney 

communication and may not be disseminated outside the FBI without 
OGC approval. Also, to read the footnotes in this document, it 
may be required to download and print the document in 
WordPerfect . 
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To: 

Re: 


Criminal Investigative From: 
[ 08/23/2002 


Office of the General Counsel 


b2 -3 


(1) Carrying out the provisions in Chapter 449 of Title 
49 of the U.S. Code, relating to civil aviation security, and 
related research and development activities; 

(2) Airport screening operations; and 

(3) Receiving, assessing, and distributing intelligence 
information related to transportation security. 

Chapter 449 of Title 49, entitled "Security," addresses 
all aspects of aviation security, including: screening passengers 
and cargo; receiving and evaluating threats to aviation; research 
and development of modern security systems and facilities; and 
regulation of security of foreign carriers and foreign airports 
that serve passengers bound for the U.S, 

In addition, ATSA grants the Under Secretary permissive 
(as opposed to mandatory) authority to designate federal law 
enforcement officers (LEOs) and empowers these LEOs to exercise 
standard law enforcement powers when engaged in "official duties 
of the Administration as required to fulfill the responsibilities 
under [ATSA] , " These powers include authority to carry firearms, 
make arrests without warrant for any federal offense committed in 
their presence or for which they have probable cause, and seek 
and execute federal warrants for arrest or search and seizure of 
evidence. ATSA also requires the Under Secretary to provide 
guidelines by which to exercise these law enforcement powers in 
consultation with the Attorney General. The proposed guidelines 
have been submitted to the Department of Justice for review. 


Finally, ATSA continues the Federal Air Marshal (FAM) 
program (formerly part of the Federal Aviation Administration) by 
authorizing the TSA to deploy FAMs aboard aircraft for what are 
clearly reactive law enforcement functions. 

FBI Statutory Authority 

The FBI's general enabling statute, 28 U.S.C. § 533, 
grants the agency the authority to investigate any violation of 
the criminal laws of the United States. As noted previously, 28 
U.S.C. § 538 specifically empowers the FBI to investigate the 
primary crimes-aboard-aircraf t violations in Title 49, which are 
set forth in Chapter 465, entitled: "Special Aircraft 
Jurisdiction of the United States." These include Section 46502, 
Aircraft piracy; Section 46504, Interference with flight crew 
members and attendants; Section 46505, Carrying a weapon or 
explosive on an aircraft; Section 46505 which lists a variety of 
common law crimes (e.g., murder, robbery) committed within the 


3 




To: 
Re : 


igative From: Office of the General Counsel 

08/23/2002 


b2 -3 


for the TSA to serve as a "liaison" to law enforcement 
communities (Section 101(f) (5)); the use of information from 
other agencies to identify passengers who may be a threat to 
civil aviation and the requirement to notify appropriate law 
enforcement agencies upon identifying such an individual (Section 
101(h) (3)); and the mandate to enter into memoranda of 
understanding with other agencies for informat ion- sharing 
purposes (Section 101(h) (1)) . 



7 b5 -1,2 
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From the Desk Of: 


Supervisory Special Agent 


Date: 04/09/03 


b7C -1 
b6 -1 


TO: 

FROM; 

SUBJECT: 

ENCLOSURES: 


Liligation 


ACLU - No Fly/Selectee List Request 

3 


Copies of SSA 


ocumentation re Above 


b7C -1 
b6 -1 


b7C -1 
b6 -1 


As promised, enclosed are photocopies of all records both myself and SSA| 
had (filed) in our desks re the above. SSA 


retired on 1/03 and as you can see, kept 


many notes on this topic. 


If you need anything else, please don’t hesitate to email or call. 


Please note that this infonnation is law enforcement sensitive. 


All INFORMATION CONTAINED , 

HEREWIS UNCLASSIFIED . , / 

da? eR 0> Q3 b yUC(dQW^ Iq ') 

Ci^u OS- 10^ 


I 




b2 -1 
b7C -1 
b6 -i 


Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division, FBI Headquarters, Washington, DC 20535 


SUSSMAN-218 




\ Alexi s Smoilok - 4/22/03 NewsEdge Article re ACLU seeks government data regarding secret "nb-fly" list 


Page 1 


From: SIOC 

To: TMU. TRANSPORT, Watch 

Date: Tue, Apr 22. 2003 9:18 PM 

Subject: 4/22/03 NewsEdge Article re ACLU seeks government data regarding secret "no-fly" 

list 

ACLU seeks government data regarding secret "no-fly" list 

SAN LRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government agencies 
Tuesday on behalf of two peace activists detained at an airport because their names popped up on a 
secret "no-fly" list. 

The women were among 339 travelers briefly detained and questioned at San Francisco International 
Airport during the past two years after their names were found in the database, the ACLU said, citing 
government documents. Those travelers ultimately were allowed to continue on their journeys. 
"Thousands of passengers are likely being subjected to the same sort of treatment at airports across the 
country." said Jayashri Srikantiah, an ACLU attorney. 

The database was created after the Sept. 1 1 terrorist attacks as a way to prevent potential terrorists from 
boarding planes. The Transportation Security Administration gets names from law enforcement officials 
and gives the lists to airlines to screen passengers. 

The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department disclose who 
is on the list, how they got on it and how they can get off it. 

The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. They 
were stopped in August while checking in for a flight to Boston. 

"If was very distressing." Gordon said. The two invoked the Freedom of Information Act to demand that 
authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no 
files on the two existed, the ACLU said. 

An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez said those 
on the no-fly list pose, or are suspected of posing, a threat to civil aviation and national security. He added 
that the agency does "not confirm the presence of a particular name of an individual on a list." 


411 INFORMATION CONTAINED j 

HEREItLONCLASSlfip ^ .i, . / L / 

DftT EQ-0:Cx3B Y UUnQa (o0 CP C 
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He: NO MV Lisi rroceaures 

f;« vva;c. iSiv:;.- .. jx: 


From: 

To: I 

Date: 9/25/02 10:29:53 AM 

Subject: Re; No Fly List Procedures 




Page 1 ; 


b7C -i 
b6 -1 


I am not aware of any change in procedures. I knov J h urrentiv is working with TSA to establish 
protocols regarding FBI additions/deletions to ISA's No Fly and Selectee Lists. As far as TSA responding 
to airports regarding potential matches...that's a new one to me. b"/ c - 1 

b6 -1 

>»l 1 09/18 3:40 PM »> 


To your knowledge, have the T SA and the FBI agreed to a change in response protocols for potential 
matches on the No Fly List, i.e. J - ^ ^ ^ 

sure that if there had been such a major change in procedure, you would have let me know. I've seen no 
Security Directive to that effect and I can't imagine it. Anyway, I ask because I think SIOC may have 
inadvertantly misadvised one field office to that effect, and that office has asked for clarification. As far as 

I know, and please correct me if I’m wrong, the process, in a nutshell, is still as follows: b2 -4 

b?E -1 

FBI agents get contacted bv the local police or air carrier to resolve potential list matches.l 


Is that still the procedure? Thanks.| 
SS/f 


(fax) 


Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
[terrorism Division 
t)leo.aov 



b7C -1 
b2 -1,2 
b6 -1 


CC: 


All INFORMATION CONTAINED I , 

0)14 03- in 4 C) 
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jTSA Np^'R^^ , Page.1 ’ 


From: | 

To; SIOC-CS 

Date: 9/27/02 2:48:41 PM 

Subject: TSA No Fly/Selectee List 


b7c -1 
b6 -1 


Just a heads up to avoid unnecessary calls for air carriers who want us to check ISA's No Fty/Selectee 
Lists. The individuals here in the Watch List have been told to respond to FBI requests to check ISA’s 
lists, but we have advised them not to provide information f rom ISA’s lists to air carriers since the lists are 
not the FBI’s lists. I uyiil hp riknussinn thk withi lin th e near future, but for now air carriers 


should be directed to 


CC; 


I 


Thanks 


b2 -1 
b7C -1 
b6 -1 


b7C 
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From: 

To: 

Date: 7/18/02 8:06:11 AM 

Subject: Re: TSA Legal Request re No Fly List 


b7c -1 
b6 -1 


I b7C -1,3 

I I . b6 -1,3 

I got your voicemail this a.m., and I’m sorry you have to deal with ] | I can definitely see that he can be 
that way, but I think if you hang in there a little longer with him, and try to overlook it when he acts that 
way, you’ll win in the end. 


You said on your message that you wanted to add to this, so I’ll wait until you finish it. This is a great start. 


Thanks again for all your hard work in dealing with all this. Nobody said this was going to be fun!! Hang in 
there. 




» j 1 07/1 7/0 2 08:1 flPM »> 

OK, guys - I’m going to vent first. I TSA. is obnoxious and t think it’s unwise for me to ever deal 

with him again. He seems to believe that he is entitled to an immediate respoQSAJaJ3isJs&uas..u<baa.ihA_ 
FBI has been wai ting since Nov 2001 for resolution to our issues asking therni 

I land to cooperate on crafting the Security Directives. They ignored I U anuarv 

letter, and have yet to act, based on discussions held at a meeting in early June to go over these issues 
again. Therefore, I don’t know that we should be in any rush for him, but you have to keep letting him 
think you're working on "it” - same tactic they use with us. 


I 


Now to the issue at hand 




I says you told him you sent something for legal review because yoi 
^doesn’t think he’s working on anything, and 111 be he doesn’t know whal 


[says that you said ) [ was working on "something’’. 

en’t a lavi^er.^ 


sent you the ATSA section and I thought you were going to discuss or respond 


um< 

itl j 
id tof 


] 


is refer ring to. I 

jn some way. 


b2 -4 
b7C -1,3 
b7E -1 
b6 -1,3 


b7C -1,3 
b6 -1,3 


It appears that, because we don’t yet appear to want to take control of a Threat to Aviation (aka No Fly) 

List itself (alth ough that is m y recommendation), we must ask the TSA to keep the list and control the 
initial process F l is demanding a letter from the FBI answering these questions, thereby b7c -3 

indemnifying the TSA and doing their legal work for them . If we do this letter, it will clarify the issues for all b 6 - 3 

concerned, including the FBI. Therefore, I will write the main body of the letter and you can approve it. 


1. What does the FBI want the TSA to "do" relative to No Fly Lists and detaining passengers? 



All INFORMATION CONTAIN® . 

WLs//1fe 

OS- (00^1 
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b2 -4 
b5 -1 
b6 -1 
b7C -1 
b7E -1 


I. 


2. What is the legal justification for what the F BI wants the TSA to do.f 


A. The legal burden requiring air carriers to identify passengers who may be a threat to aviation and for 
preventing them from boarding is on the TSA. The Aviation and Transportation Security Act (ATSA) of 
2001, passed on November 19. 2001 , mandates in Section 101, (a), §1 14 (h) entitled "Management of 
Security Information", that the Under Secretary of Transportation for Security shall: 

(1) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may 
pose a risk to transportation or national security: 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline or 
passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and 
procedures requiring air carriers- 

(A) to use information from government agencies to identify individuals 
on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law enforcement 
agencies, prevent the individual from boarding an aircraft, or take other appropriate action with respect to 
that individual; and 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 

securify. b2 -4 

b7E -1 

bJ I 
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o2 -4 
b7E -1 


The ATSA requires passenger information to be compared against databases (which are based on 
criminal evidence and intelligence) and identical passengers prevented from boarding planes. The FBI 
provides the intelligence on which TSA can fulfill this mandate. TSA must ultimately determine if the 
person is or is not the same, and if so or they are uncertain, they should call the FBI. 
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From: 

To: 

Date: 

Subject: 


1 


7/22/02 1;47;40 PM 
Info for TSA Legal Request 


1 seems to believe that he is entitled to an immediate raspftnsft tr> his issnas. when the FBI has 

been waitin q since Nov 2001 for resolution to our issues asking them fo n | 

I land to cooperate on crafting the Security Directives. They ignoraril IJanuarv letter, 

and have yet to act, based on discussions held at a meeting in early June to go over these issues again. 

Therefore, I don't know that we should be in any rush for him, but you have to keep letting him think you’re 
working on "it" - same tactic they use with us. 

I t s going to write the FBI a letter about what TSA wants to know from us about detaining passengers, 
etc. These are the points that I think need to be iterated, among any others we might add about how a 
person gets on the list in the first place. 

b2 -4 
b7E -1 


b2 -4 
b7C -1,3 
b7E -1 
b6 -1,3 


1. What does the FBI want the TSA to "do” re a "No Fly" List? 




I. 


b2 -4 
b5 -1 
b7E -1 
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■ b7C -1 

b6 -1 

b2 -4 


b7E -1 



2. What is the legal justification for what the FBI wants the TSA to do? 

A. The legal justification for requiring air carriers to identify passengers on threat lists (Including NCIC) 
and for preventing passengers from boarding until and if identified as a "match" may be found in the 
Aviation and Transportation Security Act (ATSA) of 2001, passed on November 19, 2001, mandates in 
Section 101 , (a), §114 (h) entitled "Management of Security Information", that the Under Secretary of 
Transportation for Security shall: 

(1 ) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on Individuals identified on Federal agency databases who may 
pose a risk to transportation or national security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline or 
passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and 
procedures requiring air carriers- 

(A) to use information from government agencies to identify individuals 
on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law enforcement 
agencies, prevent the individual from boarding an aircraft, or take other appropriate action with respect to 
that individual; and 


(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 
security. 



b2 -4 
b7E -1 
b5 -1 


That'S as far my legal brain will carry me, which may still not be far enough to properly address the issues. 
Thanks. 


ssa[ 


I (fax) 


Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 


b2 -1,2 
b7C -1 
b6 -1 
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From: 

To: 

Date: 

Subject: 


ARTHUR M. CUMMINGS; L 
5/28/02 1 :43:30 PM 
Issue: TSA and No Fly Lists 


b7C -1 
b6 -1 



1 

b5 -1 


Here’S some background, if you have the patience to read it: 


Since 10/2001 , when the TSA No Fly and Selectee lists came into being (aftermath nf the FBI Watchlistj. I 

have been attempting to make the updated lists available to the field agents | I on 

a timely basis, i.e., when they are issued, because TSA has made the agents responsible for responding 
to possible name matches. The agents need these lists in order to have background and ID info. 

TSA issues these lists to the air carriers and the airport policel I 


b2 -4 
b5 -1 
b7E -1 


TSA also fails (except on one occasion) to coordinate with us when they tell | | 

(the FBI) or when they change the Security Directives concerning response which attects t-oi otnces. 

Despite my best efforts, the TSA just motors along and I and the agents are being whipped around the 
flagpole trying to do the right thing. 

^ b2 -4 

I b7E -1 
b5 -1 


|b5 -1 

Example - today List 51 was issued; Lists 49 and 50 were issued on Friday. I believe I was here, but no 
mail from TSA, and I check every hour. I have raised this issue with people in TSA and here, and told the 
agents that getting the lists from me is now a luxury instead of a certainty. 


I havfi trifid to arranne a meeting withi ITSA. but that has not worked out yeti 


b7C -3 
b5 -1 
b6 -3 


Again, please try to give me some time so we can meet and decide how we want to proceed. 


Thanks J~ I 


ssa[ 


|(fax) 


b7C -1 
b2 -1,2 
b6 -1 


Civil Aviation Security Program, Hoom 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
pieo.gov 

contained 

HEREIN IS.UNCUSSIRFD . . 
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From : | ~b faa , gov 

Sen t: Wednesd ay r October 02, 2002 2:57 PM 

To: | l aieo . gov 

Subject: Re:RE: RE: RE: Fwd[2]:NEADS NOBLE EAGLE Conference 15 Oct 02 


No problero wi th you or | | coming over to review our holdings. | | 


1 is the TSr Wahd 

hlist POC, but she was out yesterday 


1 who was on the hill testifying, sof 


have talked with ! I instead, f 


]is oi^ 


]is or£ 


with 

Jma 


f 


unable to reach either one [ 


b7C 
b2 • 
b6 • 


11 be pleased to assist if you are 
is out today but will be back tomorrow) 


-1,3 

-1 

-1,3 


Reply Separator 


Subject : 

RE: RE; REi Fwdi 


OBLE EAGLE Conference 15 Oct 02 

b7C -1 

Author: 


|1 iNEADS I| 

®leo ,gov> 

b6 -1 

Date: 

10/2/2002 1:24 PM 


b2 -1 


Hi 


Yes, that would have been SSa[ 
FBI 


1. u 

Terrorist Wa tch List Unit. As| | discovered and as[ 

mentioned to f |tnonths ago (and as I told you | 


and he is assigned to the 
knd I 



] I guess we* re not asking in the right 

manner, or too informally. I was the one who suggested that ^ ^ ry to 

come ov er and see yo u all, and discuss our needs in person, as worki-M 

through ] [ won't accomplish our purpose. I suggested that] 

get 

the I [ first, and then come back 

here, 

see what we can locate on our own here and if we can't find something, 
ask 

you for the justification document later. 


b7C -1 
b2 -4 
b7E -1 
b6 -1 


Exactly who is it that we should deal with on a regular basis to 
regarding 

list content? List process? 

Thank you. 

ftll INFORMATION CONTAINED 

N65 


HERI 

Di 



-sif to. 

BYj 


»03 - 


OC) 
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From: 

To; 

Date: 

Subject: 


7/23/02 10:51;33 AM 
Re: No-Fly List 


b7C -1 
b6 -1 


I would also add that OGC can help in the first category, establishing criteria, inasmuch as we can, per 


b2 -4 
b5 -1 
b7E - 


pik 


107/23/02 10:16AM »> 


I [ et al: I his is to confirm our understanding in OGC of yesterday's meeting. We all recognize the 


b7C -1 
b6 -1 


needs: 

I 


1 



b5 -1,2 


Obviously, CTD will have to address the last three of the four items listed above-although OGC will 
certainly help wherever we can. However, we can and should play an integral role in developing criteria. 
We can work on criteria in theory but we really need to learn the track record of experience «o far. 


To that end, you agreed to c onsult with the cognizant people in the TWL unit and other IT sources to 


1 w *■ w. — - 

assemble some of the actual] 





Let me know if your understanding is different than what I have described and please let us know how you 
are progressing in finding out the actual criteria used so far. 


Thanks//! 




CC: CUMMINGS, ARTHUR M.; 


b2 -1 
b7C -1 
b6 -1 
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MLS /as/ 


o^L. 
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From; 

To: 

Date: 

Subject: 


c 


1/10/02 7:42:36 PM 
FAA lists 


b7C -1 
b6 -1 


I would again like to discuss the purpose of the FAA name lists and the actual situation that is transpiring 
out in the field. I’m ok with the No-Fly list - threat to aviation - if we identify you. you don't fly. period. 


b2 -4 
b5 -i,2 
b7C -2 
b7E -1 
b6 -2 


This whole issue needs to be revisited. 

SS/\ I I (fax) 

Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
bleo.gov 


b2 -1 
b7C -1 
b6 -1 


CC; 


M inFORMCTON C0t^T^W^5 

/>lts 








[ Re: Terrorism Watch List, etc. 
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From: L I 

To: 

Date: 10/9/02 1:14:21 PM 

Subject: Re: Terrorism Watch List, etc. 


b7C -1 
b6 -1 



»3 i 1 0/08/02 1 1 ;3 1 AM »> 

SSA| and I have been working on an EC to field offices and Legats to summarize the 

evolution of the 1 errorism Watch List (TWL), affirm criteria and protocols for TWL entries/removals, 
highlight ongoing TWL initiatives, and distinguish the TWL from other commonly-used watch lists. 

One of the more frequent issues ! l and I deal with on a daily basis is confusion in the field regarding what 
exactly the TWL is. Many SAs feel the FBI's TWL and TSA's No Fly and Selectee Usts are one and the 
same. Others express confusion regarding which agency handies which watch list j l and I have 
managed to pull together some information regarding some of the more commonly-used watch lists. 
Likewise, we have been meeting with representatives from those respective agencies who administer 
those watch lists to either validate or correct our understanding of their watdi lists. 


b7C -1 
b6 -i 


^ s you know, we have been trying to work with TSA (a slow and interesting process) to resolve a lot 
of issues. In the interim, would you please review the attached "descriptions” of TSA’s Lists to see if the 
descriptions are what you understand them to be? Witt\ the TWL EC we're working on, it is not our goal to 
send guidance to the field regarding TSA's lists. That will have to be handled in a subsequent 
communication, after we have worked out our differences with TSA. As such. I'm trying to keep the 











SUSSMAN-250 

Re: Terrorism Watch List, etc. Page 2 '^ 


descriptions as brief as possible. 

Iwe'vaiqed to stay consistent with the criteria for entry onto the TWL, as it is for 
criteria tor entry into vurOF. I l and I would welcome any feedback you might have. Also, for 
information of ALU, a communication will be forthcoming regarding the privacy impact assessment. 

Attached hereto for ] | ls the description of ISA’s No Fly and Selectee Lists. 

Attached hereto for NSLU and ALU are suggested criteria and protocols for entry/removal to the 
TWL. 

Again ] l and I will welcome your input. We're trying to get a comprehensive communication out to the 
field as quickly as possible to answer a lot of frequently asked questions. Thanks. 


CC: Bowman, MARION; 
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From: 

To: 

Date: 

Subject: 


6/6/02 8:28:00 AM 
No Fly Lists 


b7C -1 
b6 -i 


Ran into an interesting problem and would like your take on the matter: 


Per what seems to be the growing trend. I took steps to help APD gain some autonomy in the No-Fly and 
Selectee Lists checking business. Specifically, I burned copies of both current lists, placed them in clearly 
marked folders, included a detailed instruction sheet on how to check the names and when to notify FBI, 
and gave a folder each to their communications section (dispatch) and their watch commander's office. 
The understanding was that as new lists were published, I would keep them updated. 


I got a call this morning from APD dispatch, asking me to check a name on the list. When I told them to 
check the list I had given them, the dispatcher said she had no knowledge of such a list r.Rftain this 


could not be the case, 1 contacted the APD day watch commander, who advised me thai|_ 


the 


Airport Precinct Commander, had ordered the lists rerpoyed,aii£Ld^troyed, as APD "wasn't going to do 
the FBI's job for them." Have not been able to contac i I for comment, but it appears he does 

not want his people to have to take on the responsibility of actually checking the names on th e list. fP rior 
to my giving APD copies of the list, the officer would respond to wherever the subject was, cal[ 
me, and we would give the thumbs up/down for the person to travel.) 


b7C -1, 
b6 1,4 




As you know, neither myself nor l b an make ourselves available 24-7 to respond to every John 

Thomas or Ahmed Ahmed who pr esents h imself at a Hartsfield ticket counter. I guess we could go back 

to the old way. but it seems silly foi i b r myself to relay information to APD which they could have in b7c -i 

their own hands. Plus, your communications to the Airport Agents on this very subject seemed to indicate b6 - 1 

that the Bureau wants us out of the business of routine ID checks at ticket counters, limiting our 

involvement to matters which indicate the need for our INVESTIGATIVE involvement. 


Of course, we’ll handle the political situation with APD here in Atlanta, but I’d be interested in anything 
helpful you could add. 

Regards, 

1 b7C -i 

b6 -1 







Re 


land No Fly List 
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From: 

To: 

Date: 

Subject: 


9/2 Q/Q2 10:4 2:45 PM 
Re] 


|and No Fly List 

I f Thanks for your reply. I will talk to you and | | next week if possibfe; ' 
»:| 9/20/02 9:38:43 AM »> 


b6 -1,2 
b7C -1,2 


»>l 


ml sorry about the disruption yesterday, I was distracted. I did have an opportunity to talk with 

\ land I also included him in my last transmission. As for know my previous communication stands. 
I dn p’i know what else to s av. Maybe we can revisit this issue in the future. Thanks! 

] 09/20 8:22 AM »> 


thanks for the info. P.S. We miss you in the BCRA. 


» 




the list! 


09/171:21 PM»> 

J nted to t 

removed from the no fly list l have sr^nken with several individuals concerning this. TSA. and 

■ to the bottom of this] I 

1 However. Unfortunately we are not going to be able to removel [name fro m 


1 1 wa nted t^flt back with you concerning our conversation, 09/17/2002 and your request Jo have 
5 fly list 

others, to try to get to the bottom of this] 


L 


Therefore, we do not want to be 


faced with this risk. If you have any other questions please feel free to get back with me. Thanks! 

trairiinn /^amns thB 

•■^1 ha/91 i -n«; PM 


Anyway , can you and the Terrorist Watch List Unit and! levisit this matter and see if you can gel I 
^^ff the list? I 1 


Thanks. 


SSAl 


b5 -1,2 
b7C -1,2 
b6 -1,2 


(fax) 


Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
^leo.Qov 


b2 -4 
b7C -1 
b7E -1 
b6 -1, 



»> 


8/20/02 3:41 :04 PM »> 


Attached is an e-mail documenting concerns of a Hawaii resident by the name oil 


Iwho is 


being frequently stopp ed and questioned at various airports based upon the similarity of his name with that 
"jCan you offer any suggestions as to how this Hawaii resident can obt ain some relief 


from this scrutiny, can a computerised entry be nn thp no-flu 
particular biographical descriptors is not identical to 


ist thatf 


2 tai 

wi 


ith ihe 


Thanks, 


b7C -1,2 
b6 -1,2 
b2 -1 


ALL INFORMATION CONTAINED 
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From: 

To: 

Date: 9/17/02 8:01:50 PM 

Subject: I "l and No Fly List 


b7C -1,2 
b6 -1,2 


Wow, that is the most interesting explanation I’ve heard yet. I’m not sure it’s valid - it just doesn’t sound 
right. However, I will forward this to the airport agents so they know why he is still on the list, thank you 
for your efforts. 



|b7C -1,2 
b6 -1,2 


□ I I b7C —1,2 

evisit this matter and see if you can gen be - 1 , 2 

ion me list !■ ' 1 


Thanks. 


ss 4 H ffax) 

Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 




>leo.aov 


b2 -1 
b7C -1 
b6 -1 


» A b/20/02 3:41 :04 PM »> 


Attached is an e-mail documenting concerns of a Hawaii resident by the name of ! I who is 

being frequently stoppe d and questioned at various airports based upon the similarity of his name with that h7c - 1 , 2 
I l ean you offer any suggestions as to how this Hawaii resident can obta in some relief ® "1^2 

from this scrutiny. Can a computerised entry be m ade on the no-flv l ist that] jwith the 

particular biographical descriptors is not identical to| | 


Thanks, 


SSA 


Counterterrorism Squad, Honolulu 


CC: 


b7C -1 
b6 -1 


ALL INFORMATION CONTAINED 

HEROfil IS UNCLASSlflEO , . / / 

IsiLS /(Qt 

aac3./0O9 
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From: 

To: 

Date: 9/18/02 

Subject: Fwd: Re: l and No Fly List 


I Inripr thP ratinnalp nfferred bv 


TisT 


b7C -1,2 
b6 -1,2 


Jr/iayoe we snouio put ner dh Jhe 


b2 -4 
b7E -1 
b6 -1,2 
b7C -1,2 


Unfortunately, eggheaded thinking like this muddies the waters to the point where the no-fly and selectee 
lists become virtually worthless (garbage in, garbage out). On the plus side, it strengthens FBIHQ's case 
regarding the limitation of ISA’s 181 1 investigative authority. 


Fly armed. 


b7C -1 
b6 -1 


>»1 1 09/1 7 8:05 PM >» 

I foiward the attached for your information. Knowing this group, there will undoubtedly be some wise 
comments and observations, which I welcome. 


Thanks. 


I INFQhMil''-''' 
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From: 

To: 

Date: 9/30/02 9:52:27 AM 

Subject: No-Fly Questton 


b7C -i 
b6 -1 


Re the attached article. Who does "maintain" or is “responsible" for the no-fly list? 

No-Flv Blacklist Snares Political Activists 
The San Francisco Chronicle 
By Alan Gathright 
September 28, 2002 

SAN FRANCISCO, CA - A federal "No Fly" list, intended to keep terrorists from boarding planes, is 
snaring peace activists at San Francisco International and other U. S. airports, triggering complaints that 
civil liberties are being trampled. 

And while several federal agencies acknowledge that they contribute names to the congressionally 
mandated list, none of them, when contacted by The Chronicle, could or would say which agency is 
responsible for managing the list. One detainment forced a group of 20 Wisconsin anti-war activists to 
miss their flight, delaying their trip to meet with congressional representatives by a day. That case and 
others are raising questions about the criteria federal authorities use to place people on the list - and 
whether people who exercise their constitutional right to dissent are being lumped together Vk*ith terrorists. 
"What's scariest to me is that there could be this gross interruption of civil rights and nobody is really in 
charge." said Sarah Backus, an organizer of the Wisconsin group. "That's really l9S4-ish." 

Federal law enforcement officials deny targeting dissidents. They suggested that the activists were 
stopped not because their names are on the list, but because their names resemble those of suspected 
criminals or terrorists. Congress mandated the list as part of last year's Aviation and Transportation 
Security Act, after two Sept. 1 1 hijackers on a federal "watch list" used their real names to board the 
jetliner that crashed into the Pentagon. The alerts about the two men, however, were not relayed to the 
airlines. The detaining of activists has stirred concern among members of Congress and civil liberties 
advocates. They want to know what safeguards exist to prevent innocent people from being brarKled "a 
threat to civil aviation or national security." 

NO ACCOUNTABILITY 

And ^ey are troubled by the bureaucratic nightmare that people stumble into as they go from one 
government agency to another in a maddening search to find out who is the official keeper of the no-fly 
list. "The problem is that this list has no public accountability: People don't know why their names are put 
on or how to get their names off." said Jayashri Srikantiah, an attorney with the American Civil Liberties 
Union of Northern California. "We have heard complaints from people who triggered the list a first time 
and then were cleared by security to fly. But when they fly again, their name is triggered again." 

Several federal agencies -- including the CIA, FBI . INS and State Department - contribute names to the 
list. But no one at those agencies could say who is responsible for managing the list or who can remove 
names of people who have been cleared by authorities. Transportation Security Administration 
spokesman David Steigman initially said his agency did not have a no-fly list, but after conferring with 
colleagues, modified his response: His agency does not contribute to the no- fly list, he said, but simply 
relays names collected by other federal agencies to airlines and airports. "We are just a funnel," he said, 
estimating that fewer than 1 ,000 names are on the list. "TSA has access to it. We do not maintain it." He 
couldn't say who does. 

Steigman added he cannot state the criteria for placing someone on the list, because it's "special security 
information not releasable (to the public)." However, Fgi spokesman Bill Carter said the Transportation 
Security Administration oversees the no-fly list; "You're asking me ?.fco;jt something TSA manages. You'd 
have to ask TSA their criteria as far as allowing indv.’iu.i!S cn an sirpSane or not." In addition to their alarm 
that no agency seems to be in charge of the list, cr 'scs are worristf ' y the many agencies and airlines that 
can access it. 'The fact that so many people potentially have access to the list," ACLU lawyer Srikantiah 
said, "creates a large potential for abuse." 

At least two dozen activists who have been stopped - none have been arrested - say they support 
sensible steps to bolster aviation security. But they criticize the no-fly list as being, at worst, a Big Brother 
campaign to muzzle dissent and, at best, a bureaucratic exercise that distracts airport security from 
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looking for real bad guys. "I think it’s a combination of an attempt to silence dissent by scaring people and 
probably a lot of bumbling and inept implementation of some bad security protocols," said Rebecca 
Gordon, 50, a veteran San Francisco human rights activist and co-founder of War Times, a San Francisco 
publication distributed nationally and on the Internet. 

Gordon and fellov\r War Times co-founder Jan Adams, 55, were briefly detained and questioned by police 
at San Francisco International Airport Aug. 7 after checking In at the American Trans Air counter for a 
flight to Boston. While they were eventually allowed to fly, their boarding passes were marked with a red 
"S" ” for "search" - which subjected them to more scrutiny at SFO and during a layover in Chicago. 

Before Adams' return flight from Boston's Logan International, she was trailed to the gate by a police 
officer and an airline official and searched yet again. While Gordon, Adams and several of the detained 
activists acknowledged minor past arrests or citations for participating in nonviolent sit-in or other 
trespassing protests, FBi spokesman Carter said individuals would have to be "involved in criminal 
activity" ~ not just civil disobedience -- to be banned from U.S. airlines. 

DEFINING AN ACTIVIST 

But, Carter added, "When you say ’activists,’ what type of activity are they involved in? Are they involved in 
criminal activity to disrupt a particular meeting? ... Do you plan on blowing up a building? Do you plan on 
breaking windows or throwing rocks? Some people consider that civil disobedience, some people consider 
that criminal activity." Critics question whether Sister Virgine Lawinger, a 74-year-old Catholic nun, is the 
kind of "air pirate" lawmakers had in mind when they passed the law. Lawinger, one of the Wisconsin 
activists stopped at the Milwaukee airport on April 1 9, said she didn't get upset when two sheriff's deputies 
escorted her for questioning. 

"We didn’t initially say too much about the detainment, because we do respect the need to be careful 
(about airline security)," the nun recounted. "They just said your name is flagged and we have to clear it. 
And from that moment on no one ever gave me any clarification of what that meant and why. I guess that 
was our frustration." Five months later, the 20 members of Peace Action Wisconsin still haven't been told 
why they were detained. Even local sheriffs deputies and airline officials admitted confusion about why the 
group was stopped, when only one member’s name resembled one on the no-fly list. 

At the time, a Midwest Express Airlines spokeswoman told a Wisconsin magazine, the Progressive, that a 
group member’s name was similar to one on the list and "the (Transportation Security Administration) 
made the decision that since this was a group, we should rescreen all of them." At a congressional 
hearing in May, Wisconsin Sen. Russ Feingold pressed FBI Oirector Robert Mueller about the 
Milwaukee incident, asking him pointedly for an assurance that the agency was not including people on 
the list because they had expressed opinions contrary to the policies of the U.S. government. Mueller’s 
response: "We would never put a person on the watch list solely because they sought to express their 
First Amendment rights and their views." 

DATABASE OF SUSPICION 

The law orders the head of the T ransportation Security Administration to work with federal intelligence and 
law enforcement agencies to share database information on individuals "who may pose a risk to 
transportation or national security" and relay it to airlines, airports and local law enforcement. It also 
requires airlines to use the list to identify suspect passengers and "notify appropriate law enforcement 
agencies, prevent the individual from boarding an aircraft or take other appropriate action." In November, 
Nancy Oden, a Green Party USA official in Maine, wound up being a suspect passenger and was bamed 
from flying out of the Bangor airport to Chicago, where she planned to attend a Green Party meeting and 
make a presentation about "pesticides as weapons of war." 

Oden said a National Guardsman grabbed her arm when she tried to help a security screener searching 
her bags with a stuck zipper. The middle-aged woman, who said she was conservatively dressed and 
wore no anti-war buttons, said the guardsman seemed to know her activist background. "He started 
spouting this pro-war nonsense: 'Don’t you understand that we have to get them before they get us? Don’t 
you understand what happened on Sept. 1 1 ?" Airport officials said at the time that Oden was barred from 
boarding because she was uncooperative with security procedures, which she denies. 

Instead, Oden pointed out that the American Airlines ticket clerk - who marked her boarding pass wi..n an 
"S" “ had acknowledged she wasn’t picked by random. "You were going to be searched no matter what. 
Your name was checked on the list," he said, according to Oden. "The only reason I could come up with is 
that the Fgl is reactivating their old anti-war activists’ files," said Oden, who protested the Vietnam War as 
a young office worker in Washington, D.C. "It is intimidation. It’s just like years ago when the FBI built a file 
about me and they called my landlord and my co-workers They did that with everyone in the anti-war 
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movement." A 
TOOL FOR TERROR 

In his testimony before Congress, Mueller described the watch list as an necessary tool for tracking 
individuals who had not committed a crime but were suspected of terrorist links. "It is critically important," 
he said, "that we have state and locals (police) identify a person has been stopped, not necessarily 
detained, but get us the information that the person has been stopped at a particular place." None of this 
makes the peace activists feel any safer -- about flying or about their right to disagree with their 
government. 

"ITS probably bad for (airport) security," said Sister Virgine. "Stopping us took a lot of staff away from 
checking out what else was going on in that airport." Ultimately, she said, 'To not have dissent in a country 
like this would be an attack on one of our most precious freedoms. This is the essence of being an 
American citizen -- the right to dissent." 


CC: 
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- Ke; NO Hy List issue 


Hage i 


From: 

To; I 

Date: 1 2/26/02 2:57:25 PM 

Subject: Re: No Fly List Issue 


— SI I 


No, I have not heard anything, but I would be pleased if the SACs would talk to someone about it. As with 
everything else these days, there probably needs to be an MOD between the TSA and all the submitting 



b2 


b2 -4 
b7E -1 


\mII be the Civil Aviation Security 


By the way, I'm retiring from the FBI on 12/31, and SSA | , 

Program manager, if you have further questions or need additional help. Please give my best to SAC 
Knowiton. 


b7C -1 
b6 -1 


Regard: 






12/26/02 12:10:14 PM »> 


Do you have any update on this matter? 


Thanks, 




□ 



12/1211:20 AM >>> 


b2 -1 
b7C -1 
b6 -1 


bl 

b2 -4 
b5 -1 
b7E -1 
b6 -2,6 
b7C -2,6 


ASAC Pisterzi writes of a situation which Tve brought to your attention, as well as to the TSI Watch: 
namely that we need to| I 


, 1 

Please talk to| po see if TSA will r equire the submitting agencies to put gender into the 

information forwarded to TSA for inclusion on the listj | 


CUSSIFlEDBYtU^ 

REASON: 1.5 ( 


, 

UoatoOiN /tS (fi c/c/Q C 

. ) ... 


as per 

Is 

^C2Pr ! 
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- Re; No Fly List Issue 


Page 



I'm sure an expeditious response will be most appreciated by all concerned. Thanks. 


SS/C 


J(fax) 


Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterte rrorism Division 
^leo.gov 


b2 -1 
b7C -1 
b6 -1 


>» ALBERT J PISTERZI 12/10/02 12:08:13 PM >» 


SAC KnowIton would like a resolution to a recurring problem we've encountered in LV regarding a No-Fly 
List (NFL) issue. 





bl 

o 


q 


1 

b7E -1 



1 This problem has occurred several times over the past tew months 

b6 -2,6 


and has not been rectified. 


b7C -2, 


6 


Your attention in this matter is very much appreciated. 

AL 

I b2 -1 

b7C -1 
b6 -1 

CC: Aviation-CAS Program; 
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Subject: RE; TSA No Fly List 
Date: Thu, 18 Jul 2002 13:51:03 -0400 



b7C -3 
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From! 


• Original Message- 


Se nt: July 06, 2002 2 :S1 PM 


FBI) [mailtq 


feleo.gov] 


Cc 


r|(E-n 

fi-mai 


|(E-mail}l 

ior 


Subject: Re: TSA No Fly List 


J(E-mail) 


b7C -1,3, 4, 5 
b7D -1 
b6 -1,3, 4, 5 


□ sorry, I was looking on the wrong lists - it looks like there is ^ 
Selectee List 44. 


Ion the most current 

b7C -1,2,5 
b6 -1,2,5 


Original Message 

From] (FBI)"n 

~fe,leo.gov> 

To: _ _ 1 

fefaa.gov> 

Cc;| 

|rE-niailV] 

^state.gov>; 

(E-mail)" 

ostdot.gov> 



Sent: Friday, July 05, 2002 5:50 PM 
Subject: Re; TSA No Fly List 


b7C -1,3, 4, 5 
b7D -1 
b6 -1,3,4, 5 


Hello, 


It appears that tfiere is no more 
Mr] 


on either of the two lists (No Fly 73 or Selectee 44 ), so 

J should have no more problems for now. However, if another should 

be put on the list, his name would trigger something. Your advice was the best that could be given 
under the circumstances. I donl know if FBI put him on the list or not b 7 c - 1 , 2, 5 

b6 -1,2,5 


|Supervisory Special Agent 

Civil Aviation Security Program 

Special Events Management Unit, Room 1 1795 

Domestic Terrorism Counterterrorism Planning Section 

Counterterrorism Division 

Federal Bureau of Investigation 


Original Message 


From: 


b2 -1 

b7C -1,3, 4, 5 
b7D -1 


To:| 


(E-mail)" 

fefaa.gov 

b6 -1, 3,4,5 

Cc; 


l(E-mail)" 

testate.gov; 

□ 

(E-maiiy 

@ost.dotgov; 

KE-mail)" 
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Frc 
To 

References:! 

Subject: Re: I SA No Fly List 
Date: Tue, 18 Jun 2002 21 :3 1 :57 -0400 

Hi - Ita working late, which gives me time to answer. I have been = 
preaching the exact same problems here, but perhaps it will mean more to 
my bosses coming from you. Anyway, I met with TSA recently and it was 
quite revealing, so 111 give you the latest. 


2 -2 
7C -1,5 
7D -1 
6 -1,5 


b2 -4 
b7C -1 
b7D -1 
b7E -1 
b6 -1 
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Reply-To: 

\(FBI\)" 

[o),leo.gov> 


From: 

frawl 

^leo.gov> 

b7C -1,3,5 

To: 


1 

b7D -1 

Bcc: 

<DOT\)" 

gost.dot.gov> 

b2 -2 
b6 -1,3,5 


Subject: Re: TSA No Fly List 
Date: Tue, 18 Jun 02 18:35:33 -0400 


Hi | I 


Thank you for the email, and who 
never met her. Is she an International rep or someone directly involved b6 -3,5 
with the lists? I would welcome such a meeting, as our agents are 
having the same problems, but we are the ones giving the TSA the info, 
so it^ hard to criticize ourselves. IVe learned more about that since 
our last interaction and can talk to you about it if you want to call. 

The TSA maintains that they still only act as a conduit for the FBI and 
make no decisions about who or what to put on the list, but they refuse 
to coordinate the procedures with the FBI. The lack of coordination 
issue has been raised up pretty high now in the FBI due to questions 
posed to the Director for the hearings. I will keep you posted. 




1 - obviously TSA, but IVe 


b7C -3,5 


Thanks. □ b7C - 

b6 -1 

Supervisory Special Agent 

Civil Aviation Security Program 
Special Events Management Unit, Room 1 1795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 


Federal Bureau of Investip tion 
(fax) 


Original Message 


Fr omI ~| 


(E-mail) 


(E-mail) ; 

p-mail) ; 



(E-mail) 

Sent: Tuesday, June 18, 02 12:18 PM 
Subject: TSA No Fly List 



b2 -1 

b7C -1,3,5 
b6 -1,3,5 


b2 -4 
b7C -3 
b7D -1 
b7E -1 
b6 -3 






«=»UG-0e~02 ll:5T AM 




Date: .m\ 


From 


RE: 

Telecopy U: _ 


JACKSONVILLE, FLORIDA 32207 
PHON E:! 

FAXip I 

I Time: 


Sender 




Numbci' of pages (including cover): "t 

Special Instructions: *• 

On'QirdLp QiAj, \jf^' t>-UuX- 


b2 -1 

b7C -1,2,6 
b6 -1,2,6 




If there is any problem with the enclosed telecopy, please call. 


CONFIDENTIALITY NOTE 

The documents accompanying this te lecopy transmission contain information from the 
I - - - |j confidential or privileged. The information 

is intended to be for the use of the individual or entity named on this transmission sheet. 

I f you arc the intended recipient, be aware that any disclosures, copying, distribution, or 
U.SC of tins information is prohibited. If you have received this telecopy in error, please 
' notify us by telephone immediately so we can arrange for the retrieval of the original 
document 

Florida Statute (395.017) and Federal Regulations (42 CFR Part 2), prohibits you from 
making any further disclosure of this infonnation except with the specific written consent 
of the person to whom it pertains. 


All INrORMATION CONTAINED 
HEREIbLIS I^CLASSIFIED . 


H - 


HHUXeU I I 

cJ¥o3- /'OO Y 
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Aug 

ust 6, 2002 




Supervisory Special Agent 



Civil Aviation Security Program 

Special Events Management Unit, Room 11795 b7c- 

Domestic Terrorism Counterterrorism Planning Section be -i 


I 


( 


i 


1 


1 


I 


RE: No fly list/deny boarding list. 


Dear 


1 am writing this letter to thank you for your effort in resolving my situation. As 
recommended I wrote a letter to the Corporate Security Offices of most of the North 
Ameri can Airlines. To help you remember my situation, 1 am attaching a copy of your c- 
mail tol I 


b7C -2,6 
b6 -2,6 


I have not heard from the Airlines and it may be some lime before I receive a response 
from them. It may be extremely helpful for me if I could have a statement from you, on 
your stationary, indicating the fact that I ant not the individual that the FBI is looking for. 


Essenilally, if 1 have a not e slatingf 

I Hdatc of birth 


at 


not the 


social security number[ 
Jin Jacksonville, Flortda, born in| 


that we are looking for*'. 


Ipassnort number 
I resident 
|etc. is 


b7C -2 
b6 -2 


I am assuming that if I can present this statement at the time of boarding an aircraft it 
would facilitate my processing. 


I send my best regards and 1 wish you luck with catching the three bad guys tltat arc 
causing me such anguish. 



Alt DTOMATION CONTAINED 


HEREIN IIUNCIASSIFI 
DAT TO ~ 


miNED . 

jlByiixiiMij'l hits fy 
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From; 

Sent: 

To: 

Cc: 

Subject: 


leo.gov) 



'b2 -2 ■ 
b7C -1 
b6 -1 


Thank you for your email to gypTainf I experience at Jacksonville 

Airport. Please understand that it is not who is on the No Fly 

Hat, but similarly named people who may pose a oanger to aviation. As you 
might imagine, I I experience is repeated across the country with 

the more common names, both In Arabic and English, it's difficult to be too 
cautious. Pcocedurally, when people with names similar to names on the list 
present themselves at the ticket counter with their Identification, airlines 
are given the option of determining for themselves that the passenger is not 
the person on the list. Some airlines either don’t have the capability or 
don't accept the option to make the determination, and therefore they must 
contact the airport police for a decision. If the police were checking 
databases, it's possible che^_didn_|_t want to render a decision until they 
were absolutely sure of who I I was, or wasn't. Unless there is a 

real question as to whether l I is the same as someone on the list, 

clearance should not take more than 5 minutes. 

I just got off the phone with ] and i t sounds li ke a problem wi-th 

the airlines at Jacksonville airport, aecauseL I advised that he 

didn't have the same problem at Dulles in D.C. I providedl 

soma guidance for contacting the airlines with whom he has a Frequent Flyer 
number, and also for initiating contact himself with the airport police 
prior to arrival at the airport, to give them a heads-up. 

In the meantime, I know| | spoke with somaona today at the 

Jacksonville FBI office, but I aidn't recognize the name of the person he 
spoke with. Therefore, I will be contacting two experienced aviation 
security agents in our Jacksonville office for follow-up at the airport to 
see if there is a problem which can he easily rectified. 

Sincerely, 

I Supervisory Special Agent 
civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Oomestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 
r I (fax) 


b7C -2 
b6 -2 


b2 -1 

b7C -1,2,6 
b6 -1,2,6 


b6 -2 
b7C -2 


Original Moaaage 

Froity— ^ I _ 

To: bl«n-gQV> 

cc: 

ju.lv 

Subject: I 


>> Thga rpfprred me to VQU reg arding a “No riy List” in which 
^1 has inadvertently been put on. As he was 

> leaving Jacicaon va.1 1ft ^nxs moi^ning# he was detained for forty-tive (451 

> minutes land almost mlaaed his flight to New Orleans) to be run through 

> every computer database that was available by the local authorities. The 

Hi INFORMATION CONTAIN® k j 
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> local author it ies suggested that he call the FBI to have his removed from 

> this 30 ~called ”No Fly List'*. The TS^ and FAA were also notified by both 

I office personnel, as well as myself. After numerous calls, 
etc., we were directed back to the FBI. 


> transfers, 

> 

> 


^1 1 13 a very well-known and respected i 1 here the 

> Jacksonville, FL area (please refer to his website: 

> Quite often, he is required to travel out of state nJT 


ess. 


semxuJJLs, - Dujr t 

> personal and ocher hospital related issues; and it is imperative that ho 
not 

> be continually detained by the authorities. After the 9/11 terrorists 

> atta (j!ka, we und erstand the need for increased security; however, we hope 

> that 


ider 

J wi 


11 not have to endure the humiliation and delay in travel 


> that he experienced this morning- 

> 

> His passport number is; 


Hia date of birth is: 


] will be meeting with the local FBI here in 


On Monday, July 29th, H 

Jacksonville, FL. If there is any further light you can shed on this 
incident, it would be greatly appreciated. 

Sincerely, 



b6 - 
b7C 


^6 

- 2 , 6 


2 





AUG--08-02 1 1 : 38 



Dchfi Airlines Inc. 

Martsneld Atlanta International Airport 
Atlanta, Georgia 30320 

ATFN: Corporate Security 

RE; No fly list and/or deny boarding list 


b7C -1,2 
b6 -1,2 


I am writing this letter on a suggestion from i | with tho FBI office in 

Washington. DC. Apparently, three names similar to mine are currently iitcludcd in the above 
list. During my recent travels I had significant difficulties boarding a plane because of the 
increased security. I understand the added security requirements that arc mandated by the FBI 
and the homeland security needs. 

^ith the FBI office in Washington, DC, has indicated that the airlines Corporateb 7 c -i 

Security Offices are required to implement systems that will meet the security needs of law be -i 
enforcement without creating a burden on innocent passengers like myself. 

On Jiilyl2, 2002, while traveling thru Washington Dulles Airport I was delayed 20 minutes 
because my name came up in the system as matching a name in the list. On July 26, 2002 in 
Jacksonville International Airport I was detained for 45 minutes by police officers at the airport 
because my name matched a name on the list. I was eventually allowed to board the airplane but 
not before causing me great anguish. 

The nam j cannot be removed from the list until the issues of the three 

individuals mentioned in the list arc resolved. I understand this. However, I believe that your 
agency can include some information in your system to identify me as someone that was already 
cleared by the FBI and should be allowed to board without unnecessary delays. 

I am enclosing a complete set of information about myself in the attached sheet of paper. I am 
also sending you copies of my passport, driver’s license and a few of my frequent flyer numbers. 

If you have any questions please call me. Moreover, if you have any questions about your duties 
and your responsibilities to US Citizens please contact I l at the FBI office in 

Washington, DC. If you need to contact me directly, my cell phone is 

I b7C -2 



CONTAINED 

^ 03 ' 1009 
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b7C -2 
b6 -2 


My name isl 


my middle initial i^. 


My full name is 


Social Security Numbcr:[ 


Dale of Birlh| | 

Place ofbirth J" 

My US Passport Number ij I 

My United Airlines Frequent Flyer Number is 
My Della Frequent Flyer Number is; 


111 INFORMATION CONTAINS) 

liNCI^SlFIED ill, 

^|LS^R(o CCi L 





SUSSMAN-280 



Civil Aviation Security Program 

Special Events Management Unit, Room 1 1 795 

Domestic Terrorism Counterterrorism Planning Section 


RE; No fly list/deny boarding list. 



b7C -2 
b6 -2 


I am writing this letter to thank you for your effort in resolving my situation. As 
recommended I wrote a letter to the Corporate Security Offices of most of the North 
American Airlines. To help you remember my situation, I am attaching a copy of your e- 
mail to I 

1 have not heard from the Airlines and it may be some time before I receive a response 
from them. It may be extremely helpful for me if I could have a statement from you, on 
your stationary, indicating the fact that I am not the individual that the FBI is looking for. 


if I have a not e statin; 

Idate of birthl 


IJspcial security numb» 

Jacksonville, Florida, bom in|_ 
hat we are looking for”. 


i^ith passport number 
I resident 


b7C -1 
b6 -1 


I am assuming that if I can present this statement at the time of boarding an aircraft it 
would facilitate my processing. 


I send my best regards and I wish you luck with catching the three bad guys that are 
causing me such anguish. 
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July 30,2002 

Deltp Airlines Inc. 

Hartsfield Atlanta International Airport 
Atlanta, Georgia 30320 


ATTN: Corporate Security 

RE: No fly list and/or deny boarding list 


b7C -1 
b6 -1 


I am writing this letter on a suggestion from l [ with the FBI office in 

Washington, DC. Apparently, three names similar to mine are currently included in the above 
list. During my recent travels I had significant difficulties boarding a plane because of the 
increased security. I understand the added security requirements that are mandated by the FBI 
and the homeland security needs. 


with the FBI office in Washington, DC, has indicated that the airlines Corporate 

Security Offices are required to implement systems that will meet the security needs of law 
enforcement without creating a burden on innocent passengers like myself 


On July 12, 2002, while traveling thru Washington Dulles Airport I was delayed 20 minutes 
because my name came up in the system as matching a name in the list. On July 26, 2002 in 
Jacksonville International Airport I was detained for 45 minutes by police officers at the airport 
because my name matched a name on the list. I was eventually allowed to board the airplane but 
not before causing me great anguish. 


The name [cannot be removed from the list until the issues of the three 

individuals mentioned in the list are resolved. I understand this. However, I believe that your 
agency can include some information in your system to identify me as someone that was already 
cleared by the FBI and should be allowed to board without unnecessary delays. 


I am enclosing a complete set of information about myself in the attached sheet of paper. I am 
also sending you copies of my passport, driver’s license and a few of my frequent flyer numbers. 
If you have any questions please call me. Moreover, if you have any questions about your duties 

and your responsibilities to US Citizens plezise contact at the FBI office in 

Washington, DC. If you need to contact me directly, my cell phone is 


With kindest reaards. 



I^Bl Supervisory Special Agent 


L INFORMATION CONTAINED I \ 


mi INFORMATION CONTAINED 
HER' 

DA' 

Ca1o3-/00«^ 


L 
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b6 -1 
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My name is| 


my middle initial isT 


My full name is| 

Social Security Number] 
Date of Birth 


on 


b7C -2 
b6 -2 


Place of birth: [ 


] 


My US Passport Number is 
My United Airlines Frequent Flyer Number is 
My Delta Frequent Flyer Number is: 


AIL INFORMATION CONTAIN® 



CoL 




Dear Ms . 


Thank you for your email to exolai nT 
Airport. Please understand that it is not 

list, but simi jlarlv named p eople who may pose a danger to aviation. As you 


exper ience at Jacksonville 
jwho is on the No Fly 


might imagine, 


^experience is repeated across the country with 

the more common names, both in Arabic and English. It*s difficult to be too 
cautious. Procedurally, when people with names similar to names on the list 
present themselves at the ticket counter with their identification, airlines 
are given the option of determining for themselves that the passenger is not 
the person on the list. Some airlines either don’t have the capability or 
don’t accept the option to make the determination, and therefore they must 
contact the airport police for a decision. If the police were checking 
databases, it's possible t hey didn’t w ant to render a decision until they 
were absolutely sure of who was, or wasn’t. Unless there is a 

real question as to whether] |is the same as someone on the list, 

clearance should not take more than 5 minutes. 


I just got off the phone with Q 


the airlines at Jacksonville airport, because 
didn’t have the same problem at Dulles in D.C. 


] and i t sounds l ike a problem with 


J ad vised that he 

I provrded r I with 


some guidance for contacting the airlines with whom he has a Frequent Flyer 
number, and also for initiating contact himself with the airport police 
prior to arrival at the airport, to give them a heads-up. 


In the meantime, I know] spoke with someone today at the 

Jacksonville FBI office^ out i aidn’t recognize the name of the person he 
spoke with. Therefore, I will be contacting two experienced aviation 
security agents in our Jacksonville office for follow-up at the airport to 
see if there is a problem which can be easily rectified. 


b7C -2 
b6 -2 


b7C -2 
b6 -2 


Sincerely, 


I Supervisory Special Agent 
Civil Aviation security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

Federal, Bureau of Investigation b2 -1 

b7C -1,2,6 

b6 -1,2,6 


From; [ 
To: f 
Cc: 


Original Message 


n An fTnv> 


Sent: Mo nday, July 
Subject ; 


'29, 2UU2 PM 


> The FAA referred me to you re garding a ”No Fly List” in which our I 

> r i has inadvertently been put on. As he was 

> leaving Jacksonville this morning, he was detained for forty-five (45) 

> minutes (and almost missed his flight to New Orleans) to be run through 

> every computer database that was available by the local authorities. The 
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> local authorities suggested that he call the FBI to have his removed from 

> this so-call ed ”No Fly List". The TSA and FAA were also notified by both 

> 1 I office personnel, as well as myself. After numerous calls, 

> transfers, etc., we were directed back to the FBI. 

> 

> I I is a very well-known and respected physici 

> Jacksonville, FL area (please refer to his website: 

> Quite often, he is required to travel out of state for seminars, business, 

> personal and other hospital related issues; and it is imperative that he 
not 

> be continually detained by the authorities. After the 9/11 terrorists 

> attacks, we understand the need for increased security; however, we hope 

> that I I will not have to endure the humiliation and delay in travel 

> that he experienced this morning. 

> 

> His passport number is: . His date of birth is: 

> ^ — 

> On Monday, July 29th, I will be meeting with the local FBI here in 

> Jacksonville, FL. If there is any further light you can shed on this 

> incident, it would be greatly appreciated. 

> 

> Sincerely, 

> 

> 

> 

> 

> 

> 

> 





b6 -2,6 
b7C -2,6 
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b7C -1 

^leo.gov b2 -1 

Sent: Friday, July 05, 2002 9:5 1 AM ^ ® ^ 

Subject: TSA No Fly List 


There is a specific case involving the TSA List which is a slightly 
bigger 

problem for us. The list contains the name 


iC 


we have a Mr. 


kho is 


continually denied access to the automated check-in and is given the 
third 

degree every time he flies. The problem is our Mr. [is the^ 


degrei 


Jwhich means that he a member off 


kvhich means that he is required to travel the world 


for 

preparatory meetings related to thef 


We have advised our 
which 


Jto book his ticket using his full names 


match those on his passport i.e. f 


His 


travel agent has added his Frequent Flyer details to all his bookings 
and 

provides f [ POB, Passport # and Country of Issue so he can 

checked out early through P [ when he travels to the | | Still he 
get's hassled. 


Is there anyway way for you folks to verify whether your| 
still 
a 

valid name, add more details or delete it? 


is 


WeVe still looking forward to meeting with you folks to try and come to 
grips with the TSA List issue. 

Happy 4th! 

b7C -5 
b6 -5 


fllL information CONTAINQ) I 


b7C -2 
b7D -1 
b6 -2 


b7D -i 
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A3~/7^f 


T^S- 




\/^ OC'V’’'^ C i/(cJ\ fhi A ” 


*o ^ 


(ft~'^/\J^ 


J'^ ^Tp ^cr\r^ 

%tA 4 A^ 'Js4' 


^ Jhu ctan%t^ 

cM /vi^ ^ - 

- — ^ sj^r^ 



K'vy i^I J'Pyf 




All INFQRf/lA'nOK COMTWMED 

4. Watch Lists MEREH 

OATt, 

Number of different lists 

9/1 1 - Project Lookout Watch List (450 names) 

Widely disseminated 

Pared down, threats to air travel turned over to FBI 



b2 -4 
b7E -L 


b2 -4 
b7E -1 


b5 -1 
b2 -4 
b7E -1 


Eliminated on 10-23-01 
Terrorism Watch List established March, 2002 

Protocols for addition and removal of names 


Through VGTOF, 
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b7C -1 
b6 -1 

b7C -1 
b6 -1 
b2 -1 


b6 -1 


b7C -1 
b6 -1 


b7C -1 
b6 -1 

b7C -1 
b6 -1 


' ■ . I 61 ^ / h . >( (y 


Privacy Issues 


(3) '' 



1 

- 

Spike) L Jl r 1 1 


i 


^r~e-LA^ j 


Libraries/Book Stores 
NSLU 
Colleges 

NSLU 






iW_/777 


b2 -4 
b7E -1 


First Amendment Activities ■“ 

b7C -1 


f 

b5 -1 



(/ 


ly>/ 


Dissemination of^ atch I^ts/ No Fly Lists 




Spike 

r 


'ists , r /,, 


\fu^^ 


^ay have worked on - put together EC on who should go on list) 


Information Sharing with State and Local Law Enforcement 

C(\cvf*^ j/tWi 

FTTTF- Data Mining ' ' 


Camivore/D(^S 1000 


](Technology Law Unit) — jo ^ 


< (K« 

ifl^ 


0 V + 


Other Technology Issues Related to Data Systems with over 10,000 records - Pat Kelley (Privacy 
Council, Privacy Impact Analysis Review 

,/w^OCr / 

PIA Expert- 

Technology Review Board 
FISA - Spike 
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Privacy Issues - Follow-up 
Follow-up after 12-20-02 Mtg with Director on Privacy Issues 

Racial Profiling - Check on OLP Guidance (Done-Nothing forthcoming) 


Re: Watch Lists (TWL, No Fly List/Selectee List) 

Talk to Larry Mefford about Protocols as to who goes on list, and ho w names ca n be 
removed, criteria for Terry category of detain for questioning by FBI 


Follow-up on MOU re: Tip-Off Terror names into NCIC 


Re: Investigations relating to Public Places and Events 

CDC Conference scheduled for January, put it on agenda for discussion ty determine 
whether it is being done, whether they have concerns (Steele 


b7C 
b6 - 


Re: Schools/Libraries 

Prepare EC or e-mail instructing that if making non-specific request for records in 
absence of predication, check with OGC (Steele/ILU) 

Technology Review Board 

Move forward on design, formation (Kelley/TLU) 


Designate OGC Attorney to monitor ongoing privacy issues (Wainstein/Steele) 


Prepare T alking Points ( ) 

Prepare Briefings/Speeches ( ) 
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Far Afield: FBI's Post-Sept. 11 'Watch List' Mutates, Acquires Life of Its 

Own 


Bureau Gave It to Companies; Now, Out -of -Date Versions Dog Some People Named 

Still Citing the Atta Brothers 
By Ann Davis 


LAS VEGAS -- When a patron at the New York-New York casino plugged his 
frequent -player card into a slot machine one day this summer, something strange 
happened: An alert warned the casino's surveillance officials that an associate 
of a suspected terrorist might be on the grounds. 

How did a casino's computer make such a connection? Shortly after Sept. 11, th 
FBI had entrusted a quickly developed watch list to scores of corporations aroun 
the country. 

Departing from its usual practice of closely guarding such lists, the FBI 
circulated the names of hundreds of people it wanted to question. 
Counterterrorism officials gave the list to car-rental companies. Then FBI field 
agents and other officials circulated it to big banks, travel- reservations 
systems, firms that collect consumer data, as well as casino operators such as 
MGM Mirage, the owner of New York-New York. Additional recipients included 
businesses thought vulnerable to terrorist intrusion, including truckers, 
chemical companies and power-plant operators. It was the largest intelligence- 
sharing ejqperiment the bureau has ever undertaken with the private sector. 

A year later, the list has taken on a life of its own, with multiplying -- and 
error- filled -- versions being passed around like bootleg music. Some companies 
fed a version of the list into their own databases and now use it to screen job 
applicants and customers. A water-utilities trade association used the list "in 
lieu of" standard background checks, says the New Jersey group's executive 
director. 


The list included many people the FBI didn't suspect but just wanted to talk 
to. Yet a version on SeguRed.com, a South American security-oriented Web site 
that got a copy from a Venezuelan bank's security officer, is headed: "list of 
suspected terrorists sent by the FBI to financial institutions." (The site's 
editor says he may change the heading.) Meanwhile, a supermarket trade group use 
a version of the list to try to check whether terrorists were raising funds 

Copr. ® West 2002 No Claim to Orig. U.S. Govt. Works 


/ 


SUSSMAN-293 



Page 

11/19/02 WSJ A1 

through known shoplifting rings. The trade group won't disclose results. 

The FBI credits the effort, dubbed Project Lookout, with helping it rapidly 
find some people with relevant information in the crisis atmosphere right after 
the terror attacks. MGM Mirage says it has tipped off the FBI at least six times 
since beginning to track hotel and casino guests against the list. 

The FBI and other investigative agencies -- which were criticized after Sept. 

11 for not sharing their information enough -- are exploring new ways to do so, 
including mining corporate data to find suspects or spot suspicious activity. Th< 
Pentagon is developing technology it can use to sweep up personal data from 
commercial transactions around the world. "Information sharing" has become a 
buzzword. But one significant step in this direction. Project Lookout, is in man: 
ways a study in how not to share intelligence. 

The watch list shared with companies -- one part of the FBI's massive 
counterterrorism database -- quickly became obsolete as the bureau worked its wa: 
through the names. The FBI's counterterrorism division quietly stopped updating 
the list more than a year ago. But it never informed most of the companies that 
had received a copy, FBI headquarters doesn't know who is still using the list 
because officials never kept track of who got it. 

"We have now lost control of that list," says Art Cummings, head of the 
strategic analysis and warning section of the FBI's counterterrorism division. 

'•We shouldn't have had those problems." 

The bureau tried to cut off distribution after less than six weeks, partly frot 
worry that suspects could too easily find out they had been tagged. Another 
concern has been misidentif ication, especially as multipart Middle Eastern names 
are degraded by typos when faxed and are fed into new databases . 

Then there's the problem of getting off the list. At first the FBI frecjuently 
removed names of people it had cleared. But issuing updated lists, which the FBI 
once did as often as four times a day, didn't' fix the older ones already in 
circulation. Three brothers in Texas named Atta -- long since exonerated, and no 
relation to the alleged lead hijacker -- are still trying to chase their names 
off copies of the list posted on Internet sites in at least five countries. 

People who've asked the FBI for help getting off the bootleg lists say they've 
been told the bureau can't do anything to correct outdated lists still floating 
around. The FBI's Mr. Cummings says that "the most we can control is our official 
dissemination of that list." Once it left the law-enforcement community, "we hav« 
no jurisdiction to say, 'If you disseminate this further, we will prosecute 
you . " ' 

Despite the problems, Mr. Cummings and other proponents of information- sharinc 
say the process should be improved, not abandoned. Software companies are rushim 
to help, trying to make informat ion- sharing easier and more effective. 
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Systems Research & Development in Las Vegas is among those working on ways to 
make exchanging law-enforcement and corporate information a two-way street 
without compromising privacy. "I believe there's probably 10 to 50 companies in 
America that across them touch 80% to 90% of the entire country, " says SRD 
founder Jeff Jonas, citing credit-card companies, banks, ' airlines, hotel chains 
and rental-car companies. "There should be a protocol in place that corporate 
America could be plugged into that allows them to say, 'We'd like to help, ' " he 
says . 

But some officials at the U.S. Customs Service, the Office of Homeland Securit 
and the FBI's own Criminal Justice Information Services Division doubt the wisdo 
of circulating watch lists widely, and some say they didn't even know about 
Project Lookout, Civil libertarians worry about enlisting companies to track 
innocent people for the government . Many companies say they need to be insulated 
from liaibility if they're expected to share data on people with the government. 

"It's a tough, tough box to get into. You end up with legitimate concerns abou 
moving into Orwell's '1984,"' says Henry Nocella, an official of Professional 
Security Bureau Ltd. in Nutley, N. J. , and a former security director at 
Bestfoods. "Yet you know there's a need to collect and analyze information." 

Before Sept. 11, the government rarely revealed the names of terrorism suspect 
to companies. The exception was when it had a subpoena for specific information 
the government believed a company had about a person under investigation. But 
after the attacks, counterterrorism officials were concerned that members of 
terrorist cells could have slipped undetected into companies or communities. The 
feared that by the time they figured out where to direct subpoenas, the suspects 
could get away or even stage another attack. 

Holed up in a "strategic information and operations center" in Washington, a 
small circle of FBI officials decided on Sept. 15, 2001, to put out a broad 
heads-up to state and local police and to trusted companies. "We're not playing 
games here. This was real life. We wanted as many people as possible to know thi 
is who we wanted to talk to, " says Steven Berry, an FBI spokesman. 

Agents cast a wide net that, by its nature, included scores of innocent people 
They started by using record searches and interviews to identify "anybody who ha^ 
contact" with the 19 hijackers, Mr. Cummings recalls. Kevin Giblin, chief of . the 
terrorist warning unit, decided that car-rental con^anies- and local police shouli 
be the first outside of the airlines to get the list. One firm that received it. 
Ford Motor Co.'s Hertz unit, says it checked the list against its records and 
told the FBI of any matches, but then basically let the list lie dormant. 

Trade groups proved a quick way to spread the word. The FBI gave the list to 
the Transportation Department. It shared the names with the American Trucking 
Associations, which promptly e-mailed the list to nearly 3,000 trucking 
companies. The International Security Management Association, an elite group of 
executives at 350 companies, put the list on a password-protected part of its We 
site, allowing members to scan it in private, members say. 
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On their own, FBI field agents shared the list with some chemical, drug, 
security-guard, gambling and power-plant companies, according to interviews with 
companies. The FBI’s Mr. Giblin says he hadn't realized how extensively field 
agents distributed the list. But he says agents have considerable autonomy and 
are expected to keep close ties to companies in their area. 

One field agent, Dai"on Burst of the FBI's Las Vegas office, says, "I do 
remember very distinctly the attitude of the country was, 'Do something. ' This 
was one way to get out there and develop an intelligence base. The other option 
was to sit in our offices and wait for the phones to ring." 

Mr. Giblin says that by Oct. 23 of 2001, he had notified police agencies that 
the bureau was no longer looking for the people on the watch list. But he made n 
arrangements to tell businesses. Indeed, Southern Co. didn't receive its list 
until November 2001, when FBI field agents in Alabama asked the power company to 
"see if any folks on the list . . . had [customer] accounts," says a company 
spokeswoman, Laura Yarn. The FBI declines to comment on the timing. 

Mr. Giblin says the bureau stressed to recipients that the people named weren' 
all suspects. "This wasn't a blacklist," he says. 

Mark Deuitch landed on the list. A financier from Boone, N.C., he works on 
deals for Middle Eastern investors. On Sept. 11, he was scheduled to begin a 
flight that would take him to Washington -- using a ticket purchased by a Saudi 
business partner. After interviewing Mr. Deuitch, the FBI removed his name. 

But even now, Mr. Deuitch says, nearly every time he does a Google search of 
the Internet, he finds another version of the list that still has his name on it 
He says he is searched so often at airports that he has curtailed his flying. He 
says it once took him nearly two hours to get a rental car from Budget in 
Florida. Budget Group Inc. had no comment about Mr. Deuitch 's experience except 
to say it gave the FBI historical reservations data right after Sept. 11 and "we 
have not been asked in recent months to assist the FBI in this manner." Mr. 
Deuitch says his worst fear is "an unstable person getting hold of the name and 
wanting to take some sort of revenge . " 

The initial list also named Asem Atta. Mr. Atta, a Pakistani programmer who 
once worked for Enron Corp., wasn't hiding. He has his own Web site, which 
proclaims his affection for the rock band Red Hot Chili Peppers, his dislike for 
the color purple and his love of a special hummus recipe. 

The FBI later removed Mr. Atta and two brothers from updated versions of the 
watch list. The brothers declined to comment, but Rhonda Atta, the U.S.-born wif 
of one of them, recently called the FBI to complain about several lists that 
still include tha brothc-rs. She cited an Italian Web site and one in Mexico. Ms. 
Atta says an FBI agent in Texas told her it didn't have control over those sites 
and she needed to write the sites a letter. 

At DuPont Co., global security manager William Reiter says he ran the FBI watc 
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list against all 97,000 DuPont employees. He also sent a printout to managers at 
hazardous- chemical plants and asked them to check the names of vendors' 
employees, warning: "If you find anybody, do not confront them. Go to your local 
terrorism task force." DuPont saw a few names it had questions about, but none 
turned out to be the people the FBI was interested in. 

The absence of addresses, dates of birth and Social Security numbers for many 
names made some companies fret that the lists were an invitation to misidentify 
people. At Securitas Holdings Inc., a unit of Securitas AB that runs the 
Pinkerton and Burns security-guard businesses. Chairman Don Walker says he 
compared a watch list of about 150 to 175 names against his payrolls once, then 
told the FBI to take it back. 


The few hits he got turned out to be the wrong person, Mr. Walker says he was 
uncomfortable participating in "a snitch system" based on possibly faulty data. 
"We didn't feel like it was information that was something you could make a 
decision about. You get a name and what are you going to do with it? Are you not 
going to hire anybody with that name?" 

Airline Automation Inc., a Tucson, Ariz., company that helps airlines process 
reseirvations, says that early on, it was receiving four or five versions of the 
list a day from an airline client. Using a "feix of a fax," staffers furiously 
pecked names into a database. "Some of the names were so smudged it was difficul 
to see. . . . The 'o's blurred into 'e's," says Frank Arciuolo, an executive vie. 
president. The FBI later sent some companies electronic versions. 

Few companies had the skills to detect whether Middle Eastern names had errors 
or to check for common alternative spellings. Airline Automation called in 
Language Analysis Systems Inc., a name-recognition-software firm in Herndon, Va. 
A list reviewed by the language firm's chief executive. Jack Hermansen, for The 
Wall Street Journal contained a number of first names of Abdul, which Mr. 
Hermansen says is almost never a complete first name on its own. "The risk is 
that you'll match many, many Abduls. It's like looking for 'Mac' in the Scottish 
phone book," he says. Other entries looked as if they'd been transcribed by an 
optical scanning machine with some mistaken letters. 


By the time the FBI tried to close out its list, at least 50 versions were 
floating around, say people who saw numbered ones. Some companies were asking 
software firms such as Systems Research & Development how to make better use of 
the lists. SRD, which is financed in part by a venture -capital arm of the Centra 
Intelligence Agency, has a program called NORA, for Non-Obvious Relationship 
Awareness. It mines data to detect hard-to-see links between people, such as use 
of the same residence or phone number. 


MGM Mirage -- which was already using N0R7i to check hotel arid casino guests' 
names against a lot of lists, such as those of people whose assets have been 
frozen -- began using the software with the FBI watch list. This is how Patricia 
Fischer, an MGM surveillance executive, got a conputer alert this summer about 
the gambler at the New York-New York casino. She decided the gambler's link to 
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the watch list was too tenuous to pass on to the FBI; The man merely lived in an 
apartment building across the street from someone whose name had once had been o; 
the list but had been removed. NORA software had made the link. 

Though MGM's list is out of date, Alan Feldman, an MGM senior vice president, 
figures that "it's better to have the information than not, on the off chance 
that something might develop from one of’ the names even though it had been 
removed. ... We don't see the harm in it." Mr. Feldman says "the beauty of the 
system is that we're getting advance information" such as a hotel reservation an< 
"watch for you to come in." 

The FBI's Mr. Giblin says when he fields tips nowadays from companies that hav< 
the watch list, he tells them it's obsolete. But not all field offices turn down 
such tips. 

There are conflicting views in the government about how far to go in recruiting 
companies as law enforcement's eyes and ears. The Office of Homeland Security 
says it has no plan to share with companies a master list it's compiling that 
consolidates watch lists from various agencies. SRD, meanwhile, is trying to 
interest companies and the FBI in software that would allow them to query one 
another about possible matches without letting them see each other's data. 

If the government does decide to disseminate watch lists in the future, it 
won't face high legal hurdles, says Daniel Ortiz, a law professor at the 
University of Virginia. He says someone who appears wrongly on a watch list coult 
ask for a correction but couldn't prevent the list's circulation or sue the 
government for damages under current privacy laws. The government just has to be 
careful not to single people out solely on race or ethnicity. 

Businesses face more jeopardy, however. Many industries, such as cable 
companies and banks, operate under special privacy laws preventing them from 
giving customer information to the government without a s\ibpoena. 

Galileo International, which processes millions of air, hotel and car-rental 
reservations, has discussed ways the government might link up to Galileo's 
system. The firm, a unit of Cendant Corp., hasn't gone forward in part because ol 
both privacy and liability concerns, says Paul Quade, a vice president. 

"If the government comes out with an indemnification or firewall or total 
privacy system, we'd be happy to participate in anything that serves homeland 
security," Mr. Quade says, "I don't think anybody's come up with a solution yet 
that we can use to identify dangerous people and at the same time protect real 
people . " 


Question: Should companies be given the names of people the FBI wants to 
interview in its counter-terrorism efforts? Visit WSJ.com/Question to vote. 
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Tough Call 

Enlisting corporations to help terror investigators has benefits and 
pitfalls : 

PROS 

-- Could help find terror suspects more quickly. 

-- Vastly increases information at law enforcement's disposal. 

-- May help vulnerable companies discover terrorist intruders before 
being attacked. 

CONS 

-- Increases chance of mistreatment or misidentif ication of innocent 
people . 

-- List could fall into terrorists' hands, leading them to assume new 
identities . 

-- Raises fears that government will store corporate data for future, 
nonterror uses . 
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From: SIOC 

To; TMU, TRANSPORT. Watch 

Date: Tue, Apr 22. 2003 9.18 PM 

Subject: 4/22/03 NewsEdge Article re ACLU seeks government data regarding secret "no-fly" 

list 

ACLU seeks government data regarding secret "no-fly" list 

SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government agencies 
Tuesday on behalf of two peace activists detained at an airport because their names popped up on a 
secret "no-fly" list. 

The women were among 339 travelers briefly detained and questioned at San Francisco International 
Airport during the past two years after their names were found in the database, the ACLU said, citing 
government documents. Those travelers ultimately were allowed to continue on their journeys. 
"Thousands of passengers are likely being subjected to the same sort of treatment at airports across the 
country." said Jayashri Srikantiah, an ACLU attorney. 

The database was created after the Sept. 1 1 terrorist attacks as a way to prevent potential terrorists from 
boarding planes. The Transportation Security Pidministration gets names from law enforcement officials 
and gives the lists to airlines to screen passengers. 

The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department disclose who 
is on the list, how they got on it and how they can get off it. 

The plaintiffs. Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. They 
were stopped in August while checking in for a flight to Boston. 

"It was very distressing." Gordon said. The two invoked the Freedom of Information Act to demand that 
authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no 
files on the two existed, the ACLU said. 

An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez said those 
on the no-fly list pose, or are suspected of posing, a threat to civil aviation and national security. He added 
that the agency does "not confirm the presence of a particular name of an individual on a list." 
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Larson, David C. 


From; 

Sent: 

To; 

Cc: 

Subject; 


Semo, Alina M. 

Friday. April 25, 2003 6:21 PM 

Gulyassy, Anne M.; MCCORMACK, WILLIAM; Larson, David C.; Calogero, Valerie P. 
Bowman, Marlon E.; Livingston, John R. Jr.; Steele, Charles M. 

Roppel. Ruth; NOLAND. BEATRIZ; Manley. Debora 
ACLU, et al. v. FBI. et al (N.D. Cal.) 


I thought I would let everyone know collectively that the ACLU and two individuals (Rebecca Allison Gordon and Janet 
Amelia Adams) have sued the FBI, DOJ, TSA pursuant to FOIA and the Privacy Act, seeking access, inter alia , to all 
records, including memoranda, policy directives and guidance, regarding "no fl/* lists and other watchlists, documents 
concerning how individuals are placed on or removed from such lists, what agencies maintain these lists, and more 
specific requests with regard to the two named plaintiffs, Gordon and Adams. According to the complaint, the FBI issued a 
"no records” response administratively. Plaintiffs are now challenging the ”no records" response In the lawsuit they have 
filed in the N.D. of California, San Francisco Division. Below is the article that Jim Lando n saw regardin g th^ in tha 


NV Timpg hA/n ri^yc ago. Main DOJ will handle the case (Joe LoBue), and they anticipate! 

I am awaiting receipt of a file-stamped copy of the complaint, along with the numerous exhibits; right now 

I have an internet copy of the complaint if anyone would like to see this versioni 
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Thanks. Alina. 
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'No Fly' List Is Challeaged In A Lawsuit 

The New York Times 
By Eric Lichtblau 
April 23, 2003 

WASHINGTON, DC — Civil rights advocates demanded today that the federal government explain how 
hundreds of people — some of them vocal critics of the Bush administration — have ended up on a list 
used to stop people suspected of having terrorist links from boarding commercial air flights. 

In a lawsuit filed in San Francisco, the American Civil Liberties Union said government officials had 
improperly withheld information about how people wind up on the "no fly" list, what steps are taken to 
ensure its accuracy and how people who are erroneously detained at airports can get their names off the 
list. "Without even basic information about the no-fly list or other watch lists," the lawsuit said, "the 
public cannot evaluate the government's decision to use such lists." Since the attacks on Sept. 11, 2001, 
the FBI , and federal transportation officials have generated secret lists of people suspected of having 
terrorist ties who should be stopped and questioned if they try to board aicrplane. 

Law enforcement officials say the policy is a necessary safeguard to prercnt the type of security lapses 
that allowed two of the Sept 11 hijackers to board a plane even though intelligence officials had reason to 
suspect they were terrorists. But the so-called no-fly lists have generated criticism. IVIany people have 
been mistakenly stopped, while others assert they were on the list in part because of their strong liberal 
politics. In a well-publicized incident last year, some two dozen members of a group called Peace Action 
of Wisconsin, including a priest, a nun and high school and college students, were detained in Milwaukee 
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en route to a "teach-in” and missed their flight. 

In San Francisco, meanwhile, Rebecca Gordon and Janet Adams, two self-described peace activists who 
help run a publication called War Times that has been critical of the administration's terrorism policies, 
were detained on their way to Boston. An American Trans Air employee told them their names appeared 
on a no-fly list, according to the A.C.L.U. lawsuit, which includes both women as plaintiffs. Officials 
insisted they were not seeking to single out legitimate political critics. Ms. Adams's name may have been 
similar to that of another person on the no-fly list, they said. Ms. Adams said in an interview that "it 
strains my credulity" to think that her longtime role as a political advocate did not play a part in the 
incident. "It's bad enough that the government is stopping people in these vast quantities," she said. 

"But then to learn that you can't even find out why they did it is just an additional injury." In its lawsuit, 
the civil liberties union said it had documented 339 cases since the Sept. 11 attacks in which people at San 
Francisco International Airport were stopped and questioned because they were thought to be on the no- 
fly list. While the group's investigation has focused on San Francisco because of complaints there, it said 
the situation there offers a window into what is happening at airports around the country, based on 
anecdotal evidence the group has collected. "There’s every reason to believe this is happening at airports 
around the country," said Jayashri Srikantiah, staff lawyer for the A.C.L.U. of Northern California. 

The civil liberties union brought the lawsuit under the Privacy Act and the Freedom of Information Act 
after federal officials turned down several months of requests for information on the passenger lists. The 
FBI , told the group in a letter last December that it found "no records pertinent" to the no-fly issue. But 
A.C.L.U. officials said records from the San Francisco airport showed that the Fffi. was contacted about 
many of the airport detentions. Officials at the Transportation Security Administration, named as a 
defendant in the suit, did not return calls seeking comment Officials at the FBI. , also named as a 
defendant, said they could not comment because the lawsuit was pending. 

- But a law enforcement official, who would speak only if not named, acknowledged that there was 
confusion in the public about how the no-fly lists were created and executed. The official said the FBI. 
provided intelligence on people suspected of links to terrorism, which was relayed to the transportation 
security agency. Transportation officials then provide airlines and airports with lists of people to look for 
at airports. The security agency "needs to do a better job of explaining what this list is," the official said. 
The official insisted that politics had nothing to do with who makes the list, saying that "people that are 
expressing their constitutional rights of free expression would not come to the attention of the FBI. " 
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Subject: 4/22/03 NewsEdge Article re ACLU seeks government data 

regarding secret '“'no-fly* ' list 

ACLU seeks government data regarding secret ''no-fly** list 

SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government 
agencies Tuesday on behalf of two peace activists detained at an airport because their 
names popped up on a secret ''no-fly* ’ list. 

The women were among 339 travelers briefly detained and questioned at San Francisco 
International Airport during the past two years after their names were found in Che 
database, the ACLU said, citing government documents. Those travelers ultimately were 
allowed to continue on their journeys, 

"Thousands of passengers are likely being subjected to the same sort of treatment at 
airports across the country, * ' said Jayashri Srikantiah, an ACLU attorney. 

The database was created after the Sept. 11 terrorist attacks as a way to prevent 
potential terrorists from boarding planes. The Transportation Security Administration gets 
names from law enforcement officials and gives the lists to airlines to screen passengers. 
The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department 

disclose who is on the list, how they got on it and how they can get off it. 

The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. 
They were stopped in August while checking in for a flight to Boston. 

"It was very distressing,*' Gordon said. The two invoked the Freedom of Information Act 
to demand that authorities reveal why they were stopped. The TSA did not respond to their 
request and the FBI said no files on the two existed, the ACLU said. 

An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez 

said those on the no-fly list pose, or are suspected of posing, a threat to civil aviation 
and national security. He added that the agency does "not confirm the presence of a 
particular name of an individual on a list. ' ' 
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Davis, Ann 


From: 

Sent 

To: 

Cc: 

Subject: 


Dear Art 

As promised, hsre is a more comprehensive li^l of 5ome of tho activists who claim to have been 
phced on the federal Mo Fly List or its companion, the Selectee li^t. I have also noted a few others 
who claim they havi- been placed on the VGTOrr Hat or are muaitored by local police or federal 
^nvesliQaiors. Some of these individuals say they've been arrested over the yoars for what they coH 
non-vloleni civil disobedience-^such ihings a$ protesting without a permit, refusing to leave 
government otfices/sitoe when pcjlire tried to oreaK up denionstrations, or trespassing. Others say 
they have no cnmmal record at all I may loam of addilional claims while you're traveling, so if you’d 
like me to peso the new examples on to anyone before your return on 1/17, fMeaae just lot me know. 
ni also print this out and fax it with any articles lhat might help fill out these activists’ versions of what 
they say happetied, J^ince there are many possible reasons why these people were stopped, it will be 
vary helpful lu hear from you and wuik with you on this. I‘ve lister! contact information at the bottom 
of the email; don't hesitate to get in touch with me if you have a question. Also* I jusi need to add my 
standard request here: please don't relay my interest In thi.s topic, or the examp!e!> I have compiled, 
lo other news organizations. Thank you again for being so responsive. 

Regards. 

Ann Davis 

1 ) Jan Adams and Rebecca Gordon (already sent to you); in ttieir 50s, stopped at San Francisco 
airport on 8/7/02; publishers of an anti-war publication called War Times: claim they were told they 
weie on the No Ry liSt and wer« questioned, but then were allowed to fly. 

9) Bill Sulzman (already sent to you): longtime activist, affiliated with a group called Citizens for 
Peace in Space; arre.5ted at political demonstraiu m on or around 5/29/02 at the U.S. Air Force 
Academy; claims he overheard police dispatcher tell the officer holding him a patrol car that he was 
listed by liie FRI as belonging to a terrorist organization 07GTOFF) 

3) ***this is Ihe new case i describnei in our phone conversation*** Members of Peace Action in 
Milwaukee soy that 20 uf 37 people who were traveling together on 4/20/02 or> Widwe5it Express out 
of MilwauKee were pulled aside and questioned. They were kept from boarding ^ flight lo Washington 
tor a political demonstration on U.S. aid to Culomhia after several of them ne|.*ortedly showed up on a 
No Fly or similar list. They were allowed lo fly later, possibly the ne.xl day Local aheritfs say '*flve or 
six*’ of tfie Milwaukee activicls* names came up on the watchlist ai^d the TSA determined that the 
whole group should be questioned Some of them say thoy were tofd they were 'on a list” or lhat their 
name had been ’flagged** or that their names rccemblod a name on the ’’No Fly list." Aniong those 
who say they were que.slioned are: Sister Vlrglne Lawincier (Catholic nun involved wiih Peace Action 
and a member of the Racine Dommicans), Alia Kate (high school student), Dianne Henke (Peace 
action volunteer), Jacob Laden (college stud^tnt), Manuel Sanchez, Isabdia Homing, Father Bill 
Brennan (priest), Sarah Backus (coordHiritor for School of tho Americas Watch Wisconeln), and 
Judith Wiliianr^s. (*‘$ee attached article in a local Wisconsin paper. The Progressive.) 

4) Members of the Center for Constitutional Rights. Barbara Olshansky, the exeo.Jtivft director of 
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CCP., claims tn have been pulled over for scruliny many limes and contends that in September iiUU4, 
she and six. members of her staff were stopped while traveling together on a flight from Newark to 
Washington D.C. She claims ao^nts told her "the computer spit you out." Sh« says they were later 
ailnwed to board. (***see attached article In Salon, an online news magazine) 

5) Larry Musarra, a retired Cooct Guard II. commander, claims he was told by Alaska Airlines In late 
June, while traveling from Juneau, Alaska, tn Portland, Ore,, that he showed up on "an FBI list." He 
was questioned and then allowed to baord. He said his unde was told the same thing when he flew 
another time. (** see story by The Juneau Empire, picked up by Associated Press) 

6) Johnnie Thomas, a 70-yeai-old grandmother. Claims she's been stopped and questioned several 
times and kept off of flights while being questioned and told she was on the No Fly List. She has later 
been allowed to board She says she was told her name resembles that of a man in Oregon who 
allegedly mundereci hl.«! wife and thrae children who used an alias of John Thomas Christopher. 

7) Doug Siuber, an official with the Green Party ot North Carolina, claims that ha was traveling 
through Raleigh on October 2002 ?md got into a dispute with .someone m security after making a 
comment about George Bush He claims that a Secret Service agent who later questioned him was 
holding a binder that listed a number of activist organizations, including Amnesty International. 
Greenpeace and Eaithfir^f. He alleges that he was questioned about Green Party political activities, 
his family and friends He claims he's been barred from boarding other flights. If he really is on a No 
Hy or Selectee list. I wonder if he was flagged only after this confrontation with security. 

8) Nancy Oden, Green Party of Maine, daims 3hc was told she was "on a list" when she flew from 
Bangor to Chicago recently. However, airport officials claimed -she was barred from boarding a flight 
because she was uncooperative with security. Ms. Oden says she was told by an American Airlines 
agent that even If she liarln't attracted attention when .semrity officials looked through her luggage. 

"You were going to be searched no matter whai. Your name was checked on the list." Undcanf she 
was later allowed to fly. 

9) John Dear, a priest and member of a Catholic peace group called Pax Ohriati. claims ha's been 
Idk^ aside since 9/1 1 and repeatedly searched at airports. He says a gate agent for Southwest 
Airlines once stopped him after looking at his boarding pass at the San Jose Airport, as he attempted 
to board a flight to Los Angele.%, and told him, "You can't be here. You have to be seardied." It 
appears he was allowed to fly after the search. (*^ see attached story from Intheseiimes.cnm) 

10) Some of the groups tracked by the Denver Police intelligence unit, who say they are concerned 
tfiey are being tracked statewide or natir>nwkJe, include the Chiapas Coalition, Direct Action Now, 

Pike.s Peak Justice & Peace Cotnmission, Citizens for Peace in Space, Justice tor Mena, Amnesty 
International, American Frieixls Service Committee, End Politica> of Cruelty, and the Colorado 
Coalition for Prevention of Nuclear War. 


Aim 0*vi'» 

TheWall Juurual 
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* t)avis, Ann _ 

Frarn; Davis, A/m 

Sent Wcdrecday, January 08. 2003 2:26 HM 

To: ■3r4j111ming1@fbi.gov' 

Ce: Davis, Ann 

Subject ‘HoR/* Claims 

Dear Art. 

As promised, here Is a more comprehensive litfi of some of the activists who claim to have been 
pieced on the federal Nn Fly List or its companion, the Selectee list. I have also noted a few others 
who claim they have been placed on the VGTOrr list or are monitored by local police or federal 
investigators. Some of these individuals say they've been arrested over the years for what they call 
non-vloleni civil disobedience-such ifiings as protesting without a permit, refusing to leave 
government offices/siles when prjlice tried to break up demonstrations, or trespassing. Others say 
they have no criminal recoid at all I may learn of additional claims while you're traveling, so if you'd 
like me to pass the new examples on to anyone bir^fore your return on 1/17, please just let me know. 
I’ll also print this out and fax it with any articles lhat might help fill out these activists' versions of what 
they say happened. Since there are many (.mssible reasons why these people were stopped, it will be 
very helpful to hear from you and work with you on this. I’ve listed contact information at the bottom 
of the email; doni hesitate to get in lourJi with me if you have a question. Also, 1 just need to add my 
standard request here: please don’t relay my interest In this topic, or the examples 1 have compiled, 
to ottier news organizations. Thank you again for being so responsive. 

Regards. 

Anrr Davie 



1 ) Jan Adams and Rebecca Gordon (already sent to you); in tlieir 50s, stopped at San Francisco 
airporl on 8/7/02; publishers of an anti-war publicaxion called War Times; claim they were fold they 
weie on the No Fly list and were questioned, but then were allowed to fly. 

2) Dill Suizmar) (already sent to you); longtime activist, affiliated with a group called Citizens for 
Peace in Space; arrested at political demonstmiuin on or around 5/29/02 at the U.S. Air Force 
Academy; claims he overheard police dispatcher tell the officer holding him a patrol car that he was 
listed by lire FRl as belonging to a terrorist organization (VGTOFF) 

3) “‘this is the new case i described in our phone conversation**^* Members of Peace Action in 
Milwaukee say that 20 of 37 people who were traveling together or 4/20/02 on Midwest Express out 
of Milwaukee were pulled aside and questioned. They were kept from boarding a flight to Washington 
tor a political demonstration on U.S. aid to Cuiomhia after several of them reportedly showed up on a 
No Fly or similar list. They were allowed to fly later, possibly the next day. I.ocal shcritfe Bay "five or 
six" of Uie Milwaukee activists' names came up on the waictilist the TSA determined that the 
whole group should be questioned .Rome of them say they were told they were "on a list" or thy t their 
name had been "flagged" or their names resembled a name nn the "No Fly list." Among those 
who say they were questioned are: Sister Virglne Lawinger (Catholic nun involved with Peace Action 
and a member of the Racine Dominicans), Alia Kyle (high school student), Dianne Henke (Peace 
action volunteer), Jacob Laden (college st^wit). Manuel Sanchez, Isabella Horning. Father Bill 
Brennan (priest). Sarah Backus (coordinamr for School of the Americas Watch Wisconsin), ar»d 
Judith Williams, ("see attached article inra local Wisconsin paper. The Progressive.) 

4) Membare of the Center for Conslituliopt Rights. Barbara Olshansky, the eKecutive director of 
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OCR, ctanns tn have been pulled over for scrutiny many limes and contends that in September 'ZU04, 
sha and six. members of her staff were stopped while traveling together on a flight frr>m Newark to 
Washington D.C. Sho claims agents told her "the computer spit you out.” She says they were later 
allowed to board, (‘’‘see attached article In Salon, an online news magazine) 

5) Larry Musaira, a retired CoQst Guard It. commander, claims he was tdd by Alaska Airlines in late 
June, while traveling from Juneau. Alaska, *n Portland. Ore., that he .showed up on "an FBI list." He 
was questioned and then oltowad to baord. He said hie uncle was told the same thing when he flew 
another time. (** see story by The Juneau Empire, picked up by Associated Press) 
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6) Johnnie Thomas, a 70-yeai-old grandmother. Claiins she's beert stopped and questioned several 
iinie.s and kept off of flights while being questioned and told she was on the No Fly List. She has later 
been allowed to board. She says she was told her name resembles that of a man in Oregon who 
allegedly murdered his wife end three children who used an alias of John Thomas Christopher. 


7) Doug Sluber, an official with die Green Party ot North Carolina, claims that he was traveling 
through Raleigh on October 2002 and got into a dispute with someone in security after making a 
comment aboul George Bush He claims that a Secret Swrvice agent who later questioned him was 
hoWing a binder that listed a number of activist organizations, including Amnesty IntemationQi. 
Greenpeace and Eaithfirst. He alleges that he was questioned about Green Party political activities, 
his family and friends He claims he's been barred from boarding other flights. If he really is on a No 
Hy or Selectee list. i wonder if he was flagged only after this confrontation with secuiliy. 


8) Nancy Oden. Green Party of Maine, claims she was told slie was “on a list" when she flew from 
Bangor to Chicago recently. However, airport officials claimed she was barred from boarding a flight 
because she was uncooperative with security. Ms. Oden says she was told by an American Airlines 
agent that even If she liadn't attracted attention when security ofRciols looked torough her luggage, 
"You wore going to We searched no matter what. Your name was checked on the list" Unclear if she 
was later allowed to fly. 


9) John Dear, a priest and member of a Catholic peace group called Pax Christi. claims he’s been 
taken a.side since 9/1 1 and repeatwjly searched at airports. He says a gate agent for Southwest 
Airlines once stopped him after looking at his boanling pass at tlie San Jose Airport, as he attempted 
to board a flight to Los Angeles, and told him, *You can't We here. You have to be searched " It 
appears he was allowed to fly after the search. (“ see attached story from lnthcselimes.com) 

10) Some of the groups tracked by the Denver Police intelligence unit, who say they are concerned 
Ui«y are being tracked statewide or nationwide, include tho Chiapas Coalition. Direct Action Now, 
Pik#M Peak Justice & Peace Commission. Citizens for Peace in Space. Justice tor Mena, Amnesty 
International, American Friends Service Committee, End Politics of Cruelty, and toe Colorado 
Coalition for Prevention of Nuclear War. 
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ACLU-NC Press Release 


For Immediate Release: 
December 12, 2002 
Press Contact: 
Stella Richardson ACLU-NC, 415-621- 

2493 


ACLU Seeks Government Accountability Regarding 

Federal "No Fly" List 

ACLU Files Request under the Freedom of Information Act and 

Privacy Act 

SAN FRANCISCO - The ACLU of Northern California filed requests 
under the Freedom of Information Act (FOIA) and the Privacy Act 
seeking information about the government's "no fly list" and other 
government watch lists today. The requests were filed on behalf of Jan__ 
Adams and Rebecca Gordon, who were told by airline agents that their 
names appeared on a "no fly" list at San Francisco International Airport 
(SFO), The requests were filed with the Transportation Security Agency 
(TSA), the FBI in Washington D.C., and the FBI in San Francisco. 

"We want to find out how a person's name gets on government watch 
lists like the "no fly" list, and how a person can get their name off such 
lists," said Jayashri Srikantiah, staff attorney with the ACLU of Northern 
California. "There should be public accountability as to government 
watch lists like the "no fly" list." 

The requests also seek information on the number of names on the "no 
fly" list or other government watch lists, the number of times that 
individuals were incorrectly identified as being on such lists at SFO and 
other airports across the country, and whether Individuals are targeted 
for such lists based on First Amendment activity. 

On November 14, 2002, the ACLU-NC sent a request to SFO under the 
California Public Records Act asking for documents relating to the SFO 
incident involving ]an Adams and Rebecca Gordon. SFO responded by 
providing documentation confirming the existence of a "no-fly" list, and 
aV;o confirminQ that Ms. Adams’ and Ms. Gordons' names were checked 
against a master "FBI list." 

Jan Adams and Rebecca Gordon were stopped at SFO on August 7, 2002 
when they checked in for an American Trans Air (ATA) flight to Boston 
via Chicago. The ATA agents who checked them in told them that their 



http://www.adunc.org/pressrel/021212-nofly.html 


1/6/03 


J.AM-06-2003 20:42 


WALL STREET JOURNAL 


.SUSSMAN-31221.2 ^ ^ 7334 ^^^ P-Q3 


names appeared on a "no fly" list. San Francisco police arrived and 
informed Ms, Adams and Ms. Gordon that the police would have to check 
whether their names appeared on a "master list." Although they were 
eventually allowed to fly, their boarding passes were marked with a red 
"5," which subjected them to additional searches at SFO. 

Download the following Freedom of Information Act and Privacy Act 
request letters by clicking on the links. Jan Adams: FBI fSan Francsico) . 
FBI fWashinoton. DC), Transportation Security, Adminis tration. Rebecca 
Gordon; FBI..(.San Francsic o h FBI (Washi ngton . DC) . Tra nsport ation 
Security Administra tion. For more information about their story go to 
http './/WWW . adu nc.org/91 1/back lash/ 

### 


The American Civil Liberties Union of Northern California 
1 663 Mission Street, Suite 460, San Francisco, CA 04103 
(415) 621-2493 

n-iome Paoel FPr ess Releases i rS earch l [ Join the ACLU1 
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San Francisco Inicrndtional AIrporT 


P-O.Boif S097 


San Francijco, SiniB 

November 22, 2002 rd 6jo.8?.i.snoo 

P»x%J0 3J1.S005 
www.flysfo.cam 


American Civil Liberties Union 
Foundation of Northern California 
1663 Mission Street, Suite 460 
San Francisco, CA 04103 


AiarottT 
COMMItSlOb 
CITY *NO COUMTY 
OF SAM CftAr4C(lCO 

•VILUC I fl«OWN. JB. 

At A VO » 
menht b. tiCiimAhi 

UtnaT IAAZ2ULA 
WCf 

rtlCMAIiL S.;TnUNC*rV 
UMU* S CPAVTOw 
CAfiYl (TO 


;OtiN 1 . maptiM 

AifrMOiir pf/i£CToir 


Attn; Jayashri Srilcantiah 

Re; Public Records Act Request Dated November 14, 2002 
Your Qients; Rebecca A. Gordon; Janet A. Adams 
Date of Incident: August 7, 2002 

Dear Ms. Srikantiah: 

This is in response to your Public Records Act Request dated November 14, 
2002, received in my office on November 1 5, 2002. 

i enclose copies of all responsive documents you requested which are under 
the custody of the San Francisco International Airport and which are a matter of 
public record; 

I- Calls for Service Report; Call ID; 02000060761 for 8/7/02 event; 

2. Event Chronology for Event Number: P02000060761 for 8/7/02 event; 

3. Unit Information for 8/7/02 event. 

Your request for “protocols that were followed or consulted in relation to the 
August 7 inadeni” conuins sensitive security information that is controlled under the 
provisions of 49 CFR Part 1520 and request for such protocols must be directed to the 
Under Secretary of Transportation for Security, Washington, DC 20590. 

As you requested in your letter, I am providing copies of these documents to 
your office at no duplicating cost. 


Very truly vours. 



Enclosures 


John 

Airpon Director 
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11 t « - r, -.X ^ H irx Primed: Novembcr 1 8, 2002 

Calls Fcr Service Report Call ID; 02000060761 

1. Agency 

SFPD 

2- Person Received 
Complaint 

3. Oatc/Time Received 
03/07/2002 
4.. Time Dispatched 
22.18 

5. Time Arrived 

22:28 

6. Time Complete 

22:36 


8. Nature Of Incident 

SUSP PEHSON 

9. Location Of 
incident 

200 . L2 CA 


10, Victim or Caller 


b7C 


' L 

11. Classification 

12. How Received 

13. Disposition 

14.. Officer 

15. Date Submitted 



NO MERIT 


08/07/2002 


Notes: 2 PSGR ON NO FLY LIST. AWARE PD IS RESP &. CQQB^ 


b7C 


AIL INFORMATION CONTAINED 



iW-/77? 


SUSSMAN-314 


RjCtsvl 

PX/ri'A 


/ 
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Event Number; 


part Tlmt 

22 17 58 
ominn 22.i7.i8 
0.V07/02 22:17 5H 

05/07.'D2 22 17:5» 

0«/f«7/02 22-17.5c 

IM/U7/02 22:17.5ft 

aa/Q7,'02 22:1 7;5K 

0i;/07/02 22tB;5a 

08/07/02 22; 1 9 . 0 s 
0W07/02 22.19:05 

08/07/172 72 19:Of, 
08/IT7/02 Z2 19.U8 
0V07/U2 22 ;*):5G 
08/07/02 22:20:22 

n»/07/02 22:21.00 

D:i/U7/0: 22-.2258 

l)S/07/02 

O.'t/OZ/UZ 22.24:11 
OH/07/02 22:24:i3 

oyg7/U2 22.24'2i 
OB/07 A:iI 22.28 06 
omifOZ 22.'2S:07 
nft/f|7/02 22 36:24 

OH/07/02 22.2604 

^JUfdVCl Z23CM 
08/07/02 Z2:3r.:41 

08.^7/02 2206:4) 

08/07/02 22.36:41 


Event Chronolosy 


P02000060761 


1>rm Optra ror 

^*>9llir>(i7 026246 

|K>riMou7 9201^6 
posujon7 J70246 
pOsit<cn7 920246 

pniitloft? 920246 
r>03iiiun7 920246 
pO!tiiiuo7 920246 
920202 
fior.iuon3 92U202 
)w5«ion7 920240 
poslht>n5 920202 
pvjSii|ort5 920202 
f«>inc»rt7 920246 
?ofilwp7 920246 
p%ill0P)3 920222 
patUionS 920202 
iruinlrrcli 920336 
iratpiriKlS 920736 
Scnioi20 920221 
SeniorZO 920221 
OOjlUunJ 920202 
pobKionS 920202 
p<Wll<on5 92(7202 
pojitioni V2U262 

popiiooS 920202 
pvtfi\iuni 920202 
pwau/ni 920202 
VMlilrwiS 920202 


b7C -6 
b6 -6 

Actifm 

eVF.irr CKIaTCD; LOCATION; NUMOCR; [200) aKHA. [TDO MONICIPaUIY- £L2] aPaUTmENI : l/VfATq 
COM.M Q.fT, 1. AlaTa -I'd Evene ISUJIP PF.H.SONCSTREGT Sin F.11 'WL: L9i7(S )l CAIXER IM-OaMATTONi 
NAMEi l k PDltFS.S [ATaJ PI lONE NOMBE H| | 

l)if|iaKh Group [alTTE^To] bear [’fill] prinary Unit; |6WflC] frimaty Nicmaer: (20*) 

Priori!).'. [1] 

wjmaWC adder.: psor on no fly t.i.rr, awmu: pd is af-sp a coop 

MIT 

UNIT cnuncoisPAiCi'ico 

UNIT ic UlSPATrK£2 ' 

RliM,\WC ADDCn;l A I 

UNfreWlCENROUTkO 

UNIT «D*0C RNRO UTtiO 

RF.MAjyc auucd: I I 

RiiMAWt ADRP.D.-CORRan'lQNQNnOTHINt j 
MMaRK Aftt^EGAHM l ~ t ropv 

remark Aooe d I 

UNJ r <iiwoc alarm AtvrivA i to 

UNIT «D*iC AI.ARM activated 

UNIT <nuoc CONTACTtO Cwruneiu: Alina Tinier b\icndcd; ft 
LlNfT r,FM I c: crON'TACfta) Ct.mme.H; Atim Timer CMended; ft 
UNTT 6B40C ARRIVHi 
unit 6B4iC AlUtrvFD 

KmARK ADD FO-BOTH SUB; NEC ON FBI I. I.ST 
UNIT «TiA0C a''A1LABL6 

Oispaish Group. [AIL] STTa; (ft] oeit: (TBl | Pnnur) Unit; [TB*0C1 Primjiy Member: [204] 

Pnoriix.[i] 

eviiNTCLOSED; OisiMiKion CMb; [NOM] 

IJNIT fttWiC AVAILaBlC 
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Unit Information 


Unil ID 

i>f 

Oun>tlc!i Nuni Timr 

Empl 

Fcnii2 

ir> 

Termin:il 

T.ncu(iOii 

(iiWfiC 

DP 

22:13:50 

204^ 

P 

92020 

po^ihonS 

200 TUI LlJkTATC; 0ATA TC 

(>040C 

Eft 

22:1 9:0S 

204/ 

Cf^t 

92020 

po$ition5 

200 TB 1 L2.ATATC. @ATA TC 

6WJC 

-- 

22:24:11 

204 1 

(^eri£gr 

. 

jrTtt'' 

02033- 

irai^ng 1 5 

200 Tfll UATaTC; ^TA TC 

MiAlC 

CU 

22:X«:33 

204^ 

92022 

scnior20 

200 TBl LZU^TaTC; @ATA TC 

OKAOC 

Alt 

22:2JJ.0ft 

204 \ 

9202tt 

po$ii\oii5 

2U0 TBl LIATATC; @ATA TC 

f.OaOC 

av 

22:36:24 

2f)4 J 

92020. 

pf7iinoriS 

G04)C 

DP 

22:19:05 

4107 

7 

92020. 

po$ibon5 

200 TBl L2.ATATC: @aTA TC 

6B41C 

£R 

22:J9:0<i 

4107 

I ORL 
)th^n 

9202CT. 

po$itiuh5 

200 TBl tJ,ATATC.- ©ATATC 

6G41C 

- 

22:24:11 

4107 

92033- 

iniiunsl5 

200 TBl L2.ATATC: (igATA TC 

6D4IC 

CV 

22:24:33 

4107 

02022 

scnioT20 

200 TBl 1.2.ATATC-. @ATa TC 

OJWIC 

Aft 

22:28-07 

4107 


92020 

posiiion5 

200 TBl L2.ATATC: @ATA TC 

f>H4|C 

AV 

22:5Mi 

4107 

92020 

pn«iu‘0ci5 


<3 


t?X/9X'^ 
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News 

Views Terrorism Is as 
A&E Terrorism Does 


June 6 -12, 2002 


Calendar Local peace activist may be on FBI list 

by Terje Langelaird 

Music 


Film 

Food 


Bill Suizman has protested nonviolently against U.S. military policy for 
more Uian 30 years. That, he discovered last week, apparently makes 
him a '‘terrorist" in the eyes of the government. 


Web Extras 
Classifieds 


Now, Sulzman, a veteran Colorado Springs peace activist, is cor^cemed 
that he and others wilt be subjected to FBI surveillance under new rules 
that allow the agency to spy on domestic groups and Individuals 
suspected of terrorism. 


Personals 
Contact us 
N^^Stand 


Last Thursday, May 29. Sutanan was arrested while pertlcipating In a 
political protest at the U.S. Air Force Academy. Between 1 5 and 20 
activists demonstrated against the policies of U.S. Secretary 5i£J3efense 
Donald Rumsfeld, who was speaking at the Academy's gradtmtlon^ 
ceremony. 


Frvc W(ll Astrolof^ 

— — — □ Paso County sheriffs deputies broke up the demonstration at the 

Wither request of Academy officials, vt^o maintain the protesters were on 

Academy property without permission. Four protesters refused to leave. 

Home arguing that they were standing in the public right-of-way. The four, who 

included Sulzman. Peter Sprunger-Froese. Mary Spoinger-Froese and 

Mary Sheetz, were arrested For trespassing. 



Currcitt 

Wealher 

for 

Cdqrecjp S^rir^ 




Partly ClW^ 

by. 

AoojWeamarOOltr 
Vour jourqefor 

oi>'ibe 



Former priest and soldier 

While the four were being held, deputies ran a routine criminal 
background check on each of ^em. That's when both Sulzman and 
Mary Sprunger-Froese who were in separate squad cars say they heard 
something over the police radio: Sulzman. a voice said, was listed by the 
FBI as belonging to z "terrorist organization.’ 

Tnobch Sulzman was held for about 30 minutes longer than the rest, all 
four activists eventually received court summonses and were released. 
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Slill. Sutzman says he wants to know why he’s listed as a terrorist. A 
former soldier and Catholic priest, Suizman estimates he's been 
arrested more than 20 times in the last 30 years, but always for non- 
violent protests, including various acts of civil disobedience. 

So far, he's been unable to get answers from the sheriffs office or the 
FBI. The agencies also didn't offer the indBpendent much information. 

A spokeswoman for the sheriffs office, Lt. Melissa Hartman, said she 
couldn't divulge what information the FBI provided on Suizman, saying it 
• would be "privileged criminal-justice information." 

Ann Atanacio. a spokeswoman for the FBI's Denver office, refused to 
comment specifically on Suizman's case, citing privacy concerns. 

Propensity to violate laws 

However, Atanacio hypothesized that someone might be included on an 
FBI list of potential terrorists for "any number of things," and that such 
lists could include "persons who have propensity to violate laws at 
sensitive national security installations." 

That would fit Suizman, who has often been arrested for nonviolent 
actions at military bases. 

A spokesman at FBI's national headquarters, meanwhile, said the 
agency "absolutely" does not maintain lists on peaceful protesters. 

"The databases we have are on known violent [people], or those who 
have a propensity for violence, or who have threatened with violence in 
some wray in the past," said the spokesman, Paul Bresson. 'There's no 
■peaceful demonstration list’ anywhere within any FBI files." 

Bresson also said he couldn't discuss Suizman's case in specific. 

Suizman says he's determined to get to the bottom of the matter. Like 
many other political activists, he was concerned to learn last week that 
the FBI, in the wake of intelligence failures prior to Sept. 1 1 . has 
received broad new powers to spy on domestic groups and individuals. 

The FBI has said the new powers will only be used against suspected 
terrorists. But that no longer reassures Suizman. 

That I'm labeled a 'terrorist' means a lot of people are labeled 
'terrorists.'" Suizman said. 

Tefjf'e Langeland 
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RECENTLY: 

• Gay Discharges on the Rise More gays booted from Fort 
Carson by Terje Langeland (05-30-02} 

• Ticket to Ride Smalt transit businesses squeezed by rising 
insurance rates by Terje Langeland (05-30-02) 
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Grounded 

A federal agent^y confirms that jt mointainB an air-travd 
blacklist un,000 people. Peace activists and civil libcitarians 
fear they'/ ft f>n it. 



By Dave Undorff 

Nov. 15, >002 I Barbara Olahanalcy was at a Newark Iiirematiooal Airport departure gate last 
May when an airliac a§;cnt at the counter checking her lioaiding pass called airport security. 
Olshansky was subjected to a close search and then, though she was in view of other travelers, 
was ordered to pull her pants down. The Sept 1 1 Lcuotist attacks moy have created a new cm in 
airport security, but even so, she was wnbiitrassod and annoyed. 



Perhaps one such incident mijd'fve been forgotten, hut Olshansky, the ossifltani legal directs fo» 
the left-leaning Center tor Constitutional Righi^, was pulled out of line for epecial attention (b«^ 
next time she tlcw. And the next time. And iW next time. On one tli( 2 tbl this past September hoin 
Newark to Washington, six members of the crfintcr's staff, including OlBhansky, were stopped and 
subjected to intenca scrutiny, even ihougli thc>' had purchaacd their tickets independeruly and had 
not checked in as a group. On thai uci - hnioii. Olshansky got angry and demanded to know why 
she had been singled out. 

”Tbc computer spit you out,** shtf rcc<<IU the agent saying. "1 don’t know why. and I don*L have 
time to talk to you about it." 



Olshansky and her coUeaguesi icrc, <«pparcntly, not alone. For monthSi rumoxs and anerdnlc^ have 
circulated among left-wing and other activist groupa about people who have been barred fiom 
flying or delayed at secudty gnirs because they arc "on a list." 

But now, a spokesman for the iirw Tian.sportation Security Administration has acloiowlcdgcd foi 
the first time that the govenmicftt has a list of about KUDO people who are deemed "llueats to 
aviation” and not allowed uu iiiiplancs under any circumstances. And in an intaview with Salon, 
the official suggested ihai OKhansky and other political activists may be on a sepeuate li.st that 
subjeas them ro xiricL scnitiny but allows them to fly. 

"We have a li^i of rtliout 1,00ft people," said Dav\d Steipman, the TSA spokesman The agency 
rreaicd a yeai' ago by Congress to hondle iraneponaiLon safety diwiug ihc war on terror. 
“This list i& cotnposed of names that are provided to us by various government organizations like 
Ihc FBI, CLA and INS ... Wc don't ask how they decide who lo li^i Fach agency decides on its 
own who is a 'threat to aviation.'** 
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The agency hat no guidelinet*; Uetaminc who gets on ihc Usi, Sicigman says, and no 
procedures for gening off i he lisi if aotneone le wrongfully on iL 

Meanwhile, airpon security pciMjiuicl, citing lists that arc provided 1>y ihc agency and that 
appear to be on airline TicV«iing and chcck-in computcTS, seem lo be. netting mostly priests, 
elderly nuns. Green P«i<y campaign operatives, left-wing jnimulists. right-wing aciivisis and 
people affiHaied wiiU Aiab or Arab-Amencan groups. 

• ^ Milwaukee and an activist with Peace Action, a well-known 
grassroota advocacy group, was $iopjicd from boarding a flight last spring fo Washington, where 
she and 20 young students wcic planning to lobby the Wisconsin corgrcssional delegation 
against U,S. military aid to (l>r rolombiaxi government. '‘We were all pievcntcd from boarding, 
and somo of us were taken Another room and questioned by airport security personnel and 
local sheriffs deputie!*.” soys Lawingcr. 

In that incident, an airlii»e employee with Midwest Air and a local sheriffs deputy who bad been 
called in during the iiK-idcnt lo help airport eccuiiij^ personnpl dciaia and question the group, told 
eome of them that dir l » uames were ”oa a list,” and that they were being kept ott‘ their plane on 
instructions from ilm Transportation Secanty Adminisiraiion in Wa^ingtxnpi^^i^^ 
requeat with .Ttaoii^onaiiou SdcUrity.^^^||^|flp^ 
aviation*' to. 

• Last month, Rebecca Gnnloa and Jan Adams, two journalists wiih a San Francisco-bosed 

antiwar mazarine veiled WarTimea wero ctopped at the check-in aiuntcr of ATA AirimeS; 
where told them that heifcompfiie^^ «how'cd they, 

The airline K.A\\eA the FDI, and local police held them for h while before telling toem there had 
been a mis»tAke and that they were tree to go. The two made their plane, but not before the 
counter nifendant placed a large S for "search" on their b>jgvage, assuring that they got more 
close scniiiny at the boarding gate. 

• Art dealer Dung Stuber, who run Ralph Nader’s Green Pai ly prc,si dential campaign in North 
Carolina in 2000, was ban'cd last month from gening oxi h (llglu to Hamburg, Gennany, where 
he going on business, after he got engaged In a loud, though friendly, discussion with two 
other passengers in a accuniy hoe. During the course of tlic debate, he shouted that "George 
Busli is as dumb as a rock,” an unfortuxiate comment that provoked the Kaleigh-Durham Aiipuri 
security staff to call the local Secret Service burc»ti, which sent out two agents to interrogair 
Stuber. 

"They took me into a room and questiuned i.ne all about my politics,” Stuber recalls. "They wtrre 
very up on Green Party politics, too." TIje.y fingerprinted him and took a digital eyte scan. 
Parliculcnly ominous, he says, was » loo«>lcafb5hdcr held by 
op^ were quesilutiing me, I discreetly looked it 

orfani^tiohSi^^a^ I was able to lei'A'^gnirc the Green Party, Greenpje^ejtEj^ Amnc^y 

Iritemaiio^di/* Stuber was evimlually rolcascd. but because he missed his flight, he liwd to pay 
almost 52,000 more for n rull-farc ticket to Hamburg so that he would not miss lii.N hii^incss 
engagement. In ilic rml, however, after trying SdvoraJ airports in the Norili Caiolina area, he 
found he was baircd from boarding any flighcc, and hid to cum in his licVct and cancel his 
hitsiiicbS tiip. 
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A Secret Service agent at the agency & Waihingtcvi lieadquartcra confinnea that his agency had 
been calla.1 in to question Stuber. 'We’re ot the aiq>ort security opi^ration/' 

Agent Mw; V Connelly to W Salon. ’’That's ih^HS§ w33vien one of our ptotecUon subjects 
gfff s ilueatcucd, wc check it out." Asked aln.int the list of organizations observeil hy Stuber, the 
Sf*crct Senicc source speculated that llujiirt organizations might be on a lisi of organizations that 
the Ncivicc. which is oscigned (he task of p»otcciing the president, might need to monitor as part 
of its security responsibility. 

Additional cndenco euggesis that OlshaiuNky, Sluber and other ]eft<leaning iicrivi.sts arc also seen 
a threat to aviation, though perhaps nf a different grade. A top official for the Tlaglc Forum, an 
old-iinc conservative group led by Hnli-feniinist icon Hhyllifi ScWafly, said several of the group's 
membera have been delayed at sr-.rurity checkpoints for 50 long that they missed their flights. 
According to Pajt Christi, a Cfuholic peace organization, an AmcrirHn nicmbcr of the Falun 
Ciong Chinese religious g/ um i was barred from /getting back on a plane fliat had stopped in 
Iceland, reponedJy on information supplied to Icelandic customs by U.S. authorities. The 
person was reportedly pamitted to ily onward on a Uier 

Hussein Ibish, conunujuicAtions director of the .American Amb Anti-Discrimination Committee, 
says his group has documented over bU cases - involving 200 people — in which fliere with 
Arabic names have been delayed at the airport* or barred alrogcthcr from flying. Some, he says, 
appear lo Livolvc people who have no political involvCTiicut at all, and he speculated that they 
sufftiicj ihe misfortune of having the same name as sonicuae '*on the lisf’ for Icgidinate seairily 
reasuiis. 

Uniil Steigman’s confirmation ot the no-fly list, the govciiuncnt had never admitted its existence 
While FBI spokesman Paul Bresson confmned prisicnte of the list, otfioials at the CIA and U S 
Injmiigration and Naturalization Service declined to comment and referred inquiries back in Hit 
TSA. Details of how it was assembled and huw it i,s bring used by the government, airports and 
airlines arc largely kept secret. 
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A security officer at United Airlines, speaking ujt condition of onon>'mity, conflimed that the 
airlines receive no-fly lists from the Trampoitation .Security Administration but declined fnrtVicr 
comment, fiaiinffii was a security maUer. A US Air spokeswoman, however, declined m 
comment, saying that the airline\ sccuiity relationship with the federal transit agency was a 
security matter and that discussing It could "jeopardize passenger safety.” 

Steiqmaa declined to say who wasi uii the no-fly list, but he conceded that people like I awingcr, 
Stuber, Gordon, Adams and Olshansky were not "threats to aviation,” because they were being 
allowed to fly afler brrmg interrogated and searched. But then, in a Byzantine twist, lie raised the 
possibility lhai llic s«^.uTity agency might have more than one lUi. "1 chocked with our security 
people/' he said, "and they said there is tto (sdcondl list/’ he said. "Of c*mivsc. that could mean 
one of two {hiiigs: Hither there is no second list, or there is a Uu and ibey*rc not going to talk 
about il for security reasons/* 

In (act, most of those who have been stopped from boarding fli^lits (like Lawingcr. Stuber, 
Gordon and Adams) were able to fly latsr. Obviously, if ihe TSA thought someone was a 
genuine "threat to aviation" like those on the 1 ,000-namc no-fly list, they would simply be 
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bailed from flying- So does the agency have xwst than one list perhaps - one for people who are 
toully barresd from flying and another forpeiiiile who arc simply harassed and Jebyed? 

Asksd wlfy the TSA would be barring a 74-yPMr-uld nun from flying, Sreigman said: "t don't 
know. Yen) could get on the list if you were ;<rrcsicd for a fcdorol folonyT 

Sisier Lawin^cr says she was arrested only once, hack in the 19803* for titling down and rcfiising 
10 leave fl»e district office of a local congressman. And even then, she says, she was never 
officii^Dy charged or fined. Bui another person who was in the Peace Action delegHUon that day, 
Judilh Williams, says she was arresied and si|>cnt three days in jail fora protest Ml the Wliitc 
House back in 1991. In that protest, Willi;)ms and other Catholic peace aciivlst.s had scaled the 
White House perimeter fence and scaUr.rM baby della around ihe lawn lo piotcst the bombing of 
kaq. She says that the charge from ilwt incident was a miedemeanor, an infraction that would not 
seem cnoupdi to establish her ms h ilucat to aviation. 

hicvitably, such queciions about how rme gets on a tbdera) transit lisi creoles quc5tioas about 
bow to got off it. Ii is a classic - and uiuicrving - Catch 22: Because ihc Tian.sportation Secunty 
Administration says it compiles ilie list from names provided by other agencies, it has no 
procedure for correcting a problem. Aggrieved parties would have to go to die agency that first 
reported their names, l»m frir security reasons, the TSA won't disclose which agency put someone 
on the list. 

BressoHi the FBI spokcspwscm, would not explain the criteria for dassifying someone as a threat 
10 aviation, but s that fliers who believe they* re on the lu«l iifipiopcrly should "repon to 

aitport security ai\d they should be able to contact the TS A or uk and get it cleared up.'* Ho 
concedes (hal might mean imssctl flights or other incon'^cuiri>rM. Ilis cxplanolion: Airline 
security has gutoi very complicated." 

Many critics of flie .^curity agcnc/a methods accept the nccvl foi’ heightened air aocurity, but 
remain iroublnd hy tl\c more Kafka-esque traits of the sysf cm . Waters, at the Eogle f^’orum, 
worrieK Ihdl die government has offered no explanation Rw bow a ’^threat to aviaiiori* U 
dekntiiaecL "Maybe the people being stopped are aircudy l>cing profiled," she says. “If they're 
pnifiling people^ what kind of things are they looking ror*? Whether you fit in m your 
neighborhood?" 

'T agirc that the govcmmcnl should be keeping knowii 'rhvcais to aviation' off of planes," faiiih 
says, "1 certainly don't want those people on my plane! But there has to be a procedure for 
appealing this, and there isn't. There are nn ,<;ifcguaid5 and there u no recouree." 

Meanwhile,, nobody in the federal govenunent has explained why so many law abiding but 
mostly lett-loamtig political aciinsis and antiwar acti^^ists arc being harassed at check-in lime at 
airports. *^lhi 2 all raisea serious concerns ahi>ui whetlicr the government has made a decision to 
target Americans based on their poliiii-^*! Ivdicfs/' says Katie Corrigan, an ACLU official The 
ACLU has set up a bio Fly I.isi Complaint Fonn on its We b site. 

One particular concern alAmt rhe government's threat to aviation list and any orhw possible lists 
of people to be siibjct:ifn1 to extra security investigation at airports is that oameK arc being nude 
available lu priv4ietcxiinpavuca - the airlines and airpon authorities — charged witli alerting 
securily peisomicl. Unlike most other (aw enforcement watch these lists arc not being 
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closely held wiiliin the vxationaJ aecunty or law-enforcemcul flics and computers, but are 
apparently being widely dispersed. 


"It*8 bad anoujjh when the federal government has lists Ijire ihis with no guidelines on how 
tho/re compiled ox haw to use them;' savs OUhanshy m <\\t Center for Constitutional Rights, 
’’But when these lists are then given to ihe private sfA-ioi , there arc even lose controls over how 
they are used ui xaisused." Noting that airlines have Tree hand" to decide whether somo:>ac can 

bo»rd A plane or not, ahesave the result is a “rr^nicfidous chilling of the First Amendment n'ght to 
Ixavcl aiKl speak freely." 
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Correction: 

- (jrounded” . asioi^' publWicil rm Kov. 15, incotrectlv riported that aliunicy Barbara Olshansky 
of the Center for Constitutiuoal Rights was attempting; to board a JetBlue flight when she w'os 
stopped and strip-s«tTcbcd earlier this year, in fact, when she flew uul ofNfewark, she was not 
tal^ JetBlue. The sioiy also repotted incorrectly that Green Party «ctivi,st Doug Stuber. ofter 
being stopped frenn iiddjvg his planned flight from Raleigh-Duiiiam, RC.. to Hamburg last 
month by U .$ .*^ccret Service agents, was able to fly to his iIkki! nation on a later flii;;ht In £ict, 
after iiyiu^ for two days at various airports, Stuber found ht* was bailed from boarding any flight 
and uiisiStHl hi.s business trip. The story also described Peace Action as a Roman Catholic 
urgMiiirjitinn. In fact, it is not affliated with any rcli«i»<u.<i group. The story has been corrected. 
S-Ali-m regrets the errors. 

[Correction made Xl/iS /023 
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I i I'm optimistic that one can be! 
aid Glen Morgan. a Beaumont; 
ilalQtlUs attorney involved Ui 
>liations \yiili Halliburton. • ' 
•ately, attorneys for Honeywell 
court that the Morris Township, 
hpany has reached agreements 
icipJe" with plaintiff attorneys 
lUng about 190,000 of 200.000 
ts in lawsuits related to its 
North American Refractories 


^rP^^sengers} 
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By Ann . Davis . 
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Clvil-UbertieB groups are trying to .■ 
force the federal government to re^'dai 
its criteria for putting people on to^a^r 
cret watch lists that' bar some from 
and subject others to exleoslye scruyl 
tiny. ; . - ■ - v 

The groups arc see lung iecurds un*:; 
.der the Freedom of Information Act'af^. 
ter political acUvisu In .eoviixuunental,.; 
peace and other groups comptained they^> 


.^n agreement would be “an enor- 
positive for the company," said 
^^%4{Ap€ywell general counsel Peter Krein* 
closure to a significant 
of the company’s asbestos liahil* 


recent weeks, both Halliburton 
I Honeywell have been working furi> 
ly to strike agreements, that would 

» )w them to channel hundreds of thou- 
ids of asbestos lawsuits, as well as 
‘;j.’A.4ire claims, through trusts created 
Kifugh former subsidiaries that are op- 


were detained at airports and told they:' 
are on a so-called no-fly Ustrbutfgivenj 
no information about how they got qp It/: :"ooinm’unl^'3 
•The Electronic Privacy Infonnatfou:^ hatton.^ra 
Center sued ihe TransporiatloD Securltyi '^Revenup ^fm 
AdminJstratiqii and the Transportation^ 'fable 
Department- In . U.S, fidUstrict.' couri'^^ if b^caitfe JCill 

Washington, D.C.;;'^or ‘'exceeding;! (hei 
time limit to release U^onnal|on aboun .ributciyfpo^ 
the nohfly Ust tmder:a*'tw(H|noatb^^^^ 

FOIA request, ; The:, advocacy; :group& partyls/ 

asked for information about i ‘ **''* 

of peopto on aflavl^rm-ieq^.tx^wa^^ 

^ lists, j^cedures for posting i 

Ingiuun^Bi^aU comply 
. pie who. claim lo haiw'injstakep^^ 
iis^ David Sobdi Eff^ 

. sel^'faaya .that altoo^ 
onot need to knoty'^fyaii^^ 

. lists - (»nteqt,:“gea^ 
t-tbundi^ ttifa 

!Tp^d;^ttireefsUid^^ ; 

'/beb^of/twtf pebplefbh%ilj(di% 

^'attorney Jayashri 

wiU ;,fUe them ' tod^ witjt .ih^FegqraJ 1 
'*iBureaa\of investlgattoh- ^ 
gtoe’FBl^eidbffiM'tq'S^^ 

'imcqtVocUyl^l^to-aycriterla 
irsba said.^ ■’toai’jtVdelUdtefl^^verf^^ 

■ bliog: " klntendeda 

v;; TheTSAhaiito'tyetbeib'serxed acopyj^lJar^^pasti 

-- tsi iho 'train tc A HfoMfi 


:^j7^vp?ting under bankruptcy-law proleci 
If successful, the arrangement 
require the companies to help 
the trusts that would compensate 
aestbs victims; at the same time, 
^^J^fneywell and Halliburton would be 
gf as 5 gstos liability. The claims 
^ ^ late to injuries from exposure to the 
•'f ir»eraJ asbjsstos. 

Pressure is building on both plain- 






. ries' wines first will be equalized at thej 
ower U.S. : levels, and thea phased out"i 
iltogett^i.ji^e also' agreed.the .U.S.; 
could putMj^aioe' special siu^.controla, 
if indiWdu^ tana-produ^]^ 

.shoot up/tn% given yeari>'^^^ 

: Not everything’ went ChUc’s^^^ 


pincy dr torrb^iqdr 

IJ^^on 8^ : 

%cHyatdi lists pitof to.^PlYll;’ bu^thp . 

^wrgx^df»l.tb(Hr^ 

^gimceX^oclesf todudtog. 
t^vlde^llie' names" ;and '.lhe’4'SAl;meiiel3f ’ 
I maintains the data,'Duriag the pahb/aey^ 
>ral .months, several , actlyists-ri^ui^,: 
■ lug B oun and longtime poUdcalprptest^f 
ers-have oompiotoed^of beii^ slng^^; 
out at alrports.;v^ 

- . The ACLU hied Ito FOIA requei^ bn' 
behalf of San Franclsbo Bay area peace 
activists Jan Adams and ’Rebecca Gor- 
don. The women,: both in their SDs, 
founded a war-protest publicatloni War 
shortly after. 6epU .ll;, The 
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Times, 

women were stopped while checking, 
into an Aug. 7 American Trans Air flight: 
In San Francisco. They were told they 
were on the “no-fly" list and local police 
detained them. The ACLU suhsequenUy ; 
obtained a record of a "suspicious per-' 
son" report generated on the incident by 
San Francisco International Airport U 
said the women were allowed to.bpatd 
after police officials checked another 
FBI Ust, and their names weren't bn it. 
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|rom the mines in South Africa, Thatk how we 
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